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Who	
  Are	
  We?	
  

  Alex	
  Pinto	
  
–  15	
  years	
  as	
  a	
  security	
  consultant	
  
–  7	
  Of	
  those	
  years	
  seTng	
  up	
  and	
  managing	
  MSSPs	
  and	
  on-­‐prem	
  SOCs	
  
–  4	
  years	
  researching	
  Security	
  Data	
  Science	
  focused	
  on	
  network-­‐based	
  

detec?on	
  
–  Patents	
  on	
  machine	
  learning	
  techniques	
  for	
  intrusion	
  detec?on	
  

  Greg	
  Poniatowski	
  
–  Various	
  security	
  roles	
  in	
  different	
  industries	
  	
  
–  Experience	
  which	
  informed	
  a	
  strong	
  desire	
  to	
  ensure	
  engineering	
  choices	
  are	
  

data	
  driven,	
  designed	
  to	
  solve	
  problems,	
  and	
  most	
  importantly	
  –	
  can	
  be	
  
effec?vely	
  opera?onalized	
  	
  	
  

–  2+	
  years	
  at	
  Mars,	
  Inc.	
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1.	
  Introduc?on	
  To	
  Threat	
  Hun?ng	
  



The	
  State	
  Of	
  Threat	
  Intelligence	
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Data	
  Feed	
  Providers	
  
	
  

The	
  data	
  itself,	
  delivered	
  as	
  a	
  feed	
  or	
  as	
  
access	
  to	
  a	
  repository	
  (Manual	
  Integra?on)	
  

	
  

ü  Various	
  categories	
  –	
  Context,	
  Black	
  
List	
  

ü  Free	
  and	
  paid	
  versions	
  

²  Variable	
  QA	
  and	
  false	
  posi?ve	
  ra?o	
  

²  Lidle	
  or	
  no	
  integra?on	
  support	
  

²  Not	
  Efficient	
  /	
  Not	
  Effec5ve	
  

Threat	
  Intelligence	
  Pla;orms	
  
(Including	
  ES	
  Threat	
  Lists)	
  

Focus	
  on	
  collec?ng	
  and	
  sharing	
  TI	
  

	
  

ü  Accepts	
  mul?ple	
  feed	
  categories	
  
and	
  sources	
  

ü  Focus	
  on	
  integra?on	
  and	
  API	
  access	
  

²  Limited	
  or	
  no	
  analy?cs	
  capabili?es	
  

²  Limited	
  or	
  no	
  added	
  value	
  besides	
  
integra?on	
  cost	
  	
  

²  Efficient	
  /	
  Not	
  Effec5ve	
  

Immature market, too many different types of offers 
since standards have not emerged

Difficulty in comparing offerings discourages customer 
adoption and leads to inefficiency

Variable and difficult to measure quality / false 
positives and coverage of threat actors

Existing technology relies almost completely on 
customer personnel expertise to perform QA or 

chase down false positives

Threat	
  Hun5ng	
  Pla;orms	
  
	
  

	
  Focus	
  on	
  human-­‐centric	
  analysis	
  TI	
  from	
  
mul?ple	
  sources	
  

	
  

ü  Manage	
  threat	
  indicators	
  

ü  API	
  access	
  

ü  Enables	
  complex	
  analysis	
  and	
  
dashboards	
  

²  Relies	
  on	
  users	
  with	
  high	
  exper?se	
  to	
  
conduct	
  any	
  analysis	
  

²  Not	
  Efficient	
  /	
  Effec5ve	
  

Exis?ng	
  solu?ons	
  do	
  not	
  address	
  the	
  problem	
  of	
  analyst	
  overload	
  and	
  hiring	
  gaps:	
  	
  
Too	
  many	
  alerts,	
  too	
  many	
  false	
  posi?ves.	
  



Threat	
  Intel	
  On	
  Enterprise	
  Security	
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Immature market, too many different types of offers 
since standards have not emerged

Difficulty in comparing offerings discourages customer 
adoption and leads to inefficiency

Variable and difficult to measure quality / false 
positives and coverage of threat actors

Existing technology relies almost completely on 
customer personnel expertise to perform QA or 

chase down false positives

  Equivalent	
  to	
  a	
  Threat	
  Intelligence	
  
Plaform:	
  
–  Pulls	
  the	
  data	
  in	
  (con?ngent	
  to	
  Add-­‐

ons	
  provided	
  by	
  the	
  vendors)	
  
–  Normalizes	
  it	
  
–  Matches	
  it	
  against	
  specific	
  log	
  data	
  

searches	
  you	
  may	
  have	
  

  Suffers	
  from	
  all	
  the	
  problems	
  of	
  TIPs	
  
in	
  that	
  respect:	
  
–  Very	
  efficient	
  matching	
  on	
  data	
  of	
  

dubious	
  quality	
  J	
  



TI	
  –	
  Coverage	
  And	
  Quality	
  Issues	
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Immature market, too many different types of offers 
since standards have not emerged

Difficulty in comparing offerings discourages customer 
adoption and leads to inefficiency

Variable and difficult to measure quality / false 
positives and coverage of threat actors

Existing technology relies almost completely on 
customer personnel expertise to perform QA or 

chase down false positives

  TIQ-­‐Test	
  (hdp://www.mlsecproject.org)	
  



The	
  State	
  Of	
  Threat	
  Hun?ng	
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Event	
  Storage	
  (SIEM)	
   Threat	
  Intel	
  
Storage	
  (TIP)	
  

SOC	
  Analysts	
  

Threat	
  Intel	
  Analysts	
  

Send	
  Alerts	
  for	
  Enrichment	
  

Select	
  IOCs	
  for	
  Matching	
  

Both	
  have	
  incomplete	
  and	
  biased	
  views	
  	
  
Heavy	
  analyst-­‐centric	
  ac?vity	
  –	
  Needs	
  actual	
  ”teams”	
  

Do	
  not	
  unlock	
  the	
  power	
  of	
  what	
  can	
  be	
  found	
  when	
  the	
  two	
  datasets	
  work	
  together	
  



PuTng	
  It	
  All	
  Together	
  -­‐	
  The	
  Niddel	
  Approach	
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Event	
  Storage	
  (SIEM)	
   Threat	
  Intel	
  
Storage	
  (TIP)	
  

SOC	
  Analyst	
  

Summarized	
  
Network-­‐level	
  

Data	
  

IOCs	
  from	
  
Repository	
  

Short	
  priori?zed	
  
list	
  of	
  alerts	
  

Analyst	
  feedback	
  

  System	
  builds	
  the	
  
rela?onships	
  and	
  makes	
  
aler?ng	
  decisions	
  based	
  
on	
  both	
  sources	
  of	
  
informa?on	
  

  Autonomous	
  Threat	
  
Hun?ng:	
  the	
  system	
  
applies	
  the	
  techniques	
  
human	
  analysts	
  do	
  



2.	
  Mars	
  Inc.	
  Splunk	
  Deployment	
  	
  



Why	
  Splunk	
  Cloud	
  

  Small	
  team	
  	
  
  No	
  internal	
  competency	
  building	
  and	
  maintaining	
  a	
  Splunk	
  
Enterprise	
  deployment	
  
–  More	
  efficient	
  use	
  of	
  limited	
  resources	
  for	
  developing	
  and	
  

opera?onalizing,	
  not	
  maintenance	
  of	
  infrastructure	
  

  Need	
  for	
  log	
  collec?on	
  and	
  correla?on	
  was	
  acute	
  
–  Lead	
  ?me	
  to	
  deliver	
  would	
  be	
  dras?cally	
  reduced	
  through	
  cloud	
  offering	
  

  Beder	
  long	
  term	
  strategic	
  fit	
  
–  Get	
  in	
  front	
  of	
  rather	
  than	
  lag	
  behind	
  push	
  to	
  cloud	
  first	
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Mars	
  Splunk	
  Cloud	
  Deployment	
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AWS

Deployment	
  
Server	
  

Forwarders	
  

Firewalls	
  
	
  

Ac?ve	
  
Directory	
  

	
  
An?-­‐Virus	
  

	
  
Data	
  

Protec?on	
  
	
  

File	
  and	
  Print	
  
	
  

All	
  produc?on	
  
*nix	
  systems	
  	
  

70+	
  Loca?ons	
  
	
  

50,000+	
  Endpoints	
  
	
  

300	
  GB	
  Daily	
  



Why	
  Enterprise	
  Security	
  

•  Following	
  the	
  selec?on	
  of	
  Splunk	
  it	
  was	
  natural	
  choice	
  for	
  SIEM	
  tool	
  	
  

•  Track	
  incidents	
  internally	
  in	
  Splunk	
  

•  Generate	
  opera?onal	
  metrics	
  	
  

•  Obviate	
  need	
  to	
  try	
  and	
  develop	
  SIEM	
  capabili?es	
  internally	
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Mars	
  Splunk	
  Enterprise	
  Security	
  

  Triage	
  of	
  endpoint	
  /	
  AV	
  events	
  fairly	
  straighforward	
  
–  Building	
  off	
  early	
  successes	
  by	
  driving	
  greater	
  log	
  collec?on	
  to	
  refine	
  

exis?ng	
  events	
  and	
  build	
  new	
  ones	
  

  Firewall	
  /	
  IPS	
  events	
  proved	
  to	
  be	
  high	
  in	
  volume	
  and	
  difficult	
  for	
  
SOC	
  to	
  triage	
  effec?vely.	
  	
  	
  
–  High	
  occurrence	
  of	
  false	
  posi?ves	
  	
  
–  High	
  absolute	
  numbers	
  of	
  events	
  	
  
–  Clearly	
  the	
  answer	
  was	
  to	
  eliminate	
  those	
  false	
  posi?ves	
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Splunk	
  ES	
  Iden?ty	
  Management	
  

  Integra?on	
  with	
  our	
  CMDB	
  and	
  Iden?ty	
  Management	
  solu?on	
  
ensures	
  that	
  Splunk	
  events	
  contain	
  asset	
  and	
  personnel	
  data	
  at	
  
search	
  ?me	
  	
  	
  

  This	
  was	
  an	
  early	
  win	
  made	
  possible	
  through	
  Enterprise	
  Security’s	
  
Asset	
  and	
  Iden?ty	
  Management	
  capability	
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Splunk	
  ES	
  Noise	
  Reduc?on	
  

  Among	
  our	
  most	
  successful	
  iden?ty	
  and	
  firewall	
  events	
  are	
  those	
  
designed	
  to	
  ensure	
  compliance	
  with	
  exis?ng	
  controls	
  and	
  iden?fy	
  
configura?on	
  issues	
  	
  	
  

  Users	
  being	
  added	
  to	
  highly	
  privileged	
  groups	
  
  Absolute	
  high	
  number	
  of	
  outbound	
  connec?ons	
  
  Unblocked	
  IDS	
  alerts	
  (Inbound	
  and	
  Outbound)	
  
  Absolute	
  high	
  number	
  of	
  blocked	
  connec?ons	
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Splunk	
  ES	
  Incident	
  Audi?ng	
  

  Track	
  the	
  value	
  of	
  use	
  cases	
  through	
  classifica?on	
  of	
  resolu?on	
  
  Measure	
  the	
  efficiency	
  of	
  processes	
  for	
  handling	
  incidents	
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By	
  repor?ng	
  on,	
  for	
  example	
  which	
  notable	
  events	
  are	
  resul?ng	
  
in	
  false	
  posi?ves,	
  we	
  can	
  tune	
  them	
  or	
  determine	
  the	
  need	
  for	
  
either	
  addi?onal	
  refinement	
  using	
  other	
  data,	
  or	
  new	
  tooling.	
  



Threat	
  Intelligence	
  

  On	
  paper	
  sounds	
  like	
  a	
  solu?on	
  for	
  the	
  Firewall	
  event	
  volume	
  issue	
  
  No	
  purchase	
  of	
  direct	
  feeds.	
  	
  	
  
  Implementa?on	
  would	
  not	
  be	
  trivial	
  
  Larger	
  ques?ons	
  arose	
  around	
  how	
  to	
  assess	
  the	
  rela?ve	
  value	
  of	
  
different	
  feeds	
  

  TI	
  challenges	
  made	
  Niddel	
  a	
  very	
  interes?ng	
  fit	
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3.	
  Threat	
  Hun?ng	
  Examples	
  



”Knowledge-­‐based”	
  Threat	
  Hun?ng	
  

20	
  

  Holis?c	
  view	
  of	
  rela?onships	
  	
  
‒  Allows	
  visibility	
  into	
  “Unknown	
  

unknowns”	
  

  All	
  those	
  rela?onships	
  
delineate	
  increased	
  
likelihood	
  of	
  maliciousness	
  

  However,	
  nega?ve	
  views	
  
(VT,	
  AV)	
  are	
  incomplete	
  for	
  
decision	
  making	
  	
  



Threat	
  Hun?ng	
  –	
  IP	
  Enrichment	
  Data	
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  IP	
  Addresses:	
  
–  ASN	
  
–  BGP	
  Prefix	
  
–  Datacenter	
  	
  
–  Geoloca?on	
  
Splunk	
  has	
  a	
  built-­‐in	
  Geoloca?on	
  
engine	
  with	
  iplocation	
  command	
  

  Also,	
  don’t	
  forget	
  geostats	
  and	
  
geom	
  for	
  all	
  your	
  pew-­‐pew	
  map	
  needs!	
  



Threat	
  Hun?ng	
  –	
  Domain	
  Enrichment	
  Data	
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  Domain	
  names:	
  
–  Passive	
  DNS	
  	
  

ê  Domain	
  siblings	
  
ê  Rela?onships	
  with	
  IP	
  addresses	
  

–  TLS	
  Cer?ficate	
  data	
  
–  WHOIS	
  Informa?on	
  

  Splunk	
  ES	
  has	
  na?ve	
  func?onality	
  to	
  integrate	
  
with	
  WHOIS	
  providers	
  

  For	
  Passive	
  DNS,	
  only	
  3rd	
  party	
  for	
  now.	
  I	
  
suggest	
  having	
  a	
  look	
  at	
  Farsight	
  Security	
  
(hdps://splunkbase.splunk.com/app/3050/)	
  



Niddel	
  Magnet	
  –	
  Autonomous	
  Threat	
  Hun?ng	
  

23	
  



Ex	
  1:	
  Detec?ng	
  By	
  Pivo?ng	
  On	
  pDNS	
  And	
  WHOIS	
  

•  3	
  suspicious	
  entries	
  on	
  difference	
  sources	
  shows	
  up	
  with	
  Confidence	
  Level	
  of	
  90.79	
  (in	
  a	
  scale	
  of	
  -­‐100	
  to	
  100)	
  
for	
  inves?ga?on	
  

•  We	
  can	
  see	
  that	
  2	
  of	
  them	
  were	
  blocked,	
  and	
  one	
  other	
  was	
  not	
  

•  There	
  are	
  no	
  direct	
  or	
  indirect	
  matches	
  this	
  ?me.	
  We	
  need	
  to	
  inves?gate	
  further	
  on	
  the	
  details	
  of	
  the	
  
communica?ons,	
  IP	
  address	
  and	
  domain	
  name.	
  



•  Nothing	
  unusual	
  on	
  the	
  domain	
  name	
  data	
  at	
  first	
  glance,	
  and	
  the	
  IP	
  address	
  is	
  located	
  on	
  Amazon	
  

•  However,	
  when	
  we	
  review	
  the	
  Passive	
  DNS	
  data	
  on	
  the	
  domain,	
  we	
  find	
  the	
  domains	
  registered	
  are	
  very	
  
recent	
  and	
  have	
  slightly	
  suspicious	
  names	
  

•  Turns	
  out	
  that	
  hotmail-­‐security-­‐bay119.info	
  had	
  an	
  indirect	
  match	
  on	
  our	
  system	
  just	
  the	
  day	
  before	
  

Ex	
  1:	
  Detec?ng	
  By	
  Pivo?ng	
  On	
  pDNS	
  And	
  WHOIS	
  



•  Analysis	
  of	
  the	
  WHOIS	
  entries	
  showed	
  that	
  they	
  had	
  all	
  been	
  registered	
  under	
  the	
  same	
  informa?on	
  
•  The	
  wabspedido101.info	
  only	
  showed	
  in	
  a	
  blacklist	
  (a	
  private	
  one)	
  on	
  2015-­‐09-­‐16,	
  4	
  days	
  aser	
  the	
  detec?on	
  by	
  Magnet	
  

Ex	
  1:	
  Detec?ng	
  By	
  Pivo?ng	
  On	
  pDNS	
  And	
  WHOIS	
  



Ex	
  2:	
  Tracking	
  An	
  Actor’s	
  Infrastructure	
  

•  Suspicious	
  alerts	
  of	
  allowed	
  communica?ons	
  to	
  high	
  UDP	
  ports	
  for	
  des?na?ons	
  in	
  IP	
  addresses	
  in	
  countries	
  
prone	
  to	
  bulletproof	
  hos?ng	
  

•  No	
  DNS	
  data	
  from	
  the	
  customer,	
  they	
  had	
  a	
  collec?on	
  blind-­‐spot	
  on	
  that	
  specific	
  network	
  segment	
  
•  Communications to these suspicious IP addresses only happen on that specific day. No repeat IP addresses 

when changing to a week or month-long view on the portal
	
  



Ex 2: Tracking An Actor’s Infrastructure



•  There were no direct matches on the IP addresses but you can start to see the relationship between the 
attacks because they have similar indirect matches. It looks like the actor is moving the infrastructure around

	
  

Ex 2: Tracking An Actor’s Infrastructure



Ex 2: Tracking An Actor’s Infrastructure

•  Passive DNS data confirms that Magnet was tracking this actor as it moved their 
infrastructure. The IPs never entered threat feeds, and no DNS was available for matching, assuming the 
domains in question had been listed

	
  



4.	
  Integra?ng	
  Niddel	
  Threat	
  Hun?ng	
  System	
  
And	
  Enterprise	
  Security	
  



Happiness	
  Quote	
  from	
  Greg	
  J	
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”For	
  the	
  first	
  +me	
  we	
  are	
  ge0ng	
  	
  
value	
  from	
  our	
  firewall	
  logs	
  integrated	
  
into	
  our	
  Splunk	
  instance	
  other	
  than	
  on	
  

very	
  targeted	
  inves+ga+ons”	
  
	
  



Case	
  Study	
  –	
  Relevant	
  Findings	
  From	
  Niddel	
  App	
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Bedep is a ”click-fraud” botnet.

Successful	
  Bedep	
  infec?ons	
  from	
  Angler	
  EK.	
  

Look	
  at	
  the	
  high	
  number	
  of	
  accesses	
  on	
  the	
  pages!	
  	
  



Case	
  Study	
  –	
  Relevant	
  Findings	
  From	
  Niddel	
  App	
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Case	
  Study	
  –	
  Correla?on	
  With	
  Other	
  Data	
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Niddel	
  alert	
  is	
  received	
  
Correlated	
  

with	
  	
  
Endpoint	
  
AV	
  data	
  

Correlated	
  
with	
  	
  
IDS	
  
data	
  



Case	
  Study	
  –	
  ES	
  Dashboard	
  Priori?za?on	
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New	
  priority	
  rules	
  can	
  be	
  based	
  on	
  many	
  factors:	
  
	
  
•  Session	
  count	
  	
  

•  Score	
  

•  Firewall	
  ac?on	
  (Blocked	
  or	
  Not	
  Blocked)	
  

•  WHOIS	
  Age	
  

•  Correla?on	
  with	
  associated	
  sources	
  from	
  the	
  	
  
endpoint	
  and	
  network	
  



5.	
  Conclusion/Takeaways	
  



Key	
  Takeaways	
  

  Threat	
  Intelligence	
  can	
  be	
  a	
  very	
  powerful	
  detec?on	
  tool,	
  but	
  the	
  
way	
  it	
  is	
  presented	
  today	
  is	
  incomplete	
  for	
  effec?ve	
  usage	
  

  Threat	
  Hun?ng	
  is	
  being	
  implemented	
  as	
  a	
  analyst-­‐intensive	
  process	
  
to	
  make	
  that	
  data	
  work	
  on	
  detec?on	
  processes	
  

  The	
  real	
  promise	
  of	
  having	
  IOC	
  data	
  as	
  a	
  reliable	
  detec?on	
  
technique	
  comes	
  from	
  pivo?ng	
  and	
  learning	
  from	
  it.	
  Making	
  that	
  
scalable	
  is	
  the	
  real	
  challenge	
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Want	
  To	
  Learn	
  More	
  On	
  Hun?ng/TI?	
  

  Niddel	
  –	
  hdp://www.niddel.com/	
  
MLSec	
  Project	
  –	
  hdp://www.mlsecproject.org/	
  

  Threat	
  Hun5ng	
  Resources	
  -­‐	
  hdp://www.threathun?ng.net/	
  
Splunk	
  ES	
  Threat	
  Intelligence	
  Dashboards	
  -­‐	
  hdp://docs.splunk.com/
Documenta?on/ES/4.2.0/User/ThreatIntelligence	
  
Splunk	
  ES	
  WHOIS	
  and	
  Threat	
  Intelligence	
  Integra5on	
  -­‐	
  hdp://
docs.splunk.com/Documenta?on/ES/4.2.0/User/ThreatListAc?vitydashboard	
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Q&A/Feedback	
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THANK	
  YOU	
  


