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Disclaimer
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During	the	course	of	this	presentation,	we	may	make	forward	looking	statements	regarding	future	
events	or	the	expected	performance	of	the	company.	We	caution	you	that	such	statements	reflect	our	
current	expectations	and	estimates	based	on	factors	currently	known	to	us	and	that	actual	events	or	
results	could	differ	materially.	For	important	factors	that	may	cause	actual	results	to	differ	from	those	

contained	in	our	forward-looking	statements,	please	review	our	filings	with	the	SEC.	The	forward-looking	
statements	made	in	the	this	presentation	are	being	made	as	of	the	time	and	date	of	its	live	presentation.	
If	reviewed	after	its	live	presentation,	this	presentation	may	not	contain	current	or	accurate	information.	
We	do	not	assume	any	obligation	to	update	any	forward	looking	statements	we	may	make.	In	addition,	
any	information	about	our	roadmap	outlines	our	general	product	direction	and	is	subject	to	change	at	
any	time	without	notice.	It	is	for	informational	purposes	only	and	shall	not,	be	incorporated	into	any	
contract	or	other	commitment.	Splunk	undertakes	no	obligation	either	to	develop	the	features	or	

functionality	described	or	to	include	any	such	feature	or	functionality	in	a	future	release.



Burch’s	Goal
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Learn	from	my	(our)	mistakes



Agenda

Who	are	we?
Common	Pitfalls
MC	(a.k.a DMC)

Resources
Tipz +	Trickz
Next	Steps
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Best	Practices
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Who	are	we?



What’s	a	Burch?
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• Senior	Sales	Engineer	in	Boston
• Education
• CS	@	Boston	University
• MBA	@	Northeastern	University

• Splunk	Customer
• Middleware	for	8	years	(+splunk)
• Splunk	Admin	for	1.5	years	(splunk	4.3+)

• Certs:	Knowledge,	Admin,	Architect
• @Splunk	since	Dec	14
• Splunkbase	apps



About	you

Name
User?
Power	User?
Admin?
Groupie?
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Best	Practices
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Common	Pitfalls



Support	Tickets
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1. Open	Cases
– break/fix	only
– support.splunk.com
– Search:	docs.splunk.com	->	support
– Details,	details,	details

2. Immediate	Diags
– Search:	docs.splunk.com ->	diag

3. Schedule	webex



Configuration	Distribution	Recap

In	a	mature	environment

Deployment	Server Deployer Master Node

Forwarders Search	Head	Cluster Index Cluster

Separate	Installs:
• Scalability
• Avoid	reload	deploy-server	on	restart
• Cheap	VMs
• Not	in	critical	path

Bonus	points:
excludeFromUpdate	

DS	->						Master	->	IDXC
DS	->			Deployer	->		SHC



Deployer
Not	your	old-timey	Deployment	Server
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Coolness

• Not	critical	path
• Config	->	default
• No	alerting	servers

Requirements

• Min	3+	SHs*
• Same	specs
• No	manual	conf	edits



Architecture:	Data	Management
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Non	PROD	data ->	PROD	SPLUNK!
– Or	Search	Head	traverses	envs

Logical	Separation:
– Role	Based	Access	Control
– Separate	indexes	per	env
– Use	event	types/tags

Traversing	with	SSL
– Encryption	&	compression

DNS	entry	for	functions



Architecture:	Cluster	of	One
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Multisite!
Replication	&	Search	Factor	of	1
Same	disk	space	as	non-cluster
Allows	replication	on	old	data
Seamless	scalability



Dangerous	Capabilities
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Strong

• Everyone	a	‘user’
• Capabilities	only	for	‘power’+
• Work	with	you	to	implement	and	

learn	best	practices
• Identify	&	coach	&	promote	to	

power
• Don’t	be	a	data	butler

Weak

• Scheduled	Search
• Real	Time	Search
• Acceleration

– Summary	Indexing
– Report	Acceleration
– Data	Models



Best	Practices
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Monitoring	Console



Best	Practices
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The	Console	Formerly	Known	As	DMC



Run	DMC
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• Manage	Splunk	6.2+	environments
• Replaces	Deployment	Monitor	App
• Incorporates	SOS	app	prior	to	6.2+
• Renamed	Monitoring	Console!



Monitoring	Console	Setup
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docs.splunk.com	->	Splunk	Enterprise	->	Administer	->	Monitoring	Splunk	Enterprise



Search	Activity
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Search	Activity	&	Search	Usage	Statistics



Best	Practices
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Resources



Search	Tutorial
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Free	Search	Tutorial	->	docs.splunk.com	->	Search	Tutorial

Benefits:
● Downloads	&	Installs	Splunk
● Local	sandbox
● Add	real	data



Community	Q&A
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answers.splunk.com

Benefits:
● E-mail	notifications
● Fast	answers
● Larger	distribution



Splunk!	The	Book
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http://www.splunk.com/goto/book

Benefits:
● Real	examples	of	commands
● Deeper	than	docs
● Free!



Reference
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Splunk	Documentation	->	docs.splunk.com

Smart	Answers	->	blogs.splunk.com/?s=smart+answers

User	Groups	->	usergroups.splunk.com



Welcome	Page	Creator
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https://splunkbase.splunk.com/app/2991



Job	Inspector
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Job	Inspector
– docs.splunk.com	“Search	Job	Inspector”

events	per	second	=	events	/	seconds
results	per	second	=	results	/	seconds



Play	it	safe
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To	btool,	or	not	to	btool
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btool <configuration> list <stanza|> <--debug|>

Add	to	your	env	path!	(source	a	profile	file	from	an	app)
– Linux:	 export LD_LIBRARY_PATH=$SPLUNK_HOME/lib
– Mac:	 export DYLD_LIBRARY_PATH=$SPLUNK_HOME/lib

No	“.conf”

Use	--debug with	| grep –v “system/default”

Not	current	runtime



New	Stuff
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Best	Practices
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Administration



Bootstrap

32

1. Install	splunk	binaries
2. Point	to	DS/Master/Deployer

3. Download	config	and	purpose	config
4. Download	app	with	scripted	input



Installing	Splunk
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Boostrap	to	DS
– Segregates	install	from	config
– Empowers	admin	with	config

Scripted	input	to
– place:	log-local.cfg
– disable	local	auth	(passwd)
– touch .ui_login

Global	Config App
– Disable	splunkweb
– Set	ports
– authentication

Remember:	
• Transparent	Huge	Memory	Pages
• Source	Control



Keep	It	Clean:	Naming	Conventions
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Template:	<summary|>_<company>_<function>_<environment>

<company>
– Yours	or	from	a	3rd	party/splunk	app

<function>
– Nothing	that	changes	(i.e.	organization/teams)

<environment>
– PROD,	DR,	QA,	TEST,	DEV,	etc…

<summary|>
– Exists	as	a	modifying	of	corresponding	index



Log	Management
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“If	you	log	it,	then	you	should	Splunk	it”
– App/System	performance	to	write	logs
– Disk	to	store	logs

Move	cronjobs/scheduled	tasks	to	Splunk
– Scripted	Inputs
– standard	output/error	captured



Hidden	Fields:	Time
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Event	Time Index	Time

_time _indextime

earliest _index_earliest

latest _index_latest

http://docs.splunk.com/Documentation/Splunk/latest/SearchReference/SearchTimeModifiers

What	does	a	big	difference	mean?





Logging	Made	Easy

q Use	clear	key-value	pairs

q Create	events	humans	can	read

q Use	developer-friendly	formats

q Use	timestamps	for	every	event

q Use	unique	identifiers	(IDs)

q Log	in	text	format

q Log	more	than	debug	events

q Use	categories

q Identify	the	source

q Minimize	multi-line	events



Forwarding	&	Search	Heads
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Forward	all	instances	to	indexers
– All	indexes	– including	summary
– All	instances:

ê *	Forwarders
ê Search	Heads
ê Deployment	Server
ê License	Server
ê Cluster	Master
ê Deployer



Indent	Config
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Benefit

• Easily	see	system	vs	hand	edits
• Detect	hand	config	updated	by	

system

Example:

[general]
pass4SymmKey = $1$ShiC+P0X
serverName = elBurcho

sessionTimeout = 30m



Search	Head	limits.conf
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Benefit

• Defaults	to	50
• Ad	Hod	takes	precedent
• Additional	controls	for	scheduling

Example:

[scheduler]
max_searches_perc = 90



Indexer	Discovery
Search	docs.splunk.com	for	“indexerdiscovery”
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Cons

• Requires	network	traffic	to	master	
node

• Forwarder	silence	if	master	down

Pros

• Great	for	indexers	with	different	
volume	sizes

• “Rebalances”



App	Development
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Macros
– allow	easy	modification

ê Imagine	rewriting	every	search/dashboard
– Candidates:	index,	sourcetype,	source

Separate	Functions
– UI	vs	Data	Collection	vs	index-time

Permissions:
[]
export = none
owner = nobody

Then	export = system for	global	stuff	(macros,	fields,	tags,	etc…)



User	Web-App	Experience
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Default	App
Default	Dashboard
– Welcome	page

No	search	box	for	new	users
Drive	their	eyes/focus
– Hide	other	apps	– even	Search!



Best	Practices
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Next	Steps



What	Now?	
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Rate	this!	(be	honest)
More	talks:
– conf.splunk.com/speakers.html
– Search	for	
ê Burch
ê Champagne
ê Optimization
ê Practices
ê tips
ê Worst

Related	breakout	sessions	and	activities…



Burch’s	Goal
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Learn	from	my	(our)	mistakes



Free	Discussion
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Questions,	ideas,	experiences
...have	you?



THANK	YOU


