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Disclaimer	  
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During	  the	  course	  of	  this	  presentaGon,	  we	  may	  make	  forward	  looking	  statements	  regarding	  future	  
events	  or	  the	  expected	  performance	  of	  the	  company.	  We	  cauGon	  you	  that	  such	  statements	  reflect	  our	  
current	  expectaGons	  and	  esGmates	  based	  on	  factors	  currently	  known	  to	  us	  and	  that	  actual	  events	  or	  
results	  could	  differ	  materially.	  For	  important	  factors	  that	  may	  cause	  actual	  results	  to	  differ	  from	  those	  
contained	  in	  our	  forward-‐looking	  statements,	  please	  review	  our	  filings	  with	  the	  SEC.	  The	  forward-‐
looking	  statements	  made	  in	  the	  this	  presentaGon	  are	  being	  made	  as	  of	  the	  Gme	  and	  date	  of	  its	  live	  
presentaGon.	  If	  reviewed	  aSer	  its	  live	  presentaGon,	  this	  presentaGon	  may	  not	  contain	  current	  or	  

accurate	  informaGon.	  We	  do	  not	  assume	  any	  obligaGon	  to	  update	  any	  forward	  looking	  statements	  we	  
may	  make.	  In	  addiGon,	  any	  informaGon	  about	  our	  roadmap	  outlines	  our	  general	  product	  direcGon	  and	  is	  

subject	  to	  change	  at	  any	  Gme	  without	  noGce.	  It	  is	  for	  informaGonal	  purposes	  only	  and	  shall	  not,	  be	  
incorporated	  into	  any	  contract	  or	  other	  commitment.	  Splunk	  undertakes	  no	  obligaGon	  either	  to	  develop	  
the	  features	  or	  funcGonality	  described	  or	  to	  include	  any	  such	  feature	  or	  funcGonality	  in	  a	  future	  release.	  



Use	  Cases	  For	  Structured	  Data	  In	  Splunk	  
Index	  machine	  data	  from	  databases,	  such	  as	  logs	  or	  
sales	  records	  

Enrich	  machine	  data	  with	  high-‐level	  data,	  such	  as	  
customer	  records	  

Update	  structured	  databases	  with	  Splunk	  info,	  such	  as	  
risk	  scores	  

InteracGvely	  browse	  structured	  and	  unstructured	  data	  
from	  Splunk	  reports	  



What’s	  Happened	  Since	  Last	  Year?	  

Performance	  Improvements	  
User	  Experience	  Improvements	  

Database	  Improvements	  
Output	  Improvements	  



WHAT’S	  NEW,	  DBX	  TWO?	  
Performance!	  

• Input	  system	  redesigned	  
• Lookup	  system	  
redesigned	  

• Java	  caching	  redesigned	  
• Front	  end	  tuned	  
• Scale	  and	  performance	  
test	  automaGon	  
• Documented	  scaling	  
expectaGons	  

• JVM	  fixes	  
• FetchSize	  tuned	  

User	  Experience!	  

• SQL	  Editor	  
improvements	  
• AutomaGc	  vs	  Editor	  
modes	  

• Advanced	  mode	  inputs	  
• Time	  selecGon	  
improvements	  

• Save	  As	  Search	  
• dbxquery	  opGons	  
• Max	  rows	  hardcode	  
removed	  in	  favor	  of	  
maxrows	  opGon	  
(default	  100,000)	  

• output	  JSON	  or	  CSV	  

Databases!	  

• Integrated	  
AuthenGcaGon	  to	  
MicrosoS	  SQL	  Server	  
from	  Linux	  using	  
Kerberos	  

• SparkSQL	  support	  
• Easier	  Oracle	  SSL	  
• 2	  way	  or	  1	  way	  

• AWS	  RDS	  RedShiS	  
• AWS	  RDS	  Aurora	  
• MemSQL	  5	  
• Also	  documented	  “SQL	  
Gps	  for	  Splunkers”	  

AdministraGon!	  

• Ability	  to	  reload	  RPC	  
server	  and	  refresh	  JDBC	  
drivers	  without	  
restarGng	  Splunk	  

• Logging	  improvements	  
• UPSERT	  support	  
• If	  row	  exists,	  UPDATE;	  
else	  INSERT	  

• Custom	  commands:	  
dbxlookup,	  dbxoutput	  	  

• Modular	  alert	  support	  
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Control	  Over	  FetchSize	  
•  Say	  you’re	  asking	  for	  “TOP	  1000”	  	  

rows	  in	  your	  query	  
•  The	  JDBC	  client	  and	  server	  negoGate	  their	  

own	  transference...	  Which	  affects	  the	  
whole	  streaming	  pipeline	  

•  Control	  this	  with	  the	  FetchSize	  parameter	  
•  Default	  was	  10,	  is	  now	  database-‐specific	  

–  Oracle	  ==	  300	  
–  MySQL-‐ish	  ==	  -‐1	  (streams	  instead	  of	  chunks)	  

•  Too	  big	  is	  bad	  (OOM	  Errors!!)	  
•  Too	  small	  is	  bad	  (Super	  Slow!!)	  
•  DBA	  will	  want	  to	  discuss	  
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Python	  MI	   (FetchSize)	   Java	  RPC	  
Server	   (FetchSize)	   RDBMS	  

Server	  



MicrosoS	  SQL	  Servers	  
•  2	  plaoorms,	  2	  drivers,	  3	  auth	  methods	  =	  18	  potenGal	  scenarios	  
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DBX:	  OS,	  driver	   SQL	  Server	  Account	  
(dbuser)	  

Domain	  Account	  –	  Mixed	  Mode	  (AD\user)	  
Must	  use	  “Domain”	  field	  in	  Iden3ty	  

Integrated	  Auth	  –	  Kerberos	  (AD\user)	  
Must	  use	  “Domain”	  field	  in	  Iden3ty	  

Windows,	  MS	   ✔ “MS	  SQL	  Server	  using	  MS	  
Generic	  Driver”	  

✔ “MS	  SQL	  Server	  using	  MS	  Generic	  
Driver	  with	  Windows	  AuthenGcaGon”	  

✔  “MS	  SQL	  Server	  using	  MS	  Generic	  Driver	  
with	  Windows	  AuthenGcaGon”	  

Must	  run	  Splunk	  service	  as	  the	  domain	  user	  

Windows,	  jTDS	   ✔ “MS	  SQL	  Server	  using	  
jTDS	  Driver”	  

✔ “MS	  SQL	  Server	  using	  jTDS	  Driver	  with	  
Windows	  AuthenGcaGon”	  

✖	  

Linux,	  MS	   ✔ “MS	  SQL	  Server	  using	  MS	  
Generic	  Driver”	  

✖	   ✔ “MS	  SQL	  Server	  using	  MS	  Generic	  Driver	  
with	  Kerberos	  AuthenGcaGon”	  

Linux,	  jTDS	   ✔ “MS	  SQL	  Server	  using	  
jTDS	  Driver”	  

✔ “MS	  SQL	  Server	  using	  jTDS	  Driver	  with	  
Windows	  AuthenGcaGon”	  

✖	  



What	  The	  Heck	  Is	  Query	  Wrapping?	  
•  Inline	  views	  are	  a	  handy	  way	  to	  handle	  ambiguous	  column	  names,	  
variables,	  and	  column	  renames	  
–  Turned	  on	  by	  default	  in	  2.1.0	  to	  resolve	  problems	  with	  rising	  column	  use	  
–  Introduced	  performance	  problems,	  syntax	  errors	  in	  some	  SQL	  

•  2.2.0	  adds	  connecGon-‐level	  control	  
–  Add	  disable_query_wrapping=1	  to	  the	  db_connecGons.conf	  entry	  

•  2.3.0	  adds	  input	  and	  command	  level	  control	  (wrap=[bool])	  
–  Use	  Advanced	  editor	  to	  build	  the	  input	  without	  any	  DBX	  meddling	  
–  Add	  wrap=false to	  dbxquery	  command	  
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ROADMAP	  

•  DB	  Connect	  for	  Data	  ExploraGon	  
–  DBXQuery	  improvements	  (2.2)	  
–  Exploring	  Schema-‐based	  data	  (2.3,	  3.0)	  

•  DB	  Connect	  for	  the	  Cloud	  
–  Support	  for	  Cloud	  databases	  (2.2,	  2.3,	  3.0)	  
–  Support	  for	  the	  Splunk	  Cloud	  Service	  (2.2,	  2.3,	  3.0)	  

•  DB	  Connect	  for	  Modern	  Data	  
–  Support	  for	  NoSQL	  databases*	  (2.3,	  3.0)	  

•  Maintenance	  
–  End	  of	  Life	  DBX	  1	  (3.0)	  

hwps://confluence.splunk.com/display/PROD/PRD+DB+Connect+FY17	  	  

v2.2:	  Spring	  
2016	  

v2.3:	  	  Summer	  
2016	  

v3.0:	  Beta	  .Conf	  
2016	  

V3.0:	  Final	  EOY	  
2016	  

IteraFon	  across	  the	  year’s	  major	  goals:	  

[Spark,	  Hive,	  Cassandra]	  



DB	  Connect	  In	  Splunk	  Context	  
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  Data	  wranglers	  have	  enough	  to	  focus	  on	  without	  Splunk	  gezng	  in	  
the	  way	  
–  More	  data	  transformaGon:	  make	  it	  easy	  to	  use	  SQL	  and	  SPL	  together	  
–  More	  data	  collecGon:	  make	  it	  easy	  to	  ingest	  data	  

  Plaoorm	  goes	  beyond	  “Apps	  &	  Splunk”	  or	  “Content	  and	  Core”	  
  More	  Entry	  and	  Exit	  points	  for	  partners	  and	  customers	  
–  Open	  interfaces	  and	  tools	  between	  each	  funcGonal	  layer	  of	  Splunk	  
–  Components	  in	  plaoorm,	  not	  features	  in	  monolith	  
–  Mo’	  DevOps	  -‐	  Bewer	  packaging,	  dependency	  management,	  SOA	  

blah	  blah	  blah	  blah	  blah	  PLATFORM	  blah	  blah	  blah	  blah	  blah	  



Plaoorm	  FuncGonaliGes	  
•  Plaoorm	  isn’t	  about	  Core	  and	  Content,	  it’s	  about	  shipped	  capabiliGes	  
•  FuncGonaliGes	  are	  criGcal	  to	  Plaoorm,	  regardless	  of	  how	  they	  ship	  
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PLATFORM	  

CORE	  

CONTENT	  

–  Capability	  expansion	  via	  custom	  commands	  &	  
modular	  inputs	  
ê  Human-‐speed,	  high-‐iteraGon	  analysis	  

–  Scalable,	  fault	  tolerant	  Service	  Oriented	  Architecture	  
ê  Data	  SoluGons	  Group	  to	  enable	  new	  data,	  new	  product	  
ê  Add-‐on	  Builder	  to	  enable	  more	  partner	  use	  

–  SemanGc	  abstracGon	  between	  data	  and	  use	  case	  
(CIM)	  
ê  Wrangling	  &	  ETL	  of	  semi-‐structured	  data	  (UI	  improvements)	  

	  



DBX	  GeneraGonal	  Movements	  
•  DBX	  2.3.0	  eliminates	  most	  
reasons	  to	  stay	  on	  DBX1	  

•  DBX	  1.x	  EOL	  announced	  
with	  DBX	  2.2	  &	  
implemented	  with	  DBX	  2.3	  
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DBX	  2	  

DBX	  1	  

DBX	  3	  

  Expect	  DBX	  3	  to	  extend	  DBX	  2’s	  place	  instead	  
of	  being	  a	  new	  Splunkbase	  entry	  

  We’ll	  stop	  supporGng	  DBX	  2	  more	  gradually	  
instead	  of	  doing	  a	  hard	  cliff	  like	  DBX	  1	  



THANK	  YOU	  



Architecture	  Overview	  
•  RPC	  Server	  is	  the	  modular	  input	  
interface	  between	  Splunk	  and	  
Java.	  It	  runs	  all	  the	  Gme	  

•  JDBC	  is	  the	  mechanism	  used	  
•  Java	  is	  required	  
•  ODBC	  is	  not	  currently	  planned	  
•  Cross-‐plaoorm	  use	  is	  supported	  
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Clustering	  Architecture	  
•  Installs	  to	  Search	  Heads	  or	  Stand-‐
Alones	  

•  In	  a	  SH	  Cluster,	  only	  the	  captain	  
will	  run	  DB	  Connect	  –	  the	  others	  
are	  idle	  

•  Note	  that	  captain	  re-‐elecGon	  
make	  take	  some	  minutes,	  during	  
which	  Gme	  DB	  Connect	  is	  not	  
running.	  
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Resource	  Pool	  Overview	  
•  Install	  DB	  Connect	  on	  a	  master	  and	  N	  
resource	  pool	  nodes	  

•  Jobs	  from	  the	  master	  will	  dispatch	  in	  
round	  robin	  to	  resource	  pool	  members	  

•  Resource	  pool	  nodes	  must	  acGvely	  
receive	  jobs,	  so	  no	  dead	  zones	  

•  Master	  does	  not	  monitor	  job	  progress	  
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ConnecGon	  Overview	  
•  Map	  Splunk	  users	  to	  database	  users	  
•  Use	  roles	  and	  idenGGes	  to	  manage	  
role	  based	  access	  controls	  

•  Map	  idenGGes	  to	  connecGons	  
•  Look	  out	  for	  the	  read-‐only	  JDBC	  
opGon,	  it	  doesn’t	  do	  what	  you	  
might	  think	  
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ConfiguraGon	  File	  Format	  Changes	  
2.x.x	  1.x.x	  

•  database.conf	  
•  database_types.conf	  
•  dblookup.conf	  
•  inputs.conf	  
•  java.conf	  

•  db_connecGons.conf	  
•  db_connecGon_types.conf	  
•  healthlog.conf	  

•  idenGGes.conf	  
•  inputs.conf	  
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$SPLUNK_HOME/etc/apps/splunk_app_db_connect/
README/*.spec	  

$SPLUNK_HOME/etc/apps/dbx/README/*.spec	  



Database	  ConnecGons	  (1	  of	  2)	  
2.x.x	  1.x.x	  

•  Lists	  the	  supported	  database	  types,	  
driver	  parameters,	  test	  queries	  

•  Lists	  the	  supported	  database	  types,	  
driver	  parameters,	  test	  queries	  
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db_connecGon_types.conf	  database_types.conf	  

•  All	  configuraGon	  necessary	  for	  
connecGng	  to	  a	  specific	  database	  

•  All	  configuraGon	  necessary	  for	  
connecGng	  to	  a	  specific	  database,	  
unless	  overridden	  by	  parameters	  
from	  iden88es.conf	  

db_connecGons.conf	  database.conf	  

•  Username	  and	  password	  used	  to	  
connect	  to	  the	  database	  (stored	  in	  
standard	  Splunk	  credenGal	  store,	  but	  in	  
a	  DBX-‐specific	  method)	  	  

idenGGes.conf	  



Database	  ConnecGons	  (2	  of	  2)	  
2.0.0	  1.x.x	  

•  Configures	  database	  indexing	  
scripted	  input	  behavior	  (tail,	  
dump,	  batch,	  change)	  

•  Configures	  database	  indexing,	  
lookup,	  and	  output	  behavior	  

•  Modular	  inputs	  are	  used	  for	  all	  three	  
types	  of	  operaGons	  

•  Java	  opGons	  can	  be	  set	  per	  input	  now	  
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inputs.conf	  inputs.conf	  

•  Configures	  database-‐backed	  
lookups	  

•  Manage	  the	  behavior	  of	  DB	  
Connect’s	  self-‐monitoring	  
dashboard	  

healthlog.conf	  

dblookup.conf	  

•  Sets	  Java	  locaGon	  and	  opGons	  
globally	  

java.conf	  



No	  More	  Output	  Format	  Templates	  
•  In	  DBX	  1,	  you	  could	  set	  a	  output	  format	  template	  to	  select	  behavior:	  

–  hwp://docs.splunk.com/DocumentaGon/DBX/1.1.6/DeployDBX/
Configuredatabasemonitoring#Configure_database_output	  	  

•  In	  DBX	  2,	  you	  just	  use	  search	  commands	  to	  format.	  
–  Want	  key-‐value?	  Use	  eval.	  
–  Want	  to	  change	  quoGng	  pawern?	  Use	  rex.	  
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WITH	  DBX	  2.2+,	  USE	  CSV	  OUTPUT	  



SCREENSHOT	  TOUR	  Of	  New	  Features	  
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JVM	  heap	  memory	  throwle	  removed	  
It	  will	  now	  default	  to	  ¼	  of	  physical	  memory	  
Add	  –Xmx	  opGon	  to	  control	  
hwps://docs.oracle.com/javase/8/docs/technotes/tools/windows/java.html	  	  



New	  ConnecGon	  Types	  
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MS-‐SQL	  with	  Integrated	  AuthenGcaGon	  (like	  an	  AcGve	  Directory	  Account)	  from	  Linux.	  	  
This	  assumes	  you’ve	  installed	  and	  set	  up	  krb5-‐user!	  

SparkSQL	  (hwps://spark.apache.org/sql/)	  	  
Tested	  with	  Simba’s	  driver	  



Reload	  Drivers	  Without	  Splunk	  Restart	  
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Health	  Dashboard	  
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SQL	  Editor	  modes	  renamed	  
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Type	  ahead	  
Syntax	  highlight	  
Query	  wrapping	  is	  on	  

That’s	  not	  reversible	  
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Let’s	  go	  make	  a	  dashboard	  panel	  
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Opens	  in	  new	  tab	  

OpGons	  for	  dbxquery	  
note	  “wrap=[t|f]”	  

Pipe	  to	  SPL	  and	  keep	  on	  truckin’	  
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Save	  as	  panel,	  boo	  yah	  



Hey,	  You	  Can	  Use	  Variables	  In	  There	  Too	  
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DB	  Input	  Types	  
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Batch:	  allows	  automaGc	  or	  editor,	  wrap=t	  
	  
Rising:	  allows	  automaGc	  or	  editor,	  wrap=t,	  
Adds	  order	  by	  and	  helps	  you	  do	  rising	  col.	  
	  
Advanced:	  only	  allows	  editor,	  wrap=f,	  you	  
have	  to	  do	  your	  own	  rising	  col.	  



DB	  Input	  Times	  
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Rising	  column	  moved	  

Per	  input	  control	  

When	  you	  pick	  a	  column…	  
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We	  show	  you	  the	  column	  type	  

If	  you	  pick	  a	  TIMESTAMP	  or	  DATETIME,	  
We	  automaGcally	  set	  _Gme	  to	  that.	  	  
If	  that	  goes	  wrong,	  try	  a	  props.conf	  override	  
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If	  you	  pick	  something	  else,	  	  
we	  show	  you	  this	  formazng	  tool	  
so	  you	  can	  override	  



UPSERT	  
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Enabled	  if	  the	  
database	  can	  support	  
it	  

•  Requires	  specific	  database	  
support	  

•  We	  went	  with	  a	  less	  elegant	  
soluGon	  to	  maximize	  number	  
of	  supported	  databases	  	  
–  MS	  SQL,	  DB2/Linux,	  Oracle,	  

MySQL,	  Aurora,	  RedshiS,	  
Sybase	  IQ	  



Output	  Modular	  Alert	  
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•  Lets	  you	  use	  an	  exisGng	  
DB	  Connect	  Output	  as	  a	  
modular	  alert	  

•  This	  is	  useful	  for	  
updaGng	  in-‐house	  
systems	  from	  Splunk	  

•  There’s	  also	  a	  custom	  
command,	  |	  dbxoutput	  



Lookups	  And	  Nulls	  
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•  You	  can’t	  return	  
idlookup	  2.	  


