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Disclaimer	
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During	the	course	of	this	presentaRon,	we	may	make	forward	looking	statements	regarding	future	events	
or	the	expected	performance	of	the	company.	We	cauRon	you	that	such	statements	reflect	our	current	

expectaRons	and	esRmates	based	on	factors	currently	known	to	us	and	that	actual	events	or	results	could	
differ	materially.	For	important	factors	that	may	cause	actual	results	to	differ	from	those	contained	in	our	
forward-looking	statements,	please	review	our	filings	with	the	SEC.	The	forward-looking	statements	made	
in	the	this	presentaRon	are	being	made	as	of	the	Rme	and	date	of	its	live	presentaRon.	If	reviewed	a^er	

its	live	presentaRon,	this	presentaRon	may	not	contain	current	or	accurate	informaRon.	We	do	not	
assume	any	obligaRon	to	update	any	forward	looking	statements	we	may	make.	In	addiRon,	any	

informaRon	about	our	roadmap	outlines	our	general	product	direcRon	and	is	subject	to	change	at	any	
Rme	without	noRce.	It	is	for	informaRonal	purposes	only	and	shall	not,	be	incorporated	into	any	contract	
or	other	commitment.	Splunk	undertakes	no	obligaRon	either	to	develop	the	features	or	funcRonality	

described	or	to	include	any	such	feature	or	funcRonality	in	a	future	release.	
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Why	Machine	Learning?	



What	is	Machine	Learning?	
“The	field	of	study	that	gives	computers	the	ability	to	

learn	without	being	explicitly	programmed.”	
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Arthur	Samuel	–	MIT,	IBM,	Stanford	
Author	of	Computer	Checkers	at	IBM	in	1959	

Earl	Cox	
Chief	ScienRst,	Scianta	AnalyRcs	

“The	natural	evoluRon	of	machine	learning,	CogniRve	
CompuRng	afempts	to	imbue	in	computer	systems,	the	
same	insight	and	understanding	we	see	in	humans.”	



Why	Machine	Learning?	

Encapsulate	the	knowledge	of	subject	mafer	experts	
in	the	analysis	of	large	amounts	of	data	
to	solve	specific	business	use	cases.	
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Clustering	 Structured	Predic9on	

Anomaly	Detec9on	 Dimensionality	Reduc9on	

Reinforced	Learning	

Employ	learning	methods	and	algorithms	to	
perform	staRsRcal	and	behavioral	analysis	on	large	amounts	of	data.	
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COGNITIVE BEHAVIOR MODELING FOR SPLUNK !
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ONE POWERFUL COGNITIVE COMPUTING PLATFORM
�

FIVE TARGETED APPS�

TIGHTLY INTEGRATED INTO SPLUNK



1
2	

ANTI-FRAUD!

ITOA !

SCADA / IOT!

EXPLORATION!

ACTOR BEHAVIOR!
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CHALLENGE !
Time to Market !
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CHALLENGE !
Time to Market !



SCIANTA’S DESIGN MANDATES !
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Solution (Use Case) Focus !
Solve real business problems!

Intuitive workflows based on user role !

Leverage Scianta Analytics Proprietary Technology!
Cognitive (Human-Centered) Computing !

Semantic Reasoning !
Fuzzy-Logic Empowered Machine Learning !

Exploit and Extend the Splunk Platform !
Do not use Splunk as an ETL !

Live within, honor and extend the Splunk ecosystem !
Tightly integrate with Splunk by extending SPL !
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SCIANTA’S !

“SECRET WEAPON” !
FOR!

FAST TIME-TO MARKET!
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The new�

Machine Learning Toolkit
from Splunk’s Machine Learning Team

Extend	Scianta’s	cogni0ve	compu0ng	team	
with	the	exper0se	of	Splunk’	machine	learning	team.	

SCIANTA’S !

“SECRET WEAPON” FOR FAST TIME-TO MARKET!
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Some	Context	
A	Very	Brief	Elevator	Pitch	on	the	“SCM”	Product	Suite	
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Some	Context	
The	SCM	Plaiorm	Architecture	
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Splunk	As	a	Datastore	
Events	Exported	for	Analysis	(ETL)	
Results	Displayed	Externally	or	
Returned	to	Splunk	
	
Large	Volumes	of	Data	in	MoRon	

Tradi9onal	Machine	Learning	
How	“They”	Do	It	
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Splunk	Empowered	As	a	Powerful	
Cogni9ve	Compu9ng	Engine	
Behavior	Models	Built	&	Managed	
within	Splunk	Indexers	
	
Data	Analyzed	in	Place	

Scianta	Machine	Learning	
How	We	Do	It	
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Splunk	Empowered	As	a	Powerful	
Cogni9ve	Compu9ng	Engine	
Scianta	CogniRve	Modeler	
Tightly	Integrated	
Into	Splunk	

Human-centered knowledge discovery &!
Cognitive modeling !

tightly integrated into splunk !
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Splunk	Empowered	As	a	Powerful	
Cogni9ve	Compu9ng	Engine	
Use	Case	
VerRcalizaRon	Layer	

Human-centered knowledge discovery & 
Cognitive modeling 

tightly integrated into splunk 
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Cognitive Signals™ 
Scianta’s	CogniRve	CompuRng	Language	

• Capture	Outcome	of	CogniRve	Processes	
• Persistent	CogniRve	Knowledge	Objects	

• anomalies	
• hazards	
• threats	
• risk	
•  introspecRon	

• Stored	in	Splunk	Indexes	
• Used	and	Generated	by	Scianta’s	MulR-Pass	
CogniRve	Analysis	

• Available	for	Use	by	Other	Apps	Including	
Splunk	ML	Toolkit	

Today	We’ll	be	Analyzing	Signals	with	the	Splunk	ML	Toolkit	
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A	Quick	Demo	
Extreme	Vigilance	AnR-Fraud	

Live	Demo	
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How	Scianta	Leverages	the	ML	Toolkit	
In	the	SCM	Framework	



The	machine	learning	toolkit	&	showcase	

2
7	

hfps://splunkbase.splunk.com/app/2890/	
Prereq:	Python	SciKit	–	200	ML	algorithms	

	



Scianta	AnalyRcs	is	a	Machine	Learning	Company	
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Why	Would	We	Use	Splunk’s	ML	Toolkit?	

Remember	This	Slide…?	

Why	would	scianta	use	splunk’s	ML	toolkit?	



Scianta’s design mandates!
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Solution (Use Case) Focus !
Solve real business problems!

Intuitive workflows based on user role !

Leverage Scianta Analytics Proprietary Technology!
Cognitive (Human-Centered) Computing !

Semantic Reasoning !
Fuzzy-Logic Empowered Machine Learning !

Exploit and Extend the Splunk Platform !
Do not use Splunk as an ETL !

Live within, honor and extend the Splunk ecosystem !
Tightly integrate with Splunk by extending SPL !



We	Use	Scianta	AnalyRcs	Proprietary	
CogniRve	CompuRng	Technology	

Where	it	Adds	Value	
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We	Use	the	Splunk	ML	Toolkit	
To	Add	Powerful	ML	FuncRonality	
to	Enhance	the	SCM	Feature	Set	

Analyzing	the	Performance	of	the	SCM	PlaHorm	

Why	would	scianta	use	splunk’s	ML	toolkit?	



Analyzing	the	Performance	of	the	SCM	PlaHorm	

Clustering	
ClassificaRon	
PredicRon	

3
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Analyzing	the	Performance	of	the	SCM	PlaHorm	
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Clusters	of	Anomalies	by	Asset	Type	/	Cri9cality	



Analyzing	the	Performance	of	the	SCM	PlaHorm	
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Clusters	of	Anomalies	by	Asset	Type	/	Cri9cality	

index=scm_signal	severity	!=	"INFORMATION"		
|	lookup	scm_assets	id	as	dest_asset	OUTPUT	criRcality	subType	|	search	subType="*"		
|	eval	assetSourceDest=if(asset_is_dest="true",	"Dest",	"Source")		
|	stats	count	by	actorId,	dest_asset,	subType,	criRcality,	assetSourceDest		
|	fit	KMeans	k=3	count,	subType,	criRcality,	assetSourceDest	into	
xm_cluster_anomalies_asset_type_global		
|	sort	-count	



Analyzing	the	Performance	of	the	SCM	PlaHorm	
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Classify	Actor	Anomalies	by	Actor	and	Associated	Asset	Cri9cality	



Analyzing	the	Performance	of	the	SCM	PlaHorm	
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Classify	Actor	Anomalies	by	Actor	and	Associated	Asset	Cri9cality	

index=scm_signal	severity	!=	"INFORMATION"	extracted_source="THRESHOLD"		
OR	extracted_source="SEQUENCE"		
|	lookup	scm_actors	id	as	actorId	OUTPUT	criRcality	as	actor_criRcality	
|	lookup	scm_assets	id	as	dest_asset	OUTPUT	criRcality	as	asset_criRcality		
|	bin	_Rme	span=1d	|	stats	count	as	count	by	_Rme,	actor_criRcality,	asset_criRcality			
|	fit	RandomForestClassifier	count	from	actor_criRcality,	asset_criRcality	into	
xm_classify_actor_anomaly_cri9cality	



Analyzing	the	Performance	of	the	SCM	PlaHorm	
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Clusters	of	Anomalies	by	Extracted	Source	



Analyzing	the	Performance	of	the	SCM	PlaHorm	
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Clusters	of	Anomalies	by	Extracted	Source	

index=scm_signal	severity	!=	"INFORMATION"		
|	stats	count	by	extracted_source,	severity,	severityIntensity,	actorId		
|		fit		KMeans	k=3	count,	extracted_source,	severity,	severityIntensity	into	
xm_cluster_anomalies_extracted_source_global	
|		sort	-count	
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What	We’ve	Discovered	
Tips	and	Tricks	for	Using	the	ML	Toolkit	



ML	toolkit	9ps	&	tricks	

Beware	Namespaces	
All	models	live	in	the	ML	Toolkit	namespace.	

No	namespace	or	model	management.	
Scianta	uses	Tokens		&	Macros	to	Manage	MLT	Namespace.	

	
Scaling	

Distributed	Fit	and	Apply??	
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ML	toolkit	9ps	&	tricks	

Categoricals	
Cannot	cluster	around	strings:	Must	assign	a	numeric	value.	

Categoricals	are	capped	at	100	to	keep	number	of	
dimensions	manageable.	

	
No	Model	Management	

Scianta	Uses	Saved	Searches	to	Keep	Models	Updated	
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Let’s	Build	a	ML	Dashboard	from	Scratch	

Live	Demo	





More	InformaRon…	

Splunk	ML	Toolkit	Examples					www.sciantaanalyRcs.com/con^alk	
	
SCM	and	Extreme	Vigilance®					www.sciantaanalyRcs.com/xv	
	
Business	Analy9cs	
and	ML	Consul9ng																									www.concanon.com	
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Visit	us	at	the	Concanon	booth!	



THANK	YOU	
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END	


