Fast Time to Extraordinary Value

Quickly Add Powerful Machine Learning to Your Splunk Apps &
Dashboards with Splunk's New Machine Learning Toolkit
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Mike Cormier and Bill Thackrey
Co-Founders, Scianta Analytics.
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Fast Time to Extraordinary Value
Or... How Splunk’s Machine Learning Toolkit
Helped Us Accelerate Our Time-to-Market

Mike Cormier and Bill Thackrey
Co-Founders, Scianta Analytics.
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Disclaimer

During the course of this presentation, we may make forward looking statements regarding future events
or the expected performance of the company. We caution you that such statements reflect our current
expectations and estimates based on factors currently known to us and that actual events or results could
differ materially. For important factors that may cause actual results to differ from those contained in our
forward-looking statements, please review our filings with the SEC. The forward-looking statements made
in the this presentation are being made as of the time and date of its live presentation. If reviewed after
its live presentation, this presentation may not contain current or accurate information. We do not
assume any obligation to update any forward looking statements we may make. In addition, any
information about our roadmap outlines our general product direction and is subject to change at any
time without notice. It is for informational purposes only and shall not, be incorporated into any contract
or other commitment. Splunk undertakes no obligation either to develop the features or functionality
described or to include any such feature or functionality in a future release.
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Why Machine Learning?
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What is Machine Learning?

“The field of study that gives computers the ability to
learn without being explicitly programmed.”

Arthur Samuel — MIT, IBM, Stanford
Author of Computer Checkers at IBM in 1959

“The natural evolution of machine learning, Cognitive
Computing attempts to imbue in computer systems, the
same insight and understanding we see in humans.”

Earl Cox
Chief Scientist, Scianta Analytics
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Why Machine Learning?

Employ learning methods and algorithms to
perform statistical and behavioral analysis on large amounts of data.

Encapsulate the knowledge of subject matter experts
in the analysis of large amounts of data
to solve specific business use cases.

Clustering Structured Prediction  Reinforced Learning

Anomaly Detection = Dimensionality Reduction
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Key Performance Indicators
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ONE POWERFUL COGNITIVE COMPUTING PLATFORM
FIVE TARGETED APPS

TIGHTLY INTEGRATED INTO SPLUNK
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CHALLENGE

Time to Market




CHALLENGE

Time to Market
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SCIANTA’S DESIGN MANDATES

Solution (Use Case) Focus

Solve real business problems
Intuitive workflows based on user role

Leverage Scianta Analytics Proprietary Technology
Cognitive (Human-Centered) Computing

Semantic Reasoning
Fuzzy-Logic Empowered Machine Learning

Do not use Splunk as an ETL
Live within, honor and extend the Splunk ecosystem
Tightly integrate with Splunk by extending SPL

1
)
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SCIANTA’S

“SECRET WEAPON”
FOR
FAST TIME-TO MARKET

N

ML Toolkit and
Showcase

splunk> (conf2o1s







Some Context

A Very Brief Elevator Pitch on the

“SCM” Product Suite: ;
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Some Context

The SCM Platform Architecture
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Traditional Machine Learning
How “They” Do It

BEHAVIOR ANALYTICS
Splunk As a Datastore MAGHINE LEARNING SYSTEM

Events Exported for Analysis (ETL)
Results Displayed Externally or
Returned to Splunk

Large Volumes of Data in Motion
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Scianta Machine Learning
How We Do It

Splunk Empowered As a Powerful SPLUNK >
- . o Splunk Search Head Splunk Indexer
Cognitive Computing Engine

SPLUNK APP FOR ES MODELS, SCM M/L COMPUTE NODE

Behavior Models Built & Managed el Mo

MODELS,
SIGNALS,

within Splunk Indexers () T

MASTER SCM MODELS Splunk Indexer

EVENTS

MODELS,
SIGNALS,

. COMMANDS SCM ACQUIRE EVENTS
Data Analyzed in Place i)

EVENTS

Splunk SPL

Non-Indexer Splunk Node Splunk Indexer

MODELS, MODELS,
SCM M/L COMPUTE NODE SEs SIGRAT!

COMMANDS COMMANDS| SCM ACQUIRE EVENTS
SCM MODELS

EVENTS
SCIANTA ANALYTICS

i cnﬁNIIIVE Splunk =
l ‘b 5 S I u n k SCM M/L COMPUTE NODE MODELS, MODELS,
‘ COMMANDS COMMANDS SCM ACQUIRE EVENTS
POWERED SCM MODELS

m FRAMEWORK ik
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Human-centered knowledge discovery &
Cognitive modeling
tightly integrated into splunk

Splunk Empowered As a Powerful Splunk Search Head

Splunk Web Ul

Cognitive Computing Engine BN

Scianta Cognitive Modeler
Tightly Integrated SCM SPL Comman d Processin

ing
into Splunk

KEY Domain Knowledge — Policies & Customizations
Vertical SCM Processing
Customization
‘m SCIANTA ANALYTICS Rules Engine
p Scianta SCM
‘ b Binaries arkov
‘ ™ rocessin rocessor
SCM Model

L*J FRAMEWORK

Splunk Indexer

SCM Manager

SCM SPL Command Processing
-

Domain Knowledge — Policies & Customizations

SCM Supervisor

SCM Processing

Rules Engine

SCM Model
SCM Model SCM Model ‘

(Local) (Shared)

SCM Model
(Shared)
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Human-centered knowledge discovery &
Cognitive modeling
tightly integrated into splunk

Splunk Empowered As a Powerful Splunk Search Head

Splunk Indexers

o G B Ereine
UseCase B | o= :
Verticalization Layer

SCM SPL Command Processing

Domain Knowledge — Policies & Customizations

SCM Processing

Domain Knowledge — Policies & Customizations -
Vertical SCM Processing - -
Customization
‘ﬂ‘. AAAAAAAAAAAAAAAA
: Scianta SCM SCM Model
‘ 4 ™ e
] Datastore

FRAMEWDORK

KEY

SCM Model

2
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Cognitive Signals ™

Scianta’s Cognitive Computing Language

‘App: SCM Framework v Administrator v [ Messages v Setings v Activity v Help~ | Find
g . . (A
lore v Manage v/ Tools v Documentation v Search ‘SCIANTA COGNITIVE| \ ‘}
e Capture Outcome of Cognitive Processes - )
New Search SaveAsv  Close
e Persistent Cognitive Knowledge Objects e Q
[ ] a n O I I l a I i e S /645 events (before 8/7/16 9:24:10.000 PM)  No Event Sampling v o O B Verbose Mode v
Events (645) Patterns Statistics Visualization
e hazards FomatTineine . ~z00m o Yool
e threats
Listv  sFormatv  20PerPage~ 2 3 4 5 6 7 8 8 Next>
® I S k < Hide Fields i= Al Fields o i =
> 772306 "b13¢2811624b264990" , "EXTREME_VIGILANCE" , "A0045" , "Peer AnalysisAnomalousActorTerrainRanking” ,"1.0", "f1
. . 12:26:00000PM  9589465€7193-71b06964-4793-8583-3d86c21d6F3d73cc192d0e3a" , "ON-DENAND" ,"07/23/2016 12:25:59 EDT-0400","0
° Selected Fields 7/23/2016 12:30:32 EDT-0400" , "DENONORMAL" , "HUMAN" , "bakery" , “NetworkTraffic", "oracle”, "totalBytesOut" "I
I n ros pec O n host NFORMATION", "RUN_PEER_ANALYSIS","INFORMATION","1","10", "rawEventTime=07/23/2016 12:25:59 EDT-0400|peerG
source roup. terrain.mean. similarity=0.72781|actor. terrain.mean. sinilarity=0.70325| peerGroup. terrain. ranking=0.9662
. courcetype 6|nun. peershith. terrain=98| is.virtual.terrain=False num.events=579"
e Stored in Splunk Indexes oStk oEuO i e .
Interesting Fields sem_signal
. ), . action > 72316 "898555b82de52c0a405" , "EXTREME_VIGILANCE" , "A0045" , "Peer AnalysisAnomalousActorTerrainRanking” ,"1.0", "f1
[ ) U se d a n d G e n e rate d b Sc I a n ta S M u |t| - Pa SS actorld 12:26:00.000PM  9589465e7193-71b06964-4793-8583-3d86c21d6T9d73cc192d0e3a" , "ON-DEMAND" , "07/23/2016 12:25:59 EDT-0400","0
o 7/23/2016 12:30:32 EDT-0400", "DENONORMAL" , "HUMAN" , "bakery" , "NetworkTraffic", "oracle”, "totalBytesIn" "IN
actorType FORMATION" , "RUN_PEER_ANALYSIS" , " INFORMATION","1",*10", "rawEventTime=07/23/2016 12:25:59 EDT-0400|peerGr

. . . analysisName
Cognitive Analysis
category SCM-splunk-DEMO1 e

= sem_signal

oup. terrain.mean.similarity=0.63248 |actor.terrain.mean.similarity=0.61435 |peerGroup. terrain.ranking=0.9
8|is.virtual.terrain=false|num.events=579"

181 istedSi o

correlationld

e Available for Use by Other Apps Including D
Splunk ML Toolkit

Today We’ll be Analyzing Signals with the Splunk ML Toolkit

splunk> (conf2o1s




A Quick Demo

Extreme Vigilance Anti-Fraud
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How Scianta Leverages the ML Toolkit
In the SCM Framework
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The machine learning toolkit & showcase

Settings v Activity v Help v

ML Toolkit and Showcase

Administrator v Messages v

plunk>

App: ML Toolkit and Showcase v

Assistants v Docs.

Search Showcase

Showcase

Welcome to the Showcase, which exhibits some of the analytics enabled by this app. Click on the name of an analytic to reach the corresponding Assistant, which will guide you through the
process of applying it to your data. Click on one of the examples to see that Assistant applied to a real dataset.

Select which examples to show

All Examples

Predict Numeric Fields

Predict the value of a numeric field using a weighted

Predict Categorical Fields

Predict the value of a categorical field using the values of
other fields in that event. A common use of these predictions

Detect Numeric Outliers

Find values that differ significantly from previous values.

combination of the values of other fields in that event. A S ————
common use of these predictions is to identify anomalies: " is to identify anomalies: predictions that differ significantly 2 | e
predictions that differ significantly from the actual value may from the actual value may be considered anomalous. A A AL ;W,‘ .| Examples:

WV

be considered anomalous.

Algorithm: Logistic Regression

o Detect Outliers in Server Response Time
o Detect Outliers in Number of Logins (vs. Predicted Value)

Algorithm: Linear Regression — g
Igorithm: Linear Regressi - v | Examples: o Detect Outliers in Supermarket Purchases
o BES o Predict Hard Drive Failure o Detect Outliers in Power Plant Humidity

Examples:
o Predict Server Power Consumption
o Predict VPN Usage
o Predict Median House Value
o Predict Power Plant Energy Output

o Predict the Presence of Malware
o Predict Telecom Customer Churn
o Predict the Presence of Diabetes
o Predict Vehicle Make and Model

2 Detect Categorical Outliers Forecast Time Series Cluster Events
Outler(s) 5
Find events that contain unusual combinations of values i Forecast given past values of a Partition events with multiple numeric fields into clusters.
. : time seri me algorithms all I h number of
Algorithm: Probabilistic measures \/\ Troeail) St Ts::efg‘ e‘dels‘wre:mu ber o
\ i Algorithm: State-space Method using Kalman Filter GRS EOC I T UTD
Examples: noninteractive dashboard displays examples of these
o Detect Outlers in Disk Failures. ; Examples: algorithms on various datasets, with each pint colored
o Detect Outliers in Bitcoin Transactions . o Forecast Internet Traffic according to the cluster assigned to it.
o Detect Outliers in Supermarket Purchases ; o Forecast the Number of Employee Logins N
: Algorithms: K-means, DBSCAN, Spectral Clustering, BIRCH
o Detect Outliers in Mortgage Contracts o Forecast Monthly Sales Sl gl eteto
o Detect Outlers in Diabetes Patient Records o Forecast the Number of Bluetooth Devices
o Detect Outlers in Mobile Phone Activity
About  Support  FileaBug  Documentation  Privacy Policy ©20052016 Splunk Inc. Al rights reserved.

https://splunkbase.splunk.com/app/2890/
Prereq: Python SciKit — 200 ML algorithms
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Why would scianta use splunk’s ML toolkit?

Scianta Analytics is a Machine Learning Company

Why Would We Use Splunk’s ML Toolkit?

Remember This Slide...?

splunk> (.conf201s



Scianta’s desigh mandates

Solution (Use Case) Focus

Solve real business problems
Intuitive workflows based on user role

Leverage Scianta Analytics Proprietary Technology
Cognitive (Human-Centered) Computing

Semantic Reasoning
Fuzzy-Logic Empowered Machine Learning

Exploit and Extend the Splunk Platform
Do not use Splunk as an ETL
Live within, honor and extend the Splunk ecosystem
Tightly integrate with Splunk by extending SPL

2
9
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Why would scianta use splunk’s ML toolkit?

We Use Scianta Analytics Proprietary
Cognitive Computing Technology
Where it Adds Value

We Use the Splunk ML Toolkit
To Add Powerful ML Functionality
to Enhance the SCM Feature Set

Analyzing the Performance of the SCM Platform

3
0

splunk> (.conf201s



Analyzing the Performance of the SCM Platform

unk> " App: SCM Framework v .

Cl i

” Clustering
Classification
Prediction

splunk> (conf2o1s



Analyzing the Performance of the SCM Platform
Clusters of Anomalies by Asset Type / Criticality

Homs' Bplbrev  Mmegev  Tooks'  Dooumentstion’~  Search mnmm’lr}
I~

set Type/Criticality

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

MACHINE
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Analyzing the Performance of the SCM Platform
Clusters of Anomalies by Asset Type / Criticality

index=scm_signal severity != "INFORMATION"

| lookup scm_assets id as dest_asset OUTPUT criticality subType | search subType="*"
| eval assetSourceDest=if(asset_is_dest="true", "Dest", "Source")

| stats count by actorld, dest_asset, subType, criticality, assetSourceDest
| fit KMeans k=3 count, subType, criticality, assetSourceDest into

| sort -count

splunk> (conf2o1s



Analyzing the Performance of the SCM Platform
Classify Actor Anomalies by Actor and Associated Asset Criticality

splunk>  App: SCM Framework -

Home Explore v Manage v Tools v Documentation v Search

Classify Actor Anomalies by actor and associated asset criticality
Time Range

Last 7 days v

Actors and Anomaly Count

actorld Predicted
cpiening 562
562
562
gc 562
gar 25
ak 10
] 10

About  Support  FileaBug  Documentation  Privacy Policy

Actor/Asset Criticality and Anomaly Count

actor_criticality

Edit v = Morelnfo v + &
asset_criticality Predicted
5 562
7 125
5

© 2005-2016 Splunk Inc. All rights reserved.
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Analyzing the Performance of the SCM Platform
Classify Actor Anomalies by Actor and Associated Asset Criticality

index=scm__signal severity |="INFORMATION" extracted source="THRESHOLD"
OR extracted source="SEQUENCE"

| lookup scm actors id as actorld OUTPUT criticality as actor _criticality

| lookup scm_assets id as dest_asset OUTPUT criticality as asset_criticality

| bin _time span=1d | stats count as count by _time, actor_criticality, asset_criticality
| fit RandomForestClassifier count from actor_criticality, asset_criticality into

splunk> (conf2o1s



Analyzing the Performance of the SCM Platform

Clusters of Anomalies by Extracted Source

sphunk>  App-SOM Framework

home = e

yyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyy
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Analyzing the Performance of the SCM Platform

Clusters of Anomalies by Extracted Source

index=scm_signal severity != "INFORMATION"
| stats count by extracted_source, severity, severitylntensity, actorld

| fit KMeans k=3 count, extracted_source, severity, severitylntensity into

| sort-count

splunk> (conf2o1s



What We’ve Discovered

Tips and Tricks for Using the ML Toolkit
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ML toolkit tips & tricks

Beware Namespaces
All models live in the ML Toolkit namespace.
No namespace or model management.
Scianta uses Tokens & Macros to Manage MLT Namespace.

Scaling
Distributed Fit and Apply??

splunk> (conf2o1s



ML toolkit tips & tricks

Categoricals
Cannot cluster around strings: Must assign a numeric value.
Categoricals are capped at 100 to keep number of
dimensions manageable.

No Model Management
Scianta Uses Saved Searches to Keep Models Updated

splunk> (conf2o1s



Let’s Build a ML Dashboard from Scratch

i11a/5.0 (Macin ool
A MO 375,38 SatariZsSn
,2(2\z’:\d¢‘;l“ro“;e,cw'el&‘lSESJ?IO‘N-\Q_U gglesGEFTF/sT
" : gy v LT et
(D~ o (4 & *@s Fouct gsh a1
R R ST
8 27 \.\o\,« eﬂ) (o g \ % A \\\\m L ™ 0
‘b‘(/‘/ ’y o lo@i\, (ee J‘%’ g \\ @\ —5§ “nn\\{
%7\ v a"&‘é\)‘«ve %D N\ 0\\ af\
s CJ(OQ (&4&0&)0 @;\\\ ‘r%\j\
N AR & N > 8
&/b( \Q‘?‘& »‘ﬁil,%‘\ V\X'g\:\ J?v%f-o X
A >
» A K e .; ERN 0t~
,vnozil\a/sges(raﬁ"‘%h» 5 (7% ’ 23 /‘; (;R %% 3‘\
e 75.38 Sa 321/533&”“154 3 S AP .
(YD A oS O S e e " ERAN
GRVB SR B e g g o o 5 FRRED
) e R 5 W ) UM (e N
) N P
SN R AR A N AN "Wy g
O ® éco@ \'\«V5 )(f e_\\ Yo QTW
> LSS b3 /AN
o~ \ a2 RN h3 o
v V49 e ig et X =
Q y Q-' é Fl\oi\:f 0(‘0%‘\ 0\;\ % N (% o
‘ LG AR RN o
iy | ST TRy oy %
. ‘ 2 B2
odp ¢ NN 2N 3 A
éS@ AN %53 i
'4 0 \ % A <3 :
Dz P
DF\/Td Y 03 N
6
(00
o

L \3
,{,)”.«‘f\y
S5 Q
Y )du*»_\&} 5
02" 2
\0%3“9739 o
o =
PR ?:Zm’—eﬂﬁ“ o
- ) CH
2LNID=spas) gersnpreass (T 'c o)
T7F v eeg/laeyes g€ SLE Tou. v
fUsoiuisey) @G/t






More Information...

Visit us at the Concanon booth!

Splunk ML Toolkit Examples www.sciantaanalytics.com/conftalk

SCM and Extreme Vigilance® www.sciantaanalytics.com/xv

Business Analytics
and ML Consulting WWW.@@NCENRNCOAML N O N™

INSIGHT ON DEMAND
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