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Find	
  A	
  Hay	
  In	
  Haystack!	
  	
  
How	
  Splunk	
  Help	
  Recruit	
  To	
  Detect	
  
0.000001%	
  Threat	
  And	
  More…	
  



Disclaimer	
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During	
  the	
  course	
  of	
  this	
  presentaMon,	
  we	
  may	
  make	
  forward	
  looking	
  statements	
  regarding	
  future	
  
events	
  or	
  the	
  expected	
  performance	
  of	
  the	
  company.	
  We	
  cauMon	
  you	
  that	
  such	
  statements	
  reflect	
  our	
  
current	
  expectaMons	
  and	
  esMmates	
  based	
  on	
  factors	
  currently	
  known	
  to	
  us	
  and	
  that	
  actual	
  events	
  or	
  
results	
  could	
  differ	
  materially.	
  For	
  important	
  factors	
  that	
  may	
  cause	
  actual	
  results	
  to	
  differ	
  from	
  those	
  
contained	
  in	
  our	
  forward-­‐looking	
  statements,	
  please	
  review	
  our	
  filings	
  with	
  the	
  SEC.	
  The	
  forward-­‐
looking	
  statements	
  made	
  in	
  the	
  this	
  presentaMon	
  are	
  being	
  made	
  as	
  of	
  the	
  Mme	
  and	
  date	
  of	
  its	
  live	
  
presentaMon.	
  If	
  reviewed	
  aVer	
  its	
  live	
  presentaMon,	
  this	
  presentaMon	
  may	
  not	
  contain	
  current	
  or	
  

accurate	
  informaMon.	
  We	
  do	
  not	
  assume	
  any	
  obligaMon	
  to	
  update	
  any	
  forward	
  looking	
  statements	
  we	
  
may	
  make.	
  In	
  addiMon,	
  any	
  informaMon	
  about	
  our	
  roadmap	
  outlines	
  our	
  general	
  product	
  direcMon	
  and	
  is	
  

subject	
  to	
  change	
  at	
  any	
  Mme	
  without	
  noMce.	
  It	
  is	
  for	
  informaMonal	
  purposes	
  only	
  and	
  shall	
  not,	
  be	
  
incorporated	
  into	
  any	
  contract	
  or	
  other	
  commitment.	
  Splunk	
  undertakes	
  no	
  obligaMon	
  either	
  to	
  develop	
  
the	
  features	
  or	
  funcMonality	
  described	
  or	
  to	
  include	
  any	
  such	
  feature	
  or	
  funcMonality	
  in	
  a	
  future	
  release.	
  



Agenda	
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Bio	
  &	
  About	
  Company	
  
1.  HeurisMc	
  Analysis	
  Using	
  Splunk	
  
2.  Data	
  VisualizaMon	
  Using	
  Splunk	
  D3.Js	
  Apps	
  
3.  Deep	
  Learning	
  (Extra	
  Challenge)	
  	
  



Bio	

Mitsuhiro	
  Nakamura	
  (hiro)	
  
	
  

•  10+	
  years	
  experience	
  in	
  cyber	
  security	
  specializing	
  
	
  	
  	
  	
  	
  Pen-­‐Test,	
  Forensics,	
  and	
  Incident-­‐Response.	
  
•  Built	
  Web	
  ApplicaMon	
  Vulnerability	
  	
  
	
  	
  	
  	
  	
  	
  Assessment	
  Methodology.	
  
•  Data	
  analysis	
  for	
  Threat	
  DetecMon	
  
	
  	
  	
  	
  	
  using	
  Splunk.　	
  

like:	
  Windsurfing	
  (Wave)	
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Recruit	
  Holdings	
  Co.,	
  Ltd.	
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1960	
  
38,000	
  
Oct/2014	
  
$	
  14.0	
  bn	
  

Founded	
  
	
  

Employees	
  
	
  

IPO	
  
	
  

Annual	
  Sales	
  
	
  



Business	
  Model	
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We	
  are	
  commiged	
  to	
  creaMng	
  chances	
  to	
  discover	
  “OpportuniMes	
  for	
  Life,”	
  	
  
connecMng	
  users	
  and	
  clients	
  through	
  new	
  channels.	
  

Users	
 Clients	
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DomesMc� Abroad	
  (M&A) �

200+	
  Web	
  Commercial	
  Sites�



What	
  Is	
  “Threat”	
  On	
  The	
  Recruit?	
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Today‘s	
  my	
  	
  topic	
  is..	
  
“List-­‐Type	
  Account	
  Hacking”�
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OK�

OK�

OK�

Fail�
Fa
il�

Fa
il�
O
K�Fa
il�

ID/P  ASS�
  LI  ST�

Bob�

Charlie�

David�

Allice�
Allice�

Bob�

Charlie�

David�

Attacker�

User  Accounts�

Spoofed  Login-‐‑‒Attempts  using  Their  accounts.�
Attackers  has  million  Accounts-‐‑‒List.�
thus  Success  Rate  is  higher  than  Simple-‐‑‒BruteForce-‐‑‒Attack.�

What	
  Is	
  The	
  “List-­‐type	
  Account	
  Hacking”?�

Auth�
Server�

WAF�

IDS�
9749  ID�
�

damaged�
�

Sep/2014�
�

attacked  at�
“I  donʼ’t  know.”�

We	
  were	
  wild-samurai	
  	
  
at	
  that	
  Mme!	


“DoS  Attack.”�
(but  including�
  Heavy  Users)�
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RISK-­‐Level	
  

High�

Low�

Rapid	
  Incident	
  Response	


Timeline �

Open	
  to	
  	
  
ALack�

Expanding	
  in	
  	
  
Scope�

	
  “Mayday	
  
	
  	
  	
  	
  	
  	
  	
  	
  Mayday	
  

   　	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Mayday”�

Ready	
  to	
  	
  
ALack�

ALacker	
  Look	
  for	
  
Vulnerability �

Current	
  Status	
  (slow..)	
  

Quick	
  Response �

The	
  Signs	
  of	
  IOC� 	
  

Coverage	
  by	
  	
  IDS,and	
  WAF	
  

	
  (but	
  not	
  Totally)	
  

Just	
  AZer �
AZer �

Just	
  Before �
Before �

My	
  UlMmate	
  Goal �
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The	
  Reason	
  I	
  chose	
  Splunk	
  
	
  

1.	
  Log	
  says	
  Everything.	
  
	
  

2.	
  Real-­‐Mme	
  	
  
analysis	
  Capability.	
  

	
  

3.	
  SPL.	
  
�
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＞
�

＞
�

Standard	
  SPL	
   Required	
  Analysis	
  Algorithm	
  
For	
  Anomaly	
  DetecMon.	
  ▼Common  Query  �

▼Common  Query�

Treasure  (Threat)�

Normal  Layer�

using	
  SPL	




Challenge	
  1:	
  	
  
Recovering	
  Behavior	
  From	
  Fragment-­‐data.	
  
“HeurisMc	
  	
  Analysis”	
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LOG�

Behavior	


Behavior	


Behavior	


HeurisMc	


HeurisMc	


Custom	
  
DetecMon	
  

Rule	

OUTPUT�

PACKET� StaMc	
  Signature	
 OUTPUT�

▼SPL  (Heuristic  )�

▼IDS,WAF�
What	
  is	
  the	
  Difference?	


INPUT�

INPUT�

	
  
	
  
	
  
	
  
	
  
	
  
	
  	
  	
  	
  	
  	
  &	
  Lookup	
  
	
         iplocaMon	
  /	
  dnslookup	
  /	
  Tor-­‐exitnode	
  (update	
  per	
  day	
  with	
  crontab)/InternalAPI	
  

Index	
 source	
 Source	
  type	
 Key-­‐Value	
  Pair	
 By	


Recruit	


Apache	
 Apache	
 URL,HLpStatus,	
  etc..	
 SrcIP	


Tomcat	
 Tom_Act	
 All	
  of	
  Manipula`ons,etc..	


SrcIP,BrowserHash	
Auth-­‐DB	
  	
DB_Login_Act	
 Results,	
  RecruitID,	
  UniqID	


Summary	
 ※	
  All	
  of	
  the	
  Sta`s`cs	
  	
  from	
  above	
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①Building  BaseQuery  �
    (Summary  Index)�
 　�

②Heuristic  Analysis�

  Heuristic  Method  using  Pre  and  After  the  Point  of  Incident  �
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Sample	
  Base	
  Query�
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Sample	
  HeurisMc	
  Analysis �

No	
  Way!	
  
Kidding	
  me?	
ID	
  Numbers	
 Success	
  Rate	


-­‐	




The	
  One	
  is.. �

1st	
  Party	
  Frauds �Treasure	
  
	
  (Account	
  hacking)	
  

Noise	
  

Mystery	
  Data	
  follow-­‐up	
  survey	
  
Using	
  SPL.	
  

Virtual	
  
TransacMon	
  

Bad	
  Guy	
  
Has	
  3000	
  	
  
Account�

	
  	
  	
  	
  	
  	
  	
  Bad-­‐Shop	
  	
  	
  	
  
	
  	
  	
  	
  	
  	
  	
  Owner�

Illegal	
  TransacMon	
  in	
  
our	
  Commercial	
  Site�

The	
  Other	
  is.. �

Cyber	
  Crime �
18	
  

Splunk	
  Helps	
  IdenMfy	
  Cyber	
  Crimes	
  &	
  Cheats.	
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Generic	
  Analysis	
  
	
  	
  	
  -­‐	
  Trend	
  
	
  	
  	
  -­‐	
  Traffic	
  ,etc.. �

Precision	
  Limit	
  
of	
  IDS,WAF�

Normal � Anomaly�

HIGH�Risk-­‐Level�

Large�

Number�

Real	
  
Threat �

Noise	
  
(False,	
  
or	
  Gray)	
  

On	
  the	
  Edge �

Threats	
  Remain	
  On	
  The	
  Edge	
  Of	
  The	
  Long	
  Tail �

Yes	
  We	
  can	
  get	
  at	
  the	
  
Truth,	
  using	
  more	
  SPL	
  
	
  &	
  own	
  Experience	
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Real-­‐threat	
  ExtracMon	
  With	
  CustomdetecMonrule�

	
  Another	
  Observed	
  Threat.	
  
-­‐	
  List-­‐Type	
  Account	
  Hacking.	
  
-­‐	
  The	
  Act	
  of	
  removing	
  Dummy	
  ID's.	
  
-­‐	
  Online	
  Virtual-­‐Coin	
  Laundering.	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  etc…	
  

Registra`ons	
  of	
  	
  5000+	
  IDs	
  
by	
  one	
  person.	


Treasure	
  
(Threat)	
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Weekly	
  Results	
  (Nov/2015)	


WAF	
  didn’t	
  catch	
  the	
  Fraud!	




Challenge	
  2:	
  
Data	
  VisualizaMon	
  Using	
  d3.js	
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   https://d3js.org/�

hgps://splunkbase.splunk.com/app/2717/#/overview	


OR	
  	
  Ver	
  6.4.*	
  	


The	
  LINKs	
  of	
  1st	
  Party	
  Frauds.	
  They	
  make	
  sure	
  choose	
  shortest	
  Path.	
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Data-­‐visualizaMon	
  Of	
  1st	
  Party	
  Frauds	
  (Noise)	
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Normal	
  (Including	
  Noise)	
 List-­‐Type	
  Account	
  Hacking	




26	
  



Case	
  Studies	
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Visualize	
  Black-­‐Market	
  of	
  Large	
  Scale	
  Virtual-­‐Coin	
  Laundering.	
  
	
  	
   exchanging  Virtual-‐‑‒Coin  by  Many  Recruit  IDʼ’s  and  Many  Other-‐‑‒Site  IDʼ’s.�

HUB  ID�

IdenMfy	
  and	
  Visualize	
  underlying	
  Threat	
  The	
  Flow	
  of	
  the	
  Illegal	
  Virtual-­‐Coin	
  Exchange	
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Two	
  Dashboards	

For	
  extract	
  Threat-­‐Seeds	
 For	
  extract	
  Real	
  Threat	


For	
  Rapid	
  IR	
For	
  Future	
  IR	




Wrap	
  Up	
  



Wrap	
  Up	
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1.	
  Recovering	
  Behavior	
  from	
  Fragment	
  Data.	
  
	
        Using	
  SummaryIndex,	
  using	
  Stats,	
  StreamStats,	
  and	
  Sistats	
  
2.	
  Classify	
  Anomaly	
  Data	
  as	
  to	
  NOISE	
  and	
  THREAT	
  by	
  HeurisMc	
  Analysis.	
  
	
  	
  	
  	
  	
  	
  	
  	
  ExtracMon	
  Accurancy	
  had	
  reached	
  a	
  millionth	
  
3.	
  Stuff	
  who	
  responding	
  Incident	
  in	
  Recruit	
  make	
  rapid	
  progress.	
  
	
  	
  	
  	
  	
  	
  	
  	
  Splunk	
  defeat	
  WAF	
  in	
  the	
  Recruit!!	
  
4.	
  Splunk	
  is	
  not	
  only	
  for	
  Rapid-­‐IR,	
  	
  but	
  also	
  for	
  Future-­‐IR	
  
5.	
  Data-­‐VisualizaMon	
  has	
  infinite	
  possibiliMes	
  



Extra	
  Challenge	
  
Deep	
  Learning	
  

d3.js-­‐Image	
  RecogniMon	
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Threat	
  DetecMon	
  With	
  Deeplearning	
  	
  (Without	
  Training-­‐data)	

Object	
  RecogniMon	
  using	
  “Dlib”	
  &	
  ”	
  Scikit-­‐Image”	
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Output	
  :	
  	
  Whether	
  Man	
  or	
  Machine,	
  Anyone	
  can	
  see	
  ALack-­‐Image	
  is	
  Threat	
  !	
  	
  

▽Technologies	
  
	
  	
  -­‐	
  CUDA	
  
	
  	
  -­‐	
  Caffe	
  
	
  	
  -­‐	
  Selec`veSearch	
  
	
  	
  -­‐	
  PyData,	
  etc..	
  
	
  

▽Who	
  gains	
  benefit	
  ? 　�

Input	
  :	
  d3.js	
  Images�
CNN�

24/7	
  	
  SOC �

Threat	
  DetecMon	
  With	
  Deeplearning	
  	
  (With	
  Training-­‐data)	
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Experts	
  &	
  Long	
  Time	
  
	
  

↓	
  
	
  

Deep	
  Learning	
  
	
  and	
  Training-­‐Data	
  

�
�
�

Data-­‐VisualizaMon	
  

Parallel	
  Coordinates	
  	
  
A	
  visual	
  toolkit	
  for	
  mul`dimensional	
  detec`ves.	
  

hLps://github.com/syntagma`c/parallel-­‐coordinates	




THANK	
  YOU	
  

hiro:<nakamura@r.recruit.co.jp>	
  
Facebook	
  :	
  hgps://www.facebook.com/hiro.goahead	
  	
  	
  

	


Special	
  Thanks:	
  Mifune-­‐san,	
  Splunk-­‐Japan,	
  and	
  Macnica	



