Find A Hay In Haystack!

How Splunk Help Recruit To Detect
0.000001% Threat And More...

Mitsuhiro Nakamura

Senior Security Engineer, Recruit Technologies Co., Ltd
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Disclaimer

During the course of this presentation, we may make forward looking statements regarding future
events or the expected performance of the company. We caution you that such statements reflect our
current expectations and estimates based on factors currently known to us and that actual events or
results could differ materially. For important factors that may cause actual results to differ from those
contained in our forward-looking statements, please review our filings with the SEC. The forward-
looking statements made in the this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or
accurate information. We do not assume any obligation to update any forward looking statements we
may make. In addition, any information about our roadmap outlines our general product direction and is
subject to change at any time without notice. It is for informational purposes only and shall not, be
incorporated into any contract or other commitment. Splunk undertakes no obligation either to develop
the features or functionality described or to include any such feature or functionality in a future release.
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Agenda

Bio & About Company
1. Heuristic Analysis Using Splunk

2. Data Visualization Using Splunk D3.Js Apps
3. Deep Learning (Extra Challenge)

&y . splunk> ‘conf2ots




Bio

Mitsuhiro Nakamura (hiro)

- 10+ years experience in cyber security specializing
Pen-Test, Forensics, and Incident-Response.

Built Web Application Vulnerability
Assessment Methodology.

- Data analysis for Threat Detection
using Splunk.

like: Windsurfing (Wave)
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Recruit Holdings Co., Ltd.

Founded

Employees
IPO

Annual Sales

1960
38,000
Oct/2014
$ 14.0 bn

rRECRUIT
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Business Model

Housing and | Dining
Real Estate | py34.3en
Users Clients JpY 83.98n
Beauty
Bridal JPY 39.98n
A ........jﬁllii‘,.. A JpY 53.68Bn
> . Domestic
. / Crecruir Lot > Travel Recruiting
T JpY 53.4Bn JpY 239.88n
: Domestic
Staffing
We are committed to creating chances to discover “Opportunities for Life,” Jpy 389.58n

connecting users and clients through new channels.
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Domestic
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What Is “Threat” On The Recruit?

ebAttack/
Thy 'z
. Malware

Ransom

<domestic>

 Users : Tens of millions

<domestic>

- Employees : 38 thousands
Today’s my topic is..
“List-Type Account Hacking”
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What Is The “List-type Account Hacking”?
User Accounts
8. — ] attacked at

o Sep/2014
damaged
Auth | 9749 ID

“DoS Attack.”
(but including
Heavy Users)

Server

We were wild—samurai

Fail at that time!

{1V 1

ID/P[ASS

i ST Spoofed Login-Attempts using Their accounts.
Attackers has million Accounts-List.
I\ir:l’C gl thus Success Rate is higher than Simple-BruteForce-Attack.
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Rapid Incident Response

Attacker Look for Ready to Open to Expanding in “Mayday
Vulnerability Attack Attack Scope Mayday )
| | ' Timeline Mayday
| >
, Just Before : Just After ! |
Before | G ‘ S — After

’ 5 T High
Current Status (slow..)
Quick Response

The Signs of 10C [ >

'| Coverage by IDS,and WAF | Low
(but not Totally)

My Ultimate Goal
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3. SPL.
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ired Analysis Algofithm
or Anomaly Dete@

\ Normal Layer

using SPL

" Dig, dig, dig. )
Chew this iron bitch up. -

Treasure (Threat)
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Challenge 1:

Recovering Behavior From Fragment-data.
“Heuristic Analysis”
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index___| source | Source type _| Key-Value Pair

Apache Apache URL,HttpStatus, etc.. SrclP

Recruit Tomcat Tom_Act All of Manipulations,etc..
Auth-DB DB_Login_Act Results, RecruitlD, UniqIiD SrcIP,BrowserHash
Summary 3¢ All of the Statistics from above

& Lookup
iplocation / dnslookup / Tor-exitnode (update per day with crontab)/Internal API

V¥ SPL (Heuristic )

Behavior
INPUT Heuristic Custom
o Behavior Detection
Heuristic Rule
Behavior
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®Building BaseQuery Whois, TorExitNode,WebAPI,etc Reverse DNS
(Summary Index) Country

® Recovermg Behavior per User
o st e RetryNumber (perbrowser) 'HostName

369122
it 1
-‘7, . 2015/][(

Action 1 Assets-Info ValldID Numbers

Internal Blacklist

@Heuristic Analysls [ Nﬁ S
(AnomaryData J statistics [l Feature il standardDeviation i Score

(©) Heuristic Method using Pre and After the Point of Incident

Internal API
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Sample Base Query

Sample BaseQuery (Building 5min ~ Hourly Summary Index into index=summary label=base )
index=Recruit sourcetype=DB_Login_ACT | fillnull UnigID

|streamstats window=0 current=f last(UniqID) as NextUniqID < . >
last(_time) as epochNextTime by SrcIP,BrowserHash Change Point Detection
| fillnull NextUniqgID |seach NextUniqID!=0 | where NextUniqID!=UniqID Threshold

eval Interval=epochNextTime-_time Intervals

|stats count as Total stdev(Interval) as StDev count(eval(AuthCode=1)) as Success
min(_time) as min_time max(_time) as max_time by SrcIP,BrowserHash

Another BaseQuery (Building 5min ~ Hourly Summary Index into index=summary label=base_si)

® WO

index=Recruit sourcetype=DB_Login_ACT_APF | fillnull UnigID » make Macro
® ||streamstats window=0 current=f last(UnigID) as NextUnigID by SrcIP,BrowserHash| |as Anomaly’
[fillnull NextUniqgID [seach NextUnigID!=0 | where NextUniqID!=UniqID JStatistics
& ||sistats values(UniqID) values(RecruitID) by SrcIP,BrowserHash & for Merge
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Sample Heuristic Analysis

Sample Hourly or Daily Heuristic Analysis from BaseQuery (Using Summary Index )

index=summary label=base
@ |stats count as slot sum(dc_Success) as sum_dc_Success sum(Total) as sum_Total Feature
avg(StDev) as StDev min(min_time) as Start max(max_time) as End by SrcIP,BrowserHash Extraction

|JOIN type=left SrcIP,UA [search index=summary label=base_si ‘

® stats dc(UniqlD) as ss_dc_UniqID dc(RecruitID) as ss_dc_RecruitID by SrcIP,BrowserHash

fields SrcIP,UA, ss_dc_UniqglID,ss_dc_RecruitlD]

leval SuccessRate=round(sum_dc_Success/sum_Total*100,2) /5
® leval ValidIDRate=round(ss dc RecruitlD/ss dc UniqlD*100,2) More Statistics

® (Jtable Start End SrclIP clienthost Country slot *Rate sum_* StDev ss_* | sort-SuccessRate

@) ||search ss_dc_RecruitlD>=10 | iplocation SrcIP | lookup dnslookup SrcIP As you like..

/-}I!”of the Auth-Attempts Slngle Values Of TO Attaclkar
— 0 wons - .
L‘A‘A .I OOA nNn-nN NO Way! lanan
Anomaly Extrae;;;n by Heu;ihs;‘tkic Analystig ID Numbers ] Ki d d i n g m e ? Success Rate
o ) 0 D535 f
1 . ., 00001% 1,505 99.3%
e 3o~ 100 Browsers
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Splunk Helps Identify Cyber Crimes & Cheats.

Mystery Data follow-up survey
Using SPL. The One is..

Oy LD
AV Mb=by bT
i 10,0001V F
ERFroAl

YOOUN 10%
100#4 b 1,000%

The Other is..

1HR4Vb 18,989%

\g% Noise

Treasure
(Account hacking) 1st Party Frauds

18

lllegal Transaction in
our Commercial Site

O
irtual
ansaction

Bad Guy Bad-Shop
Has 3000 owner

\Qccou nt

N_
Cyber Crime
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re

ts Remain On The Edge Of The Long Tail

Normal Ano:maly

Noise ' Real

Precision Limit
Yes We can get at the

of IDS,WAF .
. . Truth, using more SPL
Generic Analysis @ BrE e

- Trend -
- Traffic ,etc.. : OnitheiEcee

Risk-Level
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Real-threat Extraction With Customdetectionrule

Sample Threat Extraction from AnomalyBaseQuery (Using Summary Index)

Sift out NOISE
using Custom-Rule,
and throw away

Feature Extraction
for specify Threa

Final Output

index=summary label=AnomalyBase NOT [search index=Recruit sourcetype=Apache
(1) |URL="/pointGive/doComp/” [search ‘anomaly’ ] | streamstats last(_time) as NextTime
by SrclP| eval Interval=NextTime-_time|search Interval <=10 |[fields SrcIP]

|JOIN SrcIP,BrowserHash [search index=Recruit sourcetype=Tom_Act [search ‘anomaly’ ]
(2)||stats count(eval(action="RegID"” AND method="done")) as ct_ID_reg by SrcIP,BrowserHash
fields SrcIP,BrowserHash,ct_ID_req ]

(3)(| search StDev<=0.9 ct_ID_reg>=10 | timechart span=10m count by SrcIP

Noise

(1st Party Frauds) Registraﬁons of 5000+ IDs

| OOOO] % by one person.

Sun Nov 15 - “‘7 one ten-thousandth
Another Observed Threat.
Real Threat . )

eal threa - List-Type Account Hacking.

0.00000] % - The Act of removing Dummy ID's.

Treasure | ° i - Online Virtual-Coin Laundering.
@ (Threat) s ' one millionth etc...
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Weekly Results (Nov/2015)
1] 527 G

1st Party Fraud
REAL THREAT .

WAF didn’t catch the Fraud!

SPL

WAF B ALERT (but False..)

Their DeepAnalysis has changed dramatically. They can judge things calmly..

Time & Delivery Quality - @

:
DashBoard
Right Now

(Wild-Samurai) (Shuriken-Ninja) (ZEN)
2014 2015 with SPL 2016
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Challenge 2:

Data Visualization Using d3.js
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3 Data-Driven Documents

_—
The LINKs of 15t Party Frauds. They make sure choose shortest Path.

@ Login /member/memRegist/ == ‘
o\ B alaacele /member/memRegiét/conﬁrm/ —_ /member/campEntry/ ==

/member/memberCommon/ . )
/member/passwdChg/-==

/member/remind/change/-== /recruitid/ —
/member/memRegist/memIinput/ —

/member/kaptcha/ ==

/member/mailChg/ =

/point/validTerm/
/member/remind/ ]

/member/memRegist/sendBlankEmail/ ===

/smp/contents/point/excPointDetail/ ==

/member/ ‘ e /membt;r/ minfoMustAdd/
) ) J,/member/ImDispatch/ @ Logout

w/ *A’- _.': — 0g06l
A & —_ /member/mmmhg/\ /poinvmeOfntExChg/
y . — /member/passwdChg/complete/ / Wi"VP'K"J"“"“’"GV’E"’%‘BS%QFB%%?Wp'ete’ Sa n keyc h art
,. 3 . ﬂ /member/meminfoChg/
D3.js is a JavaScript library for manipulating documents based on data. D3 helps you bring data to See more examples.
life using HTML, SVG, and CSS. D3’s emphasis on web standards gives you the full capabilities of
modern browsers without tying yourself to a proprietary framework, combining powerful visualization httpS . / /d 3js.org /

components and a data-driven approach to DOM manipulation.



Data-visualization Of 15t Party Frauds (Noise)
028
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Normal (Including Noise)
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Visible All from the Above Noise Extraction Real Threat

100% 0.0001% 0.000001%
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. Ku-. L- G . ° - _ ]
point ptKujiLimtm VD Identlfy £ 100 500
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. . & 150
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Case Studies
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Two Dashboards
For extract Threat-Seeds For extract Real Threat |
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Wrap Up
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Wrap Up

1. Recovering Behavior from Fragment Data.
Using Summarylndex, using Stats, StreamStats, and Sistats

2. Classify Anomaly Data as to NOISE and THREAT by Heuristic Analysis.
Extraction Accurancy had reached a millionth

3. Stuff who responding Incident in Recruit make rapid progress.
Splunk defeat WAF in the Recruit!!

4. Splunk is not only for Rapid-IR, but also for Future-IR

5. Data-Visualization has infinite possibilities
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SUCEOENEE
Deep Learning

d3.js-Image Recognition
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Object Recognition using “Dlib” & ” Scikit-lmage”
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Threat Detection With Deeplearning (Without Training-data)
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Threat Detection With Deeplearning (With Training-data)

Input : d3.js Images .
(g —— - V Technologies

- CUDA

Caffe
SelectiveSearch
| eose i i PyData, etc..

%

— et et VWho gains benefit ?
24/7 soc @ @

Output : Whether Man or Machine, Anyone can see Attack-lmage is Threat !
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Data-Visualization

Parallel Coordinates

TotalDur... HttpMet. TOP_UR. ct_Ref ct_UA ct_URLQ... ct_XFF

ct_app_j... ct_app.
A visual toolkit for multidimensional detectives. 159 GET / 1 1 68 1 0 0
. . . 506 GET HEAD / k! 1 23 1 0 0
https://github.com/syntagmatic/parallel-coordinates e p— /:e:”:n N . 39 . . .

Experts & Long Time

N2

Deep Learning
and Training-Data
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300+
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