From 30 Minutes To 40 Seconds: Applying
Adaptive Response To Automate Human
Event Triage With Splunk ES & Phantom&
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Disclaimer

During the course of this presentation, we may make forward looking statements regarding future
events or the expected performance of the company. We caution you that such statements reflect our
current expectations and estimates based on factors currently known to us and that actual events or
results could differ materially. For important factors that may cause actual results to differ from those
contained in our forward-looking statements, please review our filings with the SEC. The forward-
looking statements made in the this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or
accurate information. We do not assume any obligation to update any forward looking statements we
may make. In addition, any information about our roadmap outlines our general product direction and is
subject to change at any time without notice. It is for informational purposes only and shall not, be
incorporated into any contract or other commitment. Splunk undertakes no obligation either to develop
the features or functionality described or to include any such feature or functionality in a future release.
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Session Agenda

Review of Adaptive Response
Splunk/Phantom Key Concepts
Demos: Splunk ES/Phantom

Customer Case Studies
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Adaptive Response Framework
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Why Security Orchestration Matters

Market leading MSSP
Home grown correlation engine - Our version of a SIEM

Hundreds of customers
Scalable process

Custom tools for the analyst to make a decision

— IP history across organization and business sector

— Threat Intelligence Portal for global threat landscape reference
— Ticketing system

— Call tree to notify on alerts

— Device uptime/outages for engineering

Some events could be auto-commented and handled
— Which events?
— How would they be handled?

But does one size fit all?
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Fast Forward 10 Years Or So....

Continual, pervasive attacks

Not dealing with a single attack where the firewall and
the IDS see the attack and dutifully return an alert

Attacks can occur from anywhere and can be
asynchronous

Need to detect and contain is critical until eradication
and remediation can take place

Limited pool of security talent
Limitless attack surface

Time to detect is too long Technology
Costs continue to increase
Security product sprawl|

How do we handle large amounts of attacks in a
scalable, repeatable manner?
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Automating Security Operations

Point Products Analytics Decision Making Acting
(Observe / Sensing) (Orient / Sense-making)
FIREWALL FIREWALL
TIER 1
IDS / IPS

SIEM

ENDPOINT ENDPOINT
THREAT INTEL PLATFORM

WAF TIER 2 WAF

ADVANCED MALWARE

FORENSICS

MALWARE DETONATION

AUTOMATED

HADOOP

GRC

TIER 3

MANUAL (TODAY)

ADVANCED MALWARE

FORENSICS

MALWARE DETONATION
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Phantom & Adaptive Response |nitiative
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splunk> (conf2o1



Incident Review — Analyst Queue

sphnk‘:) App: Enterprise Security v JohnStonerv  Messages v Settings v

Security Posture Incident Review My Investigations Advanced Threat v Security Domains v Audit v Search v Configure v Enterprise Security

Incident Review

Urgency Status Name

CRITICAL o x All 43 events (8/14/16 3:00:00.000 PM to 8/15/16 3:16:32.000 PM) Job v ® Smart Mode v
M Owner Search Fonatanehnet s ZoomiC 1 hour per column

x All 10.11.36.36 5 5
3 3
Security Domain Time . ‘ |

% Al Date time range 6:00 PM 12:00 AM 6:00 AM 12:00 PM
v Sun Aug 14 Mon Aug 15
2016
Tag
Submit

elected | Edit All 43 Matching Events | Add Selected to Inve: 2 3 next
i Time Security Domain Title Urgency * Status Action Owner Actions
> 8/15/16 6:47:22.000 AM Endpoint Host With Old Infection Or Potential Re-Infection (unknown On 10.11.36.36) High New unassigned v
> 8/15/16 6:02:50.000 AM Endpoint High Or Critical Priority Host With Malware Detected High New unassigned v
> 8/15/16 2:47:18.000 AM Endpoint Host With A Recurring Malware Infection (unknown On 10.11.36.36) High New unassigned v
> 8/14/16 9:55:29.000 PM Endpoint Host Sending Excessive Email (10.11.36.36) High New unassigned v
> 8/15/16 2:17:20.000 PM Network DNS Logs - Unusal Outbound Activity Medium New unassigned v
> 8/15/16 2:02:39.000 PM Network DNS Logs - Unusal Outbound Activity Medium New unassigned v
> 8/15/16 1:47:25.000 PM Network DNS Logs - Unusal Outbound Activity Medium New unassigned v
| > 8/15/16 12:02:47.000 PM Network DNS Logs - Unusal Outbound Activity Medium New unassigned v
> 8/15/16 10:02:41.000 AM Network DNS Logs - Unusal Outbound Activity Medium New unassigned v
> 8/15/16 8:01:33.000 AM Network DNS Logs - Unusal Outbound Activity Medium New unassigned v
> 8/15/16 8:01:33.000 AM Network DNS Logs - Unusal Outbound Activity Medium New unassigned v
> 8/15/16 7:32:24.000 AM Network DNS Logs - Unusal Outbound Activity Medium New unassigned v
> 8/15/16 7:17:28.000 AM Network DNS Logs - Unusal Outbound Activity Medium New unassigned v
-+ Chris Moreno : Malware Infection A Q@ 0
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Notable Events and Field Actions

elected | Edit All 43 Matching Ev to Investigation 2 3 next
i Time Security Domain Title Urgency * Status Action Owner Actions
> 8/15/16 6:47:22.000 AM Endpoint Host With Old Infection Or Potential Re-Infection (unknown On 10.11.36.36) High New unassigned v
> 8/15/16 6:02:50.000 AM Endpoint High Or Critical Priority Host With Malware Detected High New unassigned v
> 8/15/16 2:47:18.000 AM Endpoint Host With A Recurring Malware Infection (unknown On 10.11.36.36) High New unassigned v
v 8/14/16 9:55:29.000 PM Endpoint Host Sending Excessive Email (10.11.36.36) High New unassigned v
Description: Correlation Search:
The device 10.11.36.36 was detected making 10 SMTP connections to 10 destinations. Endpoint - H Rule
Additional Fields Value Action History:
Source 10.11.36.36 [EZZ0) v s Notab
Source Business Unit americas ogle 10.11.36.3¢ ntributing Events:
Source City Washington D.C. w email-related traffic for source 10 for this event
Source Country USA t earch (as destinat
Source Expected false t earc ) |
Source Latitude 38.959405 ble Event ‘
e Eve ]
Source Longitude -77.04
Source PCI Domain untrust lalware f
Source Requires Antivirus false Ibtstat 10 36
| Source Should Time Synchronize true |
) {
Source Should Update true

Event Details:

event_id 142F7578-8E84-4ABE-A1B4-1B54FACDCO6B@@notableg =!ea t

event_hash 02f3a478dbb0353ca5434954496a17 Traffic Se s de {

eventtype modnotable_results v i
notable v t
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Notable Event Actions

Edit Selected | Edit All 43 Matching Events | Add Selected to Investigation

2 3 next
i Time Security Domain Title Urgency * Status Action Owner Actions |
> 8/15/16 6:47:22.000 AM Endpoint Host With Old Infection Or Potential Re-Infection (unknown On 10.11.36.36) High New unassigned v
> 8/15/16 6:02:50.000 AM Endpoint High Or Critical Priority Host With Malware Detected High New unassigned v
> 8/15/16 2:47:18.000 AM Endpoint Host With A Recurring Malware Infection (unknown On 10.11.36.36) High New unassigned v
v 8/14/16 9:55:29.000 PM Endpoint Host Sending Excessive Email (10.11.36.36) High New unassigned v
- | nt |

Description: Correlation Search:

The device 10.11.36.36 was detected making 10 SMTP connections to 10 destinations. Endpoint - Host Sending Excessive Email - Rule reate notabl

Additional Fields Value Action History: ] ent Type

Source 10.1 ‘-35-36 M View all review activity for this Notable Extract Fie

Source Business Unit americas v Contributing Events: e Notable Evat

Source City Washington D.C. v View email-related traffic for source 10.11.36.36 for this event

Source Country USA v suppress Not

Source Expected false v - .t

Source Latitude 38.959405 v _

Source Longitude 77.04 v ViewioaActon ne

Source PCI Domain untrust v

Source Requires Antivirus false v

Source Should Time Synchronize true v

Source Should Update true v

Event Details:

event_id 142F7578-8E84-4A8E-A1B4-1B54FACDC06B@@notable@@02f3a478dbb0353ca5434f954496a1f7 v

event_hash 02f3a478dbb0353ca5434f954496a117 v

eventtype modnotable_results v

notable v
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splunk

Security Posture Incident Review My Investigations Advanced Threat v Security Domains v Audit v Search v Configure v Enterprise Security
Q New Search SaveAsv  Close
|
| | ‘datamodel("Intrusion_Detection","IDS_Attacks")' | search (IDS_Attacks.dest="10.11.36.36" OR IDS_Attacks.src="10.11.36.36") Date time range v Q
| v
! v 6events (8/15/16 6:52:12.000 AM to 8/15/16 6:59:36.000 AM)  No Event Sampling v Job v > & L ® Smart Mode v
Events (6) Patterns Statistics Visualization
Format Timeline v —Zoom Out 1 minute per column
List v /Format v 20 Per Page v
< Hide Fields = All Fields LRlAliDe Exegt
v 8/15/16 Aug 15 06:59:27 2016 natint3.juniper.net 1 Aug 15 06:59:27 2016 192.168.1.130 Jnpr Syslog 11718 1 [syslog@juniper.net dayId="2009

Aug 15 06:59:27 2016" timeGen="Aug 15 06:59:27 2016" domain="" devDomVer2="0" device_ip="192.168.1.13
0S :NETDEV :WEBJET-TRAVERSAL" srcZn="NULL" srcIntf=" eth11" srcAddr="10.1.21.153" srcPort="32889" natSr

6:59:27.000 AM 0426 recordId="6" timeRec
"Predefined" attack:

Selected Fields

a host 1 "NULL" natSrcPort= “NULL" dstIntf="NULL" dstAddr="10.11.36.36" dstPort="21" natDstAddr="NULL" natDstPort="0" protoc
a source 2 CP" ruleDomain="" 28" policy="All" rulebase="IDS" action="NONE" severity="UNDEFINED" alert="no" elaspedTi
a sourcetype 1 " inbyte: totBytes="0" inPak="0" outPak="0" " repCount="0" packetData="no" varEnum="2" misc="\x15'1
nterface=eth11'" user="NULL" app="NULL" uri="NULL"]
Interesting Fields Event Actions v
a alert 1
a app 1 Add Event to Investigation Actions
| a attack 5 te notable nt v
# bytes 1 v
Build Event -
' # bytes_in 1 ! juniperidp o
# bytes_out 1 xtract Fiel v
acat 1
1 v
# date_hour 1
v
# date_mday 1
v
# date_minute 5
v
a date_month 1
v
# date_second 6
a date_wday 1 v
# date_year 1 v
| @ date_zone 1 e
# david 1 ~
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splunk

Security Posture

App: Enterprise Security

Incident Review

Q New Search

| ‘datamodel("Intrusion_Detection","IDS_Attacks")’

v

Field Actions At

My Investigations

~ 6 events (8/15/16 6:52:12.000 AM to 8/15/16 6:59:36.000 AM)

Events (6)

Format Timeline v

#

< Hide Fields

Selected Fields
a host 1

a source 2

a sourcetype 1

Interesting Fields
a alert 1
aappl

a attack 5

# bytes 1

# bytes_in 1

# bytes_out 1
acatl

# date_hour 1

# date_mday 1

Patterns

—Zoom Out

i= All Fields

Statistics

L Search

lohn Stoner

Advanced Threat v Security Domains v Audit v Search v Configure v Enterprise Security

Save As v

Close

| search (IDS_Attacks.dest="10.11.36.36" OR IDS_Attacks.src="10.11.36.36") Date time range v Q

No Event Sampling v Job v o & 4 ® Smart Mode v

Visualization

1 minute per column

List v #Format v 20 Per Page v
i Time Event
v 8/15/16 Aug 15 06:59:27 2016 natint3.juniper.net 1 Aug 15 06:59:27 2016 192.168 1 120 lInnr Sucloa 11718 1 levclag@juniper.net dayId="2009
6:59:27.000 AM 0426 recordId="6" timeRec ug 15 06:59:27 2016" timeGen="Aug 15 06:5! EditTag " device_ip="192.168.1.13
0" cat="Predefined" attack="DOS:NETDEV:WEBJET-TRAVERSAL" srcZn="NULL" si . 53" srcPort="32889" natSr
cAddr="NULL" natSrcPort="0" dstZn="NULL" dstIntf="NULL" dstAddr="10.11.: £o8 oed lestination) LL" natDstPort="0" protoc
ol="TCP" ruleDomain="" ruleVer="28" policy="All" rulebase="IDS" ruleNo=! ,... eal ource) NED" alert="no" elaspedTi

varEnum="2" misc="\x15"'1

me="0" inbytes="0" outbytes="0" totBytes="0" inPak="0" outPak="0" totPal
nterface=eth11'" user="NULL" app="NULL" uri="NULL"] Asset Cent:

Event Actions v

Type v Field

Selected

per_idp_vu

Event

v
# date_minute 5

v
a date_month 1
# date_second 6 v
a date_wday 1 e
# date_year 1 v
a date_zone 1 v
# david 1 ne v
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Workflow Actions

nStoner v  Messages v = Settings ¥  Activity v Help v Find

Data inputs

Report acceleration

summaries

Add Data

Apps v

Fields

All configurations

View, edit, and set permissions on field extractions. Define event workflow actions and field aliases. Rename sourcetypes.
Type

Field aliases
Edit or add one or more aliases to field names

Calculated fields
Edit or add one or more calculated fields

Field extractions

View and edit all field extractions. Add new field extractions and update permissions.

Field transformations

Edit or add transformations for field extractions that use a transform.

Sourcetype renaming
Rename a source type. Multiple source types can share the same name.

Workflow actions
Edit or add workflow actions
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Messages Activity Help

Google

Fields » Workflow actions » Google
You do ve permissions to edit this configuration.

Label *

Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing the field name in dollar signs, e.g. ‘Search for ticket number : Sticketnum$".
Apply only to the following fields

Specify a comma-separated list of fields that must be present in an event for the workflow action to apply to it. When fields are specified, the workflow action only appears in the field
menus for those fields; otherwise it appears in all field menus.

Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for the workflow action to apply to it.
Show action in
Fields menus

o«

Action type *
link

o«

Link configuration
URI*

Enter the location to link to. Optionally, specify fields by enclosing the field name in dollar signs, e.g. http://www.google.com/search?q=$host$.

Open link in
New window

o«

Link method

get .

Cancel
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John Stoner v Messages v Settings v Activity v Help

ids_search_dest_as_dest

Fields » Workflow actions » ids_search_dest_as_dest
You do not have permissions to edit this configuration.

Label *

earch (a:
Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing the field name in dollar signs, e.g. ‘Search for ticket number : Sticketnum§"
Apply only to the following fields

*dest

Specify a comma-separated list of fields that must be present in an event for the workflow action to apply to it. When fields are specified, the workflow action only appears in the field
menus for those fields; otherwise it appears in all field menus.

| Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for the workflow action to apply to it.

Show action in

o«

Fields menus

Action type *
link

-

Link configuration

URI *

ch?form.dest eld_valu

Enter the location to link to. Optionally, specify fields by enclosing the field name in dollar signs, e.g. http://www.google.com/search?q=S$host$.

Open link in
New window

o«

Link method

o«

get

Cancel

splunk> (conf2o1




Messages v Settings v Activity Help v

nslookup_dest

Fields » Workflow actions » nslookup_dest

Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing the field name in dollar signs, e.g. ‘Search for ticket number : Sticketnum$

Apply only to the following fields

Specify a comma-separated list of fields that must be present in an event for the workflow action to apply to it. When fields are specified, the workflow action only appears in the field
menus for those fields; otherwise it appears in all field menus.

| Apply only to the following event types

Specify a comma-separated list of event types that an event must be with for the workflow action to apply to it.

Show action in
Fields menus

o«

Action type *

link :

Link configuration

URI*

Enter the location to link to. Optionally, specify fields by enclosing the field name in dollar signs, e.g. http//www.google.com/search?q=S$host$.

Open link in
| New window

o«

Link method
get s

Cancel
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Messages v Setting Activity elp

stream_dest

Fields » Workflow actions » stream_dest
You do not have permissions to edit this configui .

Label *

sam Capture
Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing the field name in dollar signs, e.g. ‘Search for ticket number : Sticketnum$"

Apply only to the following fields

Specify a comma-separated list of fields that must be present in an event for the workflow action to apply to it. When fields are specified, the workflow action only appears in the field
menus for those fields; otherwise it appears in all field menus.

| Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for the workflow action to apply to it.
Show action in
Fields menus

o«

Action type *
link

a
v

Link configuration
URI*

fapg

SplunkEnterpri ySuite/create_capture

Enter the location to link to. Optionally, specify fields by enclosing the field name in dollar signs, e.g. http//www.google.com/search?q=8host$.

Open link in
New window

o«

Link method

o«

get

Cancel
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Correlation Search Actions

Correlation Search

Search Name * Excessive Failed Logins
Application Context SA-AccessProtection :
Description Detects excessive number of failed login attempts
Search *

Edit search in guided mode
Edit search manually

Actions

Include in RSS feed
Send email
Run a script

File name of the shell script
torun

Start Stream capture

3
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OK I Think | Found An Issue, What Should | Do?

Validate Against Threat Intelligence
Review Historical Data for the Host
Check Internal, Proprietary Data Stores
Look at Past Tickets

Check Management Consoles for
Additional Deep Packet Analysis

UT

B 053 0:c o8

Start a Backup
Quarantine a System
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Automating Security Operations

Point Products Analytics Decision Making Acting
(Observe / Sensing) (Orient / Sense-making)
FIREWALL “WALL
IDS / IPS
SIEM
ENDPOINT T
THREAT INTEL PLATFORM
WAF |
HADOOP \
ADVANCED MALWARE (CED MALWARE
GRC
FORENSICS JRENSICS
TIER ¢
MALWARE DETONATION == MALWARE DETONATION
AUTOMATED MANUAL (TODAY)
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DEMO: Splunk ES/Phantom Integration
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Case Study: Automated Malware Analysis & Remediation

SANDBOX splunk:

RECIPIENTS

: USER PROFILE ER Windows Server
splunk °

(2]
CARBON
EMAIL o HUNT FILE BLACK
ALERT
‘ o HUNT FILE GlSIGHTPARTNERS
o O () FILE REPUTATION 2 total
RUN PLAYBOOK FILE ASSESSMENT ’ =
cp "REMEDIATE” CYLANCE

QUARANTINE HOST
BLOCK HASH

2FA = BLOCK URL
BLOCK IP
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DEMO: Phantom Platform & Community
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Case Study: Investigate And Contain

MALWARE
DETECTED
splunk:
o
(2]
- o
SOURCE; ire
O~ ,°
Cc2
- I
MALWARE
TERMINATE
PROCESS

LIST VMS
SNAPSHOT VM vmware
&
FIND MALWARE
EXTRACT PROCESS WWL'TY

AEVERSING
FILE REPUTATION ABS

cuc@gig\"

DETONATE FILE

BLOCK HASH

ll Windows Server

3 &

SEND EMAIL
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Case Study: Phishing Investigation

@& Exchange

DELETE EMAIL GET EMAIL

cuckoty”
7] (1]
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Case Study: Unauthorized IP
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