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Jason	
  Bareiszis	
  
Incident	
  Response	
  Manager	
  

Global	
  Enterprise	
  Security	
  Without	
  	
  
Security	
  Analysts…Yes	
  You	
  Can!	
  	
  	
  	
  



Agenda	
  

  TransiJon	
  from	
  two	
  former	
  SIEMs	
  to	
  Splunk	
  
	
  
  Incident	
  Response	
  Light	
  (IR	
  Light)	
  Program	
  
–  What	
  it	
  is	
  
–  How	
  it	
  is	
  used	
  to	
  offload	
  work	
  from	
  Security	
  Analysts	
  	
  	
  	
  
	
  

  IR	
  Light	
  Dashboard	
  examples	
  	
  
	
  

2	
  



Why	
  Splunk?	
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Support	
  Model	
  
Online/Phone	
  

Ease	
  of	
  Use	
  Search	
  Times	
   Flexibility	
  	
  

	
  
•  Priority	
  1	
  events	
  
•  Response	
  Jmes	
  

•  Search	
  Jmes	
  for	
  
events	
  that	
  spanned	
  
long	
  periods	
  of	
  Jme	
  

•  MulJple	
  concurrent	
  
searches	
  

•  Console	
  access	
  

•  Acquired	
  taste	
  
•  Time	
  to	
  train	
  

•  Accelerate	
  the	
  
overall	
  IR	
  process	
  

•  IR	
  Light	
  Program	
  

Challenges	
  then	
  Success	
  with	
  Splunk	
  



Incident	
  Response	
  Light	
  (IR	
  Light)	
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•  Help	
  Desk	
  is	
  a	
  very	
  process	
  
driven	
  group	
  

•  No	
  focus	
  on	
  security	
  

•  Phases	
  of	
  tradiJonal	
  IR	
  
•  Phases	
  of	
  IR	
  Light	
  



Architecture	
  And	
  Indexes	
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Indexes	
  for	
  IR	
  Light	
  	
  
•  Firewall	
  traffic	
  
•  EndPoint	
  Security	
  Agents	
  

	
  -­‐Cylance	
  Protect	
  
	
  -­‐ScanSafe	
  

•  Threat	
  Lists	
  
•  AcEve	
  directory	
  

Management 
Server(s)

Search HeadSearch Head

Indexer(s)Internal 
Forwarder

Data Center

Canada

Austraila

Regional Forwarders

Cloud Resources

 Data Center(s)

Cloud 
Forwarder

South
America



IR	
  Light	
  Dashboard	
  Concept	
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•  Simple,	
  not	
  overly	
  
complicated	
  

•  Congruent	
  
•  Address	
  one	
  specific	
  problem	
  

where	
  the	
  acJvity	
  is	
  
“blocked”	
  

•  Contain	
  acJonable	
  
informaJon	
  



Endpoint	
  Security	
  Sodware	
  Status	
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Policy	
  ViolaJon	
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Recursive	
  vs	
  IteraJve	
  DNS	
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Data Center 
Domain Controller

Branch Domain
Controller Recursive DNS

Iterative DNS



IteraJve	
  DNS	
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DNS	
  Sinkhole	
  Explained	
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BadSite.com?

BadSite.com =
Branch Domain

Controller

Data Center 
Domain Controller Unknown 

User?

BadSite.com = 5.5.5.5

User 
Identified!

Http://5.5.5.5



DNS	
  Sinkhole	
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Third	
  Party	
  Threat	
  List	
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Infected	
  Host	
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Summary	
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  Is	
  it	
  possible	
  to	
  do	
  Incident	
  Response	
  without	
  analysis...	
  no,	
  BUT	
  you	
  
can	
  take	
  a	
  big	
  chunk	
  of	
  the	
  work	
  load	
  off	
  of	
  them	
  by	
  using	
  Splunk	
  

  Byproduct	
  –	
  IR	
  Light	
  has	
  become	
  a	
  great	
  mentoring	
  program	
  



Special	
  Thank	
  You	
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BAI	
  is	
  a	
  group	
  of	
  SoluJon	
  Architects	
  focused	
  on	
  network	
  monitoring,	
  security,	
  and	
  control.	
  They	
  have	
  spent	
  
nearly	
  40	
  years	
  working	
  with	
  Fortune	
  1000	
  accounts,	
  the	
  Civilian	
  government,	
  the	
  Department	
  of	
  Defense	
  and	
  
the	
  Intelligence	
  Community	
  to	
  build	
  and	
  maintain	
  highly	
  secure,	
  reliable,	
  and	
  resilient	
  networks.	
  BAI’s	
  goal	
  is	
  
not	
  to	
  rip	
  and	
  replace	
  current	
  soluJons	
  –	
  it	
  is	
  to	
  help	
  customers	
  evolve	
  in	
  the	
  way	
  they	
  control	
  their	
  networks	
  
and	
  in	
  their	
  ability	
  to	
  react	
  and	
  respond	
  to	
  network,	
  applicaJon,	
  and	
  security	
  incidents.	
  

Aplura	
  is	
  commimed	
  to	
  improving	
  the	
  IT	
  security	
  of	
  organizaJons	
  by	
  providing	
  expert	
  knowledge	
  and	
  
ingenuity	
  to	
  produce	
  soluJons	
  tailored	
  to	
  our	
  clients’	
  specific	
  needs.	
  Our	
  measurable	
  results	
  are	
  highlighted	
  
by	
  diminished	
  security-­‐related	
  incidents	
  leading	
  to	
  reduced	
  overall	
  client	
  costs.	
  Aplura’s	
  staff	
  of	
  
credenJaled	
  IT	
  security	
  professionals	
  provides	
  our	
  clients	
  informaJon	
  security	
  resources	
  for	
  daily	
  
operaJons	
  as	
  well	
  as	
  project-­‐based	
  expert	
  technical	
  assistance.	
  



THANK	
  YOU	
  


