How MD Anderson Cancer Center Uses
Splunk to Deliver World-Class Healthcare
Ed Gonzalez and Jeffrey Tacy
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Disclaimer

During the course of this presentation, we may make forward looking statements regarding future
events or the expected performance of the company. We caution you that such statements reflect our
current expectations and estimates based on factors currently known to us and that actual events or
results could differ materially. For important factors that may cause actual results to differ from those
contained in our forward-looking statements, please review our filings with the SEC. The forward-looking
statements made in the this presentation are being made as of the time and date of its live presentation.
If reviewed after its live presentation, this presentation may not contain current or accurate information.
We do not assume any obligation to update any forward looking statements we may make. In addition,
any information about our roadmap outlines our general product direction and is subject to change at
any time without notice. It is for informational purposes only and shall not, be incorporated into any
contract or other commitment. Splunk undertakes no obligation either to develop the features or
functionality described or to include any such feature or functionality in a future release.
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Making Cancer History
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Agenda - Improving the Patient Experience

Business Drivers & Strategy Technical Approach & Results
Milestones & Landscape Patient Experience with Splunk
Road to the Patient Experience myMDAnNderson with Splunk
Leveraging Splunk with Electronic Health Record IT Ops at Scale
4 Steps to Build Upon Future Splunk Healthcare Initiatives
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Milestones & Landscape

2013 2014 2015 2016
Splunk
Agent
e Start e Infrastructure Upgrade on VDI
¢ Build UseCases ¢ Box API
* Network Device Logs * Legacy myMDA Integration
* Web Server Metrics

Instances
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Road to the Patient Experience

!

Use Cases S
Small Wins °
IT Operations Solutions ?
| Patient Portal
O

i
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230,000 Patients ?

| Electronic Health Record

Multi-million dollar project




Leveraging Splunk with EHR

Before After

- l

* Log data locked up in silos * New myMDA, myChart & legacy logging
* No broad application insights * Splunk as HIPAA solution

* Rigid logging schemas * Broader real time patient tracking

* Inflexible alerting features * EHR system wide logging

* Limited real time analysis 18,000 VDI instances logging

* Application & System real time analysis
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4 Key Steps to Build Upon @

Opportunities

Finding Champions

Ownership Sharing Knowledge

splunk> [confo1s



Technical Approach & Results
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Patient Experience with Splunk

-

Expanded Application Improved Patient Deployment Insights Better System
Auditing Functionality Support Integrity & Monitoring
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myMDAnNderson with Splunk Today G

Average daily users

New Design

*Integrated with Epic myChart
*Shifted Audit log to Splunk

Expanded Integration Q Log Metrics

* Combined network and Epic logs *Windows events and server metrics

* Application exceptions and debug
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myMDAnNderson Patient Activi

Logins Over Time by Type Total Logins by Type
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Splunk EHR Footprint G

18’000 Hosts in Splunk

VDI Instances Network EHR Data Center
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IT Ops at Scale - Virtual Desktops

Initial Login to EHR Availability Over Time (75th %tile)

— S1B1
S1B3
— S1B4
— S1B5
8:00 AM 10:00 AM 12:00 PM 2:00 PM 4:00 PM 6:00 PM
_time
Initial Login to EHR Availability (75th %tile) Operating System Start Events by Block
block count
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Future Splunk Healthcare Initiatives

\_4
E Clinical Solutions Patient Billing footprint

Architecture upgrades RFID Integration
Splunk for Mobile Applications Big Data — Vital Signs

Business Transaction Analytics IT Operations — Service Desk
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Conclusion - Patient Experience with Splunk

(5] ven
Partnership

Build Wins
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