Kick Starting A CMDB With Splunk
Stacy Patten

Cyber Security Operations Manager, QuikTrip

i11a/5-9 (Macin oS
e e e
Q\z.,“yi c’“,-o“\eOA_@l&dSESSIOm i L6FFsaA;
7% T e A T
- 1,«&2 '&06 ACzssaprifin s P@: md““j&“.w_%“ ntf
O\ Aé/ 7 x"“‘ﬁ\v'eﬂ? -~ % 5 \\“\“ (& ) b
.&»&“w&Qé AN QN§ " Wy
305 A has
P \ () S %3 b5
A7 o st by %
& R A e
& QLB fand 65
D& p o Loy h2 % hE 3
2 . acin K ; ‘ : & z o
oty vv/sozta‘_\3172<53sesérari/;'33;'7;-,“»’ o 3 %‘\\a"\‘\t o
AEE mel 5 JSESSIONID=SD6SL6rrs 25 5 e Hey |
o Ve e e el e AN o : s
ol '\jb AV et B T T T e { ATy ““'Jﬁ\-&\,\_m\v "0 r 7 \ N QW & e
’\'& R e \‘n\ G “\W\\“ MRraly MS% v K 3 x\)@o’) ¢
2L S &%{0@*” S X\ ey My, N, ; i
O \AIRNRAAS PEN 2 ' & ' %
O of . AN 3 g
\\o o Q_o@‘; & @ % :ﬂa‘\\ wpm@o‘g{m ko e , {
SR \ (') Q@;:Wf'é-\ é’ ¥ %\ P M@”’?{m R
. . '\ e AN i o / «\.‘gJ]
v T QN VER: S -
\ R i =
o & : ‘(\K’ QQ \3{7 CE %«%& SR >
o SONET By B
0 H 7 ?1€§L\ﬁ Q. o
3 40 ” A %
e TN =
-3 )
prT q [ -(j;é P
S i
'\

intost. 2
ari/s53z
)=

Al
s
RPN S
. Nnte ’:;M5—6>\$
“SDESIAERINBEESTS (TS )
wv-ges/yaeges g€ SLE

fYsojuisey) @ s/el

S

catiGe
- BRE
1 L ZOW



The Problem

Existing SIEM offered little in the way of asset intelligence

Islands of asset data

— Active Directory

— Network Management Tool
- MDM

— Client Management Tool

— Spreadsheets

Minimal ownership information

Minimal application to asset relationships
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The Solution

Purchased Splunk & Splunk ES

Professional Services assisted with implementation
— Configuration of Splunk ES kicked off the asset plan

What sources of data do we have?
What is important or relevant?

How can we use it?
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The Result

We have consolidated all asset sources into one repository.
Now we can feed our CMDB with truth and expedite IT maturity.

Now we know;

— Hardware and/or OS

— Whois using it

— Whereiitis

— What applications it is running

— What it’s talking to

— Information Security issues

— What changes were made by who
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The How

Network
Mgmt.

Other MS
SQL Data SCCM

Active Splunk
Directory UF

Who is using it?

splunk

Security
Apps
Firewall Network
Logs Logs

App Splunk
Logs Stream
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Changes?
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Applications?




Asset Intelligence Timeline
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