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During	
  the	
  course	
  of	
  this	
  presentaFon,	
  we	
  may	
  make	
  forward	
  looking	
  statements	
  regarding	
  future	
  
events	
  or	
  the	
  expected	
  performance	
  of	
  the	
  company.	
  We	
  cauFon	
  you	
  that	
  such	
  statements	
  reflect	
  our	
  
current	
  expectaFons	
  and	
  esFmates	
  based	
  on	
  factors	
  currently	
  known	
  to	
  us	
  and	
  that	
  actual	
  events	
  or	
  
results	
  could	
  differ	
  materially.	
  For	
  important	
  factors	
  that	
  may	
  cause	
  actual	
  results	
  to	
  differ	
  from	
  those	
  
contained	
  in	
  our	
  forward-­‐looking	
  statements,	
  please	
  review	
  our	
  filings	
  with	
  the	
  SEC.	
  The	
  forward-­‐
looking	
  statements	
  made	
  in	
  the	
  this	
  presentaFon	
  are	
  being	
  made	
  as	
  of	
  the	
  Fme	
  and	
  date	
  of	
  its	
  live	
  
presentaFon.	
  If	
  reviewed	
  aTer	
  its	
  live	
  presentaFon,	
  this	
  presentaFon	
  may	
  not	
  contain	
  current	
  or	
  

accurate	
  informaFon.	
  We	
  do	
  not	
  assume	
  any	
  obligaFon	
  to	
  update	
  any	
  forward	
  looking	
  statements	
  we	
  
may	
  make.	
  In	
  addiFon,	
  any	
  informaFon	
  about	
  our	
  roadmap	
  outlines	
  our	
  general	
  product	
  direcFon	
  and	
  is	
  

subject	
  to	
  change	
  at	
  any	
  Fme	
  without	
  noFce.	
  It	
  is	
  for	
  informaFonal	
  purposes	
  only	
  and	
  shall	
  not,	
  be	
  
incorporated	
  into	
  any	
  contract	
  or	
  other	
  commitment.	
  Splunk	
  undertakes	
  no	
  obligaFon	
  either	
  to	
  develop	
  
the	
  features	
  or	
  funcFonality	
  described	
  or	
  to	
  include	
  any	
  such	
  feature	
  or	
  funcFonality	
  in	
  a	
  future	
  release.	
  



IntroducFon	
  
Allen	
  Tucker	
  –	
  Director	
  HELPnet	
  Technology	
  Services	
  
Daniel	
  Daily	
  –	
  Splunk	
  Architect	
  HELPnet	
  Technology	
  Services	
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Indiana	
  University,	
  est.	
  1820	
  
	
  
•  $3.3B	
  Enterprise	
  
•  Partnered	
  with	
  $6B	
  IU	
  Health	
  system	
  

•  115,000	
  Students	
  
•  1.3M	
  Credit	
  Hours	
  per	
  semester	
  
•  >20,000	
  Degrees	
  per	
  year	
  
•  $1.1B	
  In	
  Financial	
  Aid	
  
•  $450M	
  In	
  research	
  grants	
  

•  8,000	
  Acres	
  
•  882	
  Buildings,	
  36M	
  square	
  feet	
  
•  >600,000	
  Living	
  Alumni	
  

•  10,500	
  Faculty	
  and	
  Staff	
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CENTRALIZED	
  enterprise	
  I.T.	
  
with	
  

DECENTRALIZED	
  departmental	
  I.T.	
  

109	
  Departmental	
  IT	
  Groups	
  
5213	
  Total	
  Servers	
  within	
  IU	
  



Safeguards	
  
  IU	
  I.T.	
  Policy	
  	
  
–  IT-­‐12	
  List	
  of	
  ‘best	
  pracFces’	
  for	
  system	
  management	
  

  IU	
  Internal	
  Audits	
  
–  In	
  depth	
  departmental	
  checks	
  for	
  IT	
  operaFons	
  
–  Alignment	
  with	
  IT	
  policies	
  

  Log	
  management	
  in	
  IT-­‐12	
  
–  Success/Failed	
  User	
  Logons,	
  Success/Failed	
  File	
  Accesses	
  

	
  



Implications 
  Costs	
  associated	
  with	
  log	
  review	
  
–  Its	
  overwhelming	
  

ê  Different	
  log	
  sources,	
  	
  
ê  many	
  servers	
  
ê  TONs	
  of	
  logs.	
  

–  Costly	
  if	
  departments	
  DIY	
  

–  Staff	
  Fme	
  is	
  at	
  a	
  premium	
  
ê  Admins	
  can	
  make	
  much	
  beder	
  use	
  of	
  your	
  

Fme	
  being	
  impaceul	
  to	
  their	
  departments	
  
	
  







MulFtenant	
  

•  Not	
  just	
  the	
  security	
  team	
  logging	
  in	
  

•  Useful	
  and	
  meaningful	
  apps,	
  but	
  they	
  don’t	
  all	
  pertain	
  
to	
  everyone	
  









Security	
  Layers	
  Within	
  Splunk	
  Enterprise	
  



Security	
  Layers	
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Applica@on	
  Layer	
  

Read	
  Access	
  
•  Limit	
  searchable	
  data	
  based	
  on	
  

index	
  
•  Role	
  based	
  configuraFons	
  	
  

Read/Write	
  Access	
  
Views	
  
Reports	
  
Evendypes	
  
	
  

•  Index	
  Layer	
  



Role	
  Based	
  ConfiguraFons	
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authenFcaFon.conf	
  
[iuhelpnet01]	
  
SSLEnabled	
  =	
  1	
  
anonymous_referrals	
  =	
  1	
  
bindDN	
  =	
  
bindDNpassword	
  =	
  	
  
charset	
  =	
  ue8	
  
emailAdribute	
  =	
  mail	
  
groupBaseDN	
  =	
  groupMappingAdribute	
  =	
  disFnguishedname	
  
groupMemberAdribute	
  =	
  member	
  
groupNameAdribute	
  =	
  cn	
  
host	
  =	
  	
  
nestedGroups	
  =	
  1	
  
network_Fmeout	
  =	
  20	
  
port	
  =	
  636	
  
realNameAdribute	
  =	
  displayname	
  
sizelimit	
  =	
  1000	
  
Fmelimit	
  =	
  15	
  
userBaseDN	
  =	
  	
  
userNameAdribute	
  =	
  samaccountname	
  
	
  

[roleMap_iuhelpnet01]	
  
test	
  =	
  IU-­‐UITS-­‐SPLUNK-­‐TEST	
  
	
  



Role	
  Based	
  ConfiguraFons	
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authorize.conf	
  
[role_test]	
  
search	
  =	
  enabled	
  
srchIndexesAllowed	
  =	
  _internal	
  
srchIndexesDefault	
  =	
  _internal	
  
srchJobsQuota	
  	
  	
  =	
  8	
  
srchDiskQuota	
  	
  	
  =	
  250	
  
accelerate_search	
  =	
  enabled	
  
rest_properFes_get	
  =	
  enabled	
  



Index	
  Layer	
  Security	
  Serngs	
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authorize.conf	
  
[role_test]	
  
search	
  =	
  enabled	
  
srchIndexesAllowed	
  =	
  _internal	
  
srchIndexesDefault	
  =	
  _internal	
  
srchJobsQuota	
  	
  	
  =	
  8	
  
srchDiskQuota	
  	
  	
  =	
  250	
  
accelerate_search	
  =	
  enabled	
  
rest_properFes_get	
  =	
  enabled	
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ApplicaFon	
  Layer	
  Serngs	
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default.meta/local.meta	
  

[]	
  
access	
  =	
  read	
  :	
  [	
  admin,	
  hnet,	
  splunk-­‐system-­‐role	
  ],	
  write	
  :	
  [	
  admin	
  ]	
  
export	
  =	
  none	
  
	
  
[reports]	
  
access	
  =	
  read	
  :	
  [	
  admin,	
  hnet,	
  splunk-­‐system-­‐role	
  ],	
  write	
  :	
  [	
  admin	
  ]	
  
export	
  =	
  none	
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Shortcomings	
  Of	
  Single	
  Layer	
  Security	
  
Within	
  Splunk	
  



LimitaFons	
  Of	
  Only	
  1	
  Layer	
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Inclusive	
  versus	
  Exclusive	
  

•  Access	
  to	
  data	
  previous	
  restricted	
  
•  AddiFonal	
  hoops	
  to	
  jump	
  through	
  to	
  plug	
  security	
  loopholes	
  
•  Users	
  can	
  intenFonally/unintenFonally	
  work	
  around	
  the	
  security	
  



Index	
  Layer	
  ConfiguraFon	
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Authorize.conf	
  
[role_test]	
  
search	
  =	
  enabled	
  
srchIndexesAllowed	
  =	
  _internal	
  

AuthenFcaFon.conf	
  
[roleMap_iuhelpnet01]	
  
test	
  =	
  IU-­‐UITS-­‐SPLUNK-­‐TEST	
  



index=kfs NOT ajp_conn=* 
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Saved	
  Searches	
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Splunk	
  Defaults	
  Are	
  Inclusive	
  



index=kfs NOT ajp_conn=* 
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ApplicaFon	
  Layer	
  ConfiguraFon	
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Authorize.conf	
  
[role_test]	
  
search	
  =	
  enabled	
  
srchIndexesAllowed	
  =	
  *	
  

AuthenFcaFon.conf	
  
[roleMap_iuhelpnet01]	
  
test	
  =	
  IU-­‐UITS-­‐SPLUNK-­‐TEST	
  



ApplicaFon	
  Layer	
  ConfiguraFon	
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[]	
  
access	
  =	
  read	
  :	
  [	
  admin,	
  hnet,	
  splunk-­‐system-­‐role	
  ],	
  write	
  :	
  [	
  admin	
  ]	
  
export	
  =	
  none	
  
	
  
[reports]	
  
access	
  =	
  read	
  :	
  [	
  admin,	
  hnet,	
  splunk-­‐system-­‐role	
  ],	
  write	
  :	
  [	
  admin	
  ]	
  
export	
  =	
  none	
  
*	
  



Search	
  Bar	
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Rest	
  API	
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curl	
  -­‐u	
  'dandaily'	
  "hdps://localhost:8089/services/search/
jobs/export?output_mode=json&search=search	
  “index
%3D_internal|head”"	
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With	
  ApplicaFon	
  
security	
  alone…	
  

Search	
  bar	
  and	
  Rest	
  API	
  =	
  



Security	
  Best	
  PracFces	
  For	
  A	
  
MulFtenant	
  Environment	
  



Best	
  PracFces	
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Use	
  single	
  sign-­‐on	
  and/or	
  AcFve	
  Directory	
  AuthenFcaFons	
  
Manage	
  configuraFons	
  through	
  Deployer/Deployment	
  
server	
  
Configure	
  Dual	
  Layer	
  Security	
  
	
  



Dual	
  Security	
  Layer	
  ConfiguraFon	
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Authorize.conf	
  
[role_test]	
  
srchIndexesAllowed	
  =	
  _internal	
  

AuthenFcaFon.conf	
  
[roleMap_iuhelpnet01]	
  
test	
  =	
  IU-­‐UITS-­‐SPLUNK-­‐TEST	
  

local.meta	
  
[]	
  
access	
  =	
  read	
  :	
  [	
  admin,	
  test,	
  splunk-­‐system-­‐role	
  ],	
  
write	
  :	
  [	
  admin	
  ]	
  
export	
  =	
  none	
  
	
  
[reports]	
  
access	
  =	
  read	
  :	
  [	
  admin,	
  test,	
  splunk-­‐system-­‐role	
  ],	
  
write	
  :	
  [	
  admin	
  ]	
  
export	
  =	
  none	
  



Extra	
  Security	
  OpFons	
  



AddiFonal	
  Security	
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Scope	
  access	
  search	
  bar	
  via	
  ApplicaFon	
  Security	
  
Scope	
  user	
  capabiliFes	
  through	
  authorize.conf	
  
	
  
	
  



Search	
  Bar	
  Access	
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Benefits:	
  
Limits	
  the	
  number	
  of	
  searches	
  ran	
  in	
  the	
  environment	
  
Easier	
  to	
  scale	
  architecture	
  
Limit	
  poorly	
  formed	
  searches	
  
	
  
	
  
	
  



Limit	
  User	
  Access	
  

Authorize.conf	
  
	
  
[role_hnet]	
  
search	
  =	
  enabled	
  
srchIndexesAllowed	
  =	
  iuhnet	
  
srchIndexesDefault	
  =	
  iuhnet	
  
srchJobsQuota	
  	
  	
  =	
  12	
  
srchDiskQuota	
  	
  	
  =	
  750	
  
rest_properFes_get	
  =	
  enabled	
  
accelerate_search	
  =	
  enabled	
  
	
  
	
  



THANK	
  YOU	
  


