Gordon Wang

Onboard your data faster with Add-on
Builder

Elias Haddad

Sr. Product Manager, Splunk
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Disclaimer

During the course of this presentation, we may make forward looking statements regarding future
events or the expected performance of the company. We caution you that such statements reflect our
current expectations and estimates based on factors currently known to us and that actual events or
results could differ materially. For important factors that may cause actual results to differ from those
contained in our forward-looking statements, please review our filings with the SEC. The forward-
looking statements made in the this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or
accurate information. We do not assume any obligation to update any forward looking statements we
may make. In addition, any information about our roadmap outlines our general product direction and is
subject to change at any time without notice. It is for informational purposes only and shall not, be
incorporated into any contract or other commitment. Splunk undertakes no obligation either to develop
the features or functionality described or to include any such feature or functionality in a future release.
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Agenda

Why Add-on Builder
What is Add-on Builder
Features Highlights

What’s new in Add-on Builder 2.0
Demo

Q&A
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All Data is Relevant

Flows
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Why Add-on Builder

Expand the ecosystem of Partners, Vendors, and Customers
building Add-ons

Reduce the time spent by engineers building one-off Add-ons
Improve consistency and adherence to best practices

Enable Development Partners with the right tools to be
successful AIMAN A FISH/AND

ourglg HIMEOR ATDAY
 -

DON'T TEACH A MAN TO FISH, AND YOU

Accelerate development beyond what we can do alone

FEED YOURSELF. HE'S A’(_EIII)WN MAN.
HING'S NOT THAT HARI

° splunk> ‘conf2ots



Refresher: What is an Add-on?

Data Collection — Modular Input

— Abstraction layer:

— Field Extraction

— CIM, Domain Add-on Mapping

— Indexed-time extraction
Data Enrichment using lookups
Modular Alerts
Saved Searches
Pre-Built Panels
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What is Add-on Builder

Splunk Add-on Builder is an App on Splunkbase:
— https://splunkbase.splunk.com/app/2962/

The goals of the Splunk Add-on Builder are to:
Guide you through all of the necessary steps of creating an add-on

— Reduce development and testing time

— Follow best practices and naming conventions

— Maintain CIM compliance

— Maintain quality of add-ons

— Validate and test the add-on, helping you to identify any limitations such as
compatibilities and dependencies

— Maintain a consistent look and feel while still making it easy for you to add
branding

splunk> (.conf201s



What does Splunk Add-on Builder do?

Automate code generation
Intuitive and process driven Ul
Supports multiple input types, including shell, REST, and Splunk Python SDK

Extract and Map fields

Extract fields using automated event analysis
Map fields to CIM with click of button

Score Health of Add-on

Validate for CIM compliance and naming conventions (best practices?)

v *  Detect problems with field extraction

Create Add-on using step by step process

: splunk> (confzois



Add-on Builder Feature Highlights
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Ul based Add-on creation

Ul Based Add-on creation

Maintains a consistent look
and feel while still making it
easy for you to add branding

Upload your add-on Logo and
pick your color theme

Create Add-on

Upload my icon No file selected

e

Theme color:

#65a637
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Modular Input

Create Modular Input <

Cancel

Modular Input ease of creation
Set Variables

I f yo u h a Ve Si m p | e R E ST A P I : Please fill in the form, click Test to preview the result and click Save to save the result. Learn more 2
-_— We Ca n ge n e rate t h e m o d i n p u1 Modular Input Definition Global Definition - Output: & Done

{"query":{"count":1,"created": "2016-08-26T16:40:402","lang": "en-US", "results":{"quote"

fo r yo u W I t h O ut W r I tl n g a S I n g I e *REST URL: x)otes%20where%2Usymhoi%20in%20(%22‘ +{"symbol": "MSFT", "Ask":"58.45", "AverageDailyVolume" : "30355400", "Bid": "57.75"

MSFT%22)%0A%09%09&env=http%3A%2F ,"AskRealtime":null,"BidRealtime":null, "BookValue":"9.22","Change_PercentChange":"

| i n e Of CO d e %2F datatables.org%2Falltables.env&format 40.22 - +0.38%","Change":"+0.22", "Commission" :null,"Currency":"USD"
. =json 4 ,"ChangeRealtime" :null,"AfterHoursChangeRealtime":null, "DividendShare":"1.44"
. ,"LastTradeDate":"8/25/2016", "TradeDate" :null, "EarningsShare":"2.10"
- Ca n b e to ke n I Z e d + REST method: ,"ErrorIndicationreturnedforsymbolchangedinvalid":null, "EPSEstimateCurrentYear™: "2
) GET ' .89","EPSEstimateNextYear":"3.22", "EPSEstimateNextQuarter":"0.79", "DaysLow":"57.78"
. ,"DaysHigh":"58.29","YearLow":"41.66", "YearHigh":"58.50", "HoldingsGainPercent" :null
REST Request heetlese: , "AnnualizedGain” :null,"HoldingsGain":null, "HoldingsGainPercentRealtime":null
, "HoldingsGainRealtime":null, "MoreInfo" :null, "OrderBookRealtime" :null
Name Value ,"MarketCapitalization":"453.298", "MarketCapRealtime":null,"EBITDA": "27.178"
I f yo u h a Ve S h e | | CO m m a n d O r ,"ChangeFromYearLow":"16.51", "PercentChangeFronYearLon": "+39.63%"
=) ,"LastTradeRealtimeWithTime":null,"ChangePercentRealtime":null,"ChangeFromYearHigh"
. :"-0.33", "PercebtChangeFromYeartigh":"-0.56%" , "LastTradelithTime": "4:00pm - <b>58
S C r | pt @ \17</b>","LastTradePriceOnly":"58. 17", "HighLimit":null, "LowLimit" :null, "DaysRange"

:"57.78 - 58.29","DaysRangeRealtime" :null,"FiftydayMovingAverage": "56.23"

H H , "TwoHundreddayMovingAverage":"53.17" " ChangeF romTwoHundreddayMovingAverage": "5.00"
- We WI I I ge n e ra te t h e m O d I n p u1 , "PercentChangeFromTwoHundreddayMovingAverage": "+9.40%"
,"ChangeFromFiftydayMovinghverage":"1.94","PercentChangeFromFiftydayMovingAverage"
fo r yo u :"+3.45%","Name" : "Microsoft Corporation”,"Notes":null,"Open":"57.88"
,"PreviousClose":"57.95", "PricePaid" :null,"ChangeinPercent":"+0.38%", "PriceSales”
. :"5.29","PriceBook":"6.28", "ExDividendDate":"8/16/2016" ,"PERatio": "27.70"
- Ca n b e to ke n I Z e d ,"DividendPayDate":"9/8/2016", "PERatioReal time":null, "PEGRatio":"2.34"
,"PriceEPSEstimateCurrentYear":"20.13", "PriceEPSEstimateNextYear": "18.07", "Synbol"
. . . <"MSFT","SharesOwned" :null, "ShortRatio":"1.42", "LastTradeTime" : "4:@0pn"
,"TickerTrend" :null, "OneyrTargetPrice":"59.50", "Volume": "18552579" , "HoldingsValue"
R e a I tl m e CO d e Va I I d a tl O n :null, "HoldingsValueRealtime":null,"YearRange":"41.66 - 58.50","DaysValueChange"
:null, "DaysValueChangeRealtime" :null,"StockExchange": "NMS", "DividendYield":"2.49"
,"PercentChange":"+0.38%"}}11}
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Add-on Setup ow v dem

A | | OWS yo u to g e n e r‘a te a n d Alert Action Inputs Add-on Setup Parameters

Click the Alert Action Inputs tab to define the input fields that are required for your alert action.

b u I I d S et u p p a g e W I t h O u t Click the Add-on Setup Parameters tab to define the setup parameters that are used by the add-on. This setup form is displayed to the user the first time the add-on runs.

To create a form, drag and drop inputs from the Component Library to the alert action form in the middle panel. Then, specify the properties for each input in the Property Editor.

haVing to deal With % Add Proxy | | x Add Account || x Add Logging | % Add Setting
setup.xml.

Component Library in Panel Setting Property Editor

Create you setup parameters e Text Input

Display Label

or select default ones.

Text Field Password Checkbox
Internal Name

Support multi-account o

Default Value

Interactive

Hints & Help

Out of the box proxy
support, password /f
encryption, logging

splunk> (conf2o1s



Advanced Modular Input Bz

If you have more advanced - =

Please fill in the form, click Test to preview the result and click Save to save the result. Learn more [2

data collection logic

API Token
base_input_APT ModInputAPT

Real time code validation .

Includes library:
— Checkpointing
— Reading encrypted password
from storage/password 2 et
endpoint
— Proxy e et s,
— Accessing parameter values
from setup page

MyScript(ModInputAPI):

splunk> (conf2o1s




Field Extraction ow via demc

Support various format incloese i

The summary below shows how your sample data was parsed for the JSON format. If the results look correct, click Save. Otherwise, click Cancel to return to the previous page to try parsing the data using a
J S O N different format. Learn more (2

Data Summary

Sourcetype: yahoo Event 1

Leverages machine learning= =
based on format similarity ..

query: { [-]
count: 1
created: 2016-08-26717:01:03Z

Automatically generatereg -

quote: { [+]

splunk> (conf2o1s



CIM Mapping oW Via deme

U I based CI M I I la p pl n g test \ Configure Data Collection ~ Add Sample Data  ExtractFields ~ MaptoCIM  Modular Alert  Package & Validate I Splunk Add-on Builder

. Map to CIM
a p yo u r = O n e s t O Map fields from your add-on to the Common Information Model. Start by selecting an event type. If the dropdown list doesn't show your event type, click Add Event Type to create t. Lear more 12
. .
the Common information o
*Select an event type *Select a CIM data model

i i Yahoo v Add Event Type Alerts v
model in a click of a
*Select an event field *Select a CIM field
button

elect one event fie v Select a CIM fiel v

Event Type Event Field Props.conf Entry CIM CIM Field Actions

Yahoo query.results.quote.  FIELDALIAS-dest = query.results.quote.Bid as dest Alerts dest Delete
Bid

splunk> (conf2o1s




Health Validation ‘Show via demo |

Validate you Add-on for:
— Best practices
— CIM compliance , _ “

Detect any field extraction
problems

Detect any problems with
you modular inputs

Certification readiness on
roadmap

splunk> (conf2o1s



Whats new in Add-on Builder 2.0
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Certification check ow via dema

Get pre-certified with a click N T
of a button
SestPracice * CMMagong % Fedbaact  x AppCertfcan E The valdation has beentemiated. X :

Relies on backend online

SphTAbox | Moddl . Splunk Add-on Bilder

. re . . TN
certification services to run [/ R -
I 8 eal )
check {“ — et e
Add-on Builder pushes the 8 D -
Add-on package to the 3 12 03 . ;

S e rVi C e a n d W a it S fO r re S u It S A Error Warning Pass ! st Pracice M Mapping Fied it Aop Cerfcaton

Validation Rule Details

to be returned. e —

Results are displayed on
validation step in Add-on
Builder.
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Alert Action 'Show via demo

Alert Action allows Splunk
admins to take automatic
actions from Splunk alert

Example of existing Custom
Alert actions on Splunkbase:
ServiceNow Incident
creation, Hipchat
notifications

Add-on Builder allows you to
build test and validate
Custom Alert Action in a
simple Ul based workflow.

Create Alert Action < IZEQ | concel

Alert Action Inputs Add-on Setup Parameters

Click the Alert Action Inputs tab to define the input fields that are requi dfy r alert action
Cli kth Add-on Setup Parameters tab to define the setup parameters that are used by the a dd . This setup form is displayed to the user the f st time the add-o
To create a form, drag and drop inputs from the Component Library to the a Irll n form in the middle panel. Then, pfylhppr\ s for hplthpr\yEdl

Component Library Property Editor
o oka Dropdown
Display Label
Actions
Text Field Passwor d Dropd Auth Tok

Internal Name

dropdown_list

Radio Group Checkbox peactat N Internal Value Default Value
Group AD Group! Deactivate deactivate 0
HEEH Activat activat
New Value
Hints & Help
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Alert Action— Adaptive Response B

Splunk Enterprise Security Create Alert Action
deVE|Oped. the Ada ptlve Alert Action Properties

R e S p O n S e I n Itl a t—l Ve to CO n n e Ct ::::he properties for this alert action, and choose whether to use the Adaptive Response feature of Splunk Enterprise Security.

Splunk with third part security =

syste ms o

Description

This is action alert to deactivate

Adaptive Response is built on oo
top of action alert to define ..
the interactions between O T

@ Adaptive Response

Enterprise Security Ul and the .

% Permissions Control % block % endpoint

undelying action alert.

Okta_Aura_Solid_BrightBlue.png

Supports adhoc actions and
alerts/automated

splunk> (conf2o1s



Questions
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Where can | download this app?

splunkbase’ CATEGORIES ~ TECHNOLOGIES ~ FOR DEVELOPERS

[#] Splunk Add-on Builder

#+ ADMINISTRATOR TOOLS: View App | View Analytics

i= OVERVIEW [) DOCUMENTATION % % % % Kk 5ratings

Rate this app
The Splunk Add-on Builder is a Splunk app that helps you build and validate technology add-
ons for your Splunk Enterprise deployment.

& 291 downloads

+ Subscribe

@ Share this app
The goals of the Splunk Add-on Builder are to:

* Guide you through all of the necessary steps of creating an add-on
* Reduce development and testing time

VERSION 1.0.0

* Follow best practices and naming conventions W Security and Compliance
* Maintain CIM compliance ¥ Utilities
* Maintain quality of add-ons £ Splunk Enterprise
* Validate and test the add-on, helping you to identify any limitations such as compatibilities 2 App
and dependencies > Splunk 6.3
* Maintain a consistent look and feel while still making it easy for you to add branding 5] Inputs

& CIM43

https://splunkbase.splunk.com/app/2962/#/overview
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Data models covered by CIM

Alerts

Application State
Authentication

Change Analysis
Databases

Email

Interprocess Messaging

Intrusion Detection/
Prevention

Inventory

Java Virtual Machines
Malware

Network Sessions
Network Traffic
Performance

Splunk Audit Logs
Vulnerabilities

Web

splunk> (conf2o1s



