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During	
  the	
  course	
  of	
  this	
  presentaJon,	
  we	
  may	
  make	
  forward	
  looking	
  statements	
  regarding	
  future	
  
events	
  or	
  the	
  expected	
  performance	
  of	
  the	
  company.	
  We	
  cauJon	
  you	
  that	
  such	
  statements	
  reflect	
  our	
  
current	
  expectaJons	
  and	
  esJmates	
  based	
  on	
  factors	
  currently	
  known	
  to	
  us	
  and	
  that	
  actual	
  events	
  or	
  
results	
  could	
  differ	
  materially.	
  For	
  important	
  factors	
  that	
  may	
  cause	
  actual	
  results	
  to	
  differ	
  from	
  those	
  
contained	
  in	
  our	
  forward-­‐looking	
  statements,	
  please	
  review	
  our	
  filings	
  with	
  the	
  SEC.	
  The	
  forward-­‐
looking	
  statements	
  made	
  in	
  the	
  this	
  presentaJon	
  are	
  being	
  made	
  as	
  of	
  the	
  Jme	
  and	
  date	
  of	
  its	
  live	
  
presentaJon.	
  If	
  reviewed	
  aRer	
  its	
  live	
  presentaJon,	
  this	
  presentaJon	
  may	
  not	
  contain	
  current	
  or	
  

accurate	
  informaJon.	
  We	
  do	
  not	
  assume	
  any	
  obligaJon	
  to	
  update	
  any	
  forward	
  looking	
  statements	
  we	
  
may	
  make.	
  In	
  addiJon,	
  any	
  informaJon	
  about	
  our	
  roadmap	
  outlines	
  our	
  general	
  product	
  direcJon	
  and	
  is	
  

subject	
  to	
  change	
  at	
  any	
  Jme	
  without	
  noJce.	
  It	
  is	
  for	
  informaJonal	
  purposes	
  only	
  and	
  shall	
  not,	
  be	
  
incorporated	
  into	
  any	
  contract	
  or	
  other	
  commitment.	
  Splunk	
  undertakes	
  no	
  obligaJon	
  either	
  to	
  develop	
  
the	
  features	
  or	
  funcJonality	
  described	
  or	
  to	
  include	
  any	
  such	
  feature	
  or	
  funcJonality	
  in	
  a	
  future	
  release.	
  



Agenda	
  

  IntroducJon	
  
  Where	
  Were	
  We?	
  
  Where	
  Are	
  We?	
  
  Where	
  Are	
  We	
  Going?	
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IntroducJon	
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  Chris	
  Duffey,	
  SCADA	
  Coordinator	
  at	
  Enterprise	
  Products	
  
  Worked	
  in	
  SCADA	
  for	
  ~10	
  years	
  
–  Internal	
  Development	
  on	
  in-­‐house	
  	
  

SCADA	
  system	
  
–  System	
  Support	
  
–  Infrastructure	
  &	
  Cyber	
  Security	
  

  Working	
  with	
  Splunk	
  for	
  18	
  months	
  

–  Working	
  	
  



IntroducJon	
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IntroducJon	
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  Technologies	
  
–  Proprietary	
  
–  Legacy	
  (30+	
  years)	
  and	
  New	
  
–  IsolaJon	
  (no	
  Internet	
  connecJon)	
  
–  24-­‐7	
  365	
  Days	
  a	
  year	
  (no	
  downJme)	
  

  Safety	
  Culture	
  
–  Patching	
  and	
  Approved	
  SoRware	
  
–  No	
  automated	
  “fixes”	
  
–  “If	
  it	
  ain’t	
  broke,	
  don’t	
  fix	
  it”	
  -­‐	
  cost	
  

OT	
  vs	
  IT	
  



Where	
  We	
  Were	
  



Where	
  We	
  Were	
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  EvaluaJon	
  of	
  SEIM	
  Products	
  began	
  in	
  2013	
  
  Looked	
  for	
  Vendor	
  Approved	
  products	
  
  Began	
  looking	
  at	
  TCO	
  and	
  full	
  value	
  of	
  products	
  
  IniJal	
  system	
  that	
  was	
  quoted	
  would	
  have	
  cost	
  $600+	
  K	
  for	
  
iniJal	
  investment	
  

  Looked	
  for	
  tools	
  that	
  could	
  do	
  more	
  with	
  less	
  
  In	
  August	
  2014,	
  POV	
  “Proof	
  Of	
  Value”	
  with	
  Splunk	
  

How	
  We	
  Got	
  Started	
  



Where	
  We	
  Were	
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  New	
  SCADA	
  System	
  ImplementaJons	
  
–  Legacy	
  systems	
  would	
  remain	
  for	
  2+	
  years	
  
–  Need	
  to	
  support	
  both	
  older	
  and	
  new	
  technologies	
  
–  Need	
  to	
  use	
  exisJng	
  resources	
  

  Everything	
  was	
  reacJng	
  aRer	
  criJcal	
  issues	
  
  DifficulJes	
  meeJng	
  SLA’s	
  (Regulatory)	
  
  Increased	
  focus	
  on	
  cyber	
  security	
  of	
  SCADA	
  Systems	
  

Our	
  Story	
  



Where	
  We	
  Were	
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  Vendor	
  provided	
  tools	
  limited	
  or	
  required	
  a	
  lot	
  of	
  Jme	
  
–  Lots	
  of	
  Jme	
  logging	
  into	
  server	
  
–  AlerJng	
  capabiliJes	
  were	
  limited	
  and	
  not	
  customizable	
  

  Lots	
  of	
  available	
  tools	
  	
  
–  Not	
  approved	
  by	
  vendor	
  
–  Not	
  suitable	
  for	
  SCADA	
  environment	
  

  Vendor	
  claims	
  on	
  system	
  resources	
  and	
  sizing	
  was	
  not	
  
always	
  accurate	
  

Our	
  Tools	
  



TroubleshooJng	
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Where	
  We	
  Are	
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Alerts	
  Messages	
   Metrics	
   Changes	
  Scripts	
  ConfiguraJons	
  Log	
  Files	
  

Databases	
  Networks	
   Servers	
   Virtual	
  
Machines	
  

Custom	
  
ApplicaJons	
  Security	
   Web	
  

Servers	
  

•  System	
  Overviews	
  
and	
  Stability	
  

•  Security	
  
•  SLA	
  
•  ReporJng	
  and	
  
Empowering	
  other	
  
groups	
  

Where	
  We	
  Are	
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  Splunk	
  Enterprise 	
   	
   	
  225	
  GB	
  Daily	
  
–  Windows,	
  Unix,	
  Linux,	
  SCADA	
  ApplicaJons,	
  Third	
  Party	
  Logs,	
  Interface	
  

Logging,	
  Environment	
  Monitoring,	
  etc.	
  

  Splunk	
  for	
  Enterprise	
  Security 	
  50	
  GB	
  Daily	
  
–  Palo	
  Alto,	
  AcJve	
  Directory,	
  iLO,	
  VPN,	
  RDP,	
  etc.	
  

  Splunk	
  for	
  VMware	
   	
   	
  50	
  GB	
  Daily	
  
  Splunk	
  IT	
  Service	
  Intelligence 	
  50	
  GB	
  Daily	
  

Where	
  We	
  Area	
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Where	
  We	
  Are	
  
System	
  Overviews	
  

•  System	
  States	
  of	
  All	
  	
  systems	
  
•  Ability	
  to	
  at	
  a	
  glance	
  see	
  abnormal	
  results	
  
•  Correlate	
  system	
  events	
  with	
  other	
  parts	
  
of	
  the	
  system	
  
–  Network	
  logs	
  
–  Windows	
  logs	
  
–  ApplicaJons	
  logs	
  
–  Security	
  logs	
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Where	
  We	
  Are	
  
System	
  Stability	
  

•  Time	
  is	
  important	
  in	
  
SCADA	
  (>	
  5	
  seconds	
  
and	
  things	
  shut	
  down)	
  

•  In	
  addiJon	
  field	
  
devices	
  need	
  to	
  be	
  
Jme	
  synched	
  and	
  DST	
  
can	
  wreak	
  havoc	
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Where	
  We	
  Are	
  
•  AlerJng	
  and	
  ReporJng	
  (SLA)	
  

•  Aware	
  of	
  issues	
  within	
  
1~	
  minute	
  

•  Rigorous	
  escalaJons	
  
•  PrescripJve	
  alerJng	
  
•  ResoluJon	
  in	
  4	
  
minutes	
  or	
  less	
  

NOW	
  w/	
  

(This	
  is	
  a	
  legal	
  steroid	
  for	
  SPLUNK!)	
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Where	
  We	
  Are	
  
System	
  Security	
  

•  Perimeter	
  monitoring	
  
for	
  suspicious	
  acJvity	
  

•  Ability	
  to	
  view	
  remote	
  
access	
  into	
  system	
  

•  Ability	
  to	
  view	
  user	
  
acJvity	
  with	
  system	
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Where	
  We	
  Are	
  
•  Empowering	
  Employees	
  and	
  Other	
  Groups	
  

•  Leak	
  DetecJon	
  	
  
–  Needed	
  long	
  term	
  

tracking	
  
–  IdenJfy	
  prioriJes	
  and	
  

track	
  progress	
  
–  Ability	
  to	
  see	
  

configuraJons	
  and	
  
alerts	
  

–  Used	
  to	
  influence	
  
decisions	
  about	
  staffing	
  
and	
  funding	
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Where	
  We	
  Are	
  
•  Empowering	
  Employees	
  and	
  Other	
  Groups	
  

•  Compliance	
  
–  Tracking	
  acJvity	
  with	
  

field	
  operaJons	
  
–  Providing	
  informaJon	
  

on	
  work-­‐load	
  balance	
  
–  Ability	
  to	
  invesJgate	
  

outages	
  
–  Ability	
  to	
  view	
  

configuraJon	
  changes	
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Where	
  We	
  Are	
  
•  Empowering	
  Employees	
  and	
  Other	
  Groups	
  

•  Internal	
  Systems	
  
Support	
  
–  Real	
  performance	
  

beyond	
  perfmon	
  
–  See	
  configuraJon	
  

problems	
  
–  View	
  errors	
  in	
  logs	
  

(worst	
  offenders)	
  
–  Splunk	
  as	
  data	
  source	
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Where	
  We	
  Are	
  
•  Empowering	
  Employees	
  and	
  Other	
  Groups	
  

•  Support	
  Staff	
  
–  View	
  communicaJon	
  

problems	
  
–  Historical	
  trending	
  
–  Tags	
  being	
  sent	
  to	
  PI	
  
–  Independent	
  of	
  system	
  



Where	
  We	
  Want	
  To	
  Be	
  



2017	
  Goal	
  

  Splunk	
  IT	
  Service	
  Intelligence	
  fully	
  implemented	
  for	
  “services”	
  and	
  
predicJve	
  system	
  modelling	
  

  Splunk	
  for	
  Enterprise	
  Security	
  fully	
  implemented	
  for	
  SEIM	
  in	
  SCADA	
  
Systems/Networks	
  

  HA	
  for	
  Indexers	
  
  Increase	
  from	
  225GB	
  to	
  300GB	
  of	
  Daily	
  Ingest	
  for	
  Splunk	
  Enterprise	
  
  Provide	
  even	
  more	
  Data	
  AnalyJcs	
  and	
  Insight	
  for	
  SCADA	
  Groups	
  and	
  
Control	
  Center	
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What	
  Have	
  We	
  Gained	
  

  Ability	
  to	
  be	
  pro-­‐acJve	
  when	
  responding	
  to	
  incidents	
  to	
  meet	
  SLA’s	
  
  DramaJc	
  reducJon	
  to	
  invesJgate	
  incidents	
  (50%+)	
  
  ReporJng	
  for	
  other	
  groups	
  to	
  help	
  them	
  do	
  their	
  jobs	
  
  Troubleshoot	
  and	
  correlate	
  data	
  for	
  root-­‐cause-­‐analysis	
  
  Visibility,	
  visibility,	
  visibility	
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THANK	
  YOU	
  


