Splunk And SCADA — Soul Mates Forever
Chris Duffey

PR
2 4ot
L2

SCADA Coordinator, SCADA Infrastructure & Cyber Security
Enterprise Products Partners
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Disclaimer

During the course of this presentation, we may make forward looking statements regarding future
events or the expected performance of the company. We caution you that such statements reflect our
current expectations and estimates based on factors currently known to us and that actual events or
results could differ materially. For important factors that may cause actual results to differ from those
contained in our forward-looking statements, please review our filings with the SEC. The forward-
looking statements made in the this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or
accurate information. We do not assume any obligation to update any forward looking statements we
may make. In addition, any information about our roadmap outlines our general product direction and is
subject to change at any time without notice. It is for informational purposes only and shall not, be
incorporated into any contract or other commitment. Splunk undertakes no obligation either to develop
the features or functionality described or to include any such feature or functionality in a future release.
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Agenda

Introduction

Where Were We?
Where Are We?
Where Are We Going?
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Introduction

Chris Duffey, SCADA Coordinator at Enterprise Products
Worked in SCADA for ~10 years

— Internal Development on in-house
SCADA system

— System Support

— Infrastructure & Cyber Security

Working with Splunk for 18 months
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Introduction

ENTERPRISE OPERATIONS MAP E Enterprise Products
Partners L.P.
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Introduction
OT vs IT

Technologies

— Proprietary

— Legacy (30+ years) and New

— Isolation (no Internet connection)

— 24-7 365 Days a year (no downtime)

Safety Culture

— Patching and Approved Software
— No automated “fixes”

— “If it ain’t broke, don’t fix it” - cost
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Where We Were
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Where We Were

How We Got Started

Evaluation of SEIM Products began in 2013
Looked for Vendor Approved products
Began looking at TCO and full value of products

Initial system that was quoted would have cost $600+ K for
initial investment

Looked for tools that could do more with less
In August 2014, POV “Proof Of Value” with Splunk
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Where We Were

Our Story

New SCADA System Implementations

— Legacy systems would remain for 2+ years

— Need to support both older and new technologies
— Need to use existing resources

Everything was reacting after critical issues
Difficulties meeting SLA’s (Regulatory)

Increased focus on cyber security of SCADA Systems
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Where We Were

Our Tools

Vendor provided tools limited or required a lot of time
— Lots of time logging into server
— Alerting capabilities were limited and not customizable

Lots of available tools

— Not approved by vendor
— Not suitable for SCADA environment

Vendor claims on system resources and sizing was not
always accurate
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Troubleshooting

% LogYiewer C:\Program Files'\Telvent'log\oasErrlog.log
File Edit Yiew Tools Help

[# | g Custom Views

2016-07-29 05:59:12.619 refintegcheck_6296 [TID=0x3bdd] - Pcalcticket 2490 is owned by ANOTHER batmtr; Pcalc batmtr: 45} & [a windows Logs Level Date and Time ot
2016-07-29 05:59:12.630 refintegcheck_6296 [TID=0x3hd4] - Physmtrcalc 4786 references physmtrcfg 95 which does not key on K [ () Information 7/28/2016 18:50:26

2016-07-29 05:59:12.652 refintegcheck_6296 [TID=0x3bd4] - Valid physmtrcfg 907 for batmtr SKELSOBRFQD4011 {yrefintegche =] security (W1nformation 7/28/2016 18:50:25

2016-07-29 05:59:12.664 refintegcheck_6296 [TID=0x3bd4] - Valid physmircfy 908 for batmtr SKELSOBRFQD4011 {yrefintegche ] setip pRinformation 7/25[2016 18:45:13

2016-07-29 05:59:12.675 refintegicheck_B296 [TID=0x3bdd] - Pcalcticket 2430 is owned by ANOTHER batmtr: Pcalc batmir. 45 q S e Events Dot et sy

2016-07-29 05:53:12.686 refintegcheck_6236 [TID=0x3bd4] - Physmtrcalc 367 keys to batmtr SKELSOBRFQD4011 through ticketd o 1= apnications and Services Logs (3 Information 71282016 18:44:47

2016-07-23 05:59:12.700 refintegcheck_6296 [TID=0x3bd4] - Physmtrcalc 1822 keys to batmtr SKELSOBRFQDA011 through tickel |4 subscriptions (D) Information 6/15/2016 16:53:12

2016-07-29 05:59:12.713 refintegcheck_B296 [TID=0x3bdd] - Physmtrcalc 1823 keys to batmtr SKELSOBRFQD4011 through ticke . ) Information 6/15/2016 16:53:12

2016-07-29 05:59:12.725 refintegcheck_6296 [TID=0x3bdd] - Physmtrcalc 4142 keys to batmtr SKELSOBRFQD4011 through ticke (@ 1nformation 6/15/2016 16:53:12

2016-07-29 05:59:12.736 refintegcheck_6296 [TID=0x3bdd] - Physmtrcalc 4143 keys to batmtr SKELSOBRFQD4011 through ticke (i) Information 6/15/2016 16:53:12

2016-07-29 05:59:12.894 refintegcheck_6296 [TID=0x3hd4] - Batmt{ BRENSEMRFQRO115 Completed Ticket 3 refers to ticket 234 (i) Information 6/15/2016 16:53:12 JL‘
2016-07-29 05:59:12.936 refintegcheck_6296 [TID=0x3bdd] - Batmtr HUUGSOBLFQR1388 PendTkt 0 refers to ticket 2098 that dod < | B

2016-07-29 05:59:12.948 refintegcheck_6296 [TID=0x3bd4] - Batmtr HUUGSOBLFQR1388 PendTkt 1 is an invalid Ticket ref {yrefi

Event 4, Servicin X
2016-07-29 05:59:12.957 refintegcheck_6296 [TID=0x3bdd] - Batmtr HUUGSOBLFQR1388 PendTkt 2 is an invalid Ticket ref { yrefi E =
2016-07-29 05:59:12.970 refintegcheck_6296 [TID=0x3bdd4] - Batmtr HUUGSORDFQR1388 PendTkt 0 refers to ticket 1855 that do General IDetaiIsl
2016-07-29 05:59:12.982 refintegcheck_6296 [TID=0x3bdd4] - Batmtr HUUGSORDFQR1388 Completed Ticket 2 refers to ticket 22 -
2016-07-29 05:59:12.994 refintegcheck_6296 [TID=0x3bdd4] - Batmtr HUUGSORDFQR1388 Completed Ticket 7 refers to ticket 29 |A reboot is necessary before package KB3156417 can be changed to the Installed
2016-07-29 05:59:13.007 refintegcheck_6296 [TID=0x3bd4] - Batmtr HUUGSORDFQR1388 Completed Ticket 280!’
2016-07-29 05:59:13.028 refintegcheck_6296 [TID=0x3bd4] - Physmtrcalc 4964 references physmtrcfy 750 which d L} Remot= DeEiomCas =lolx
2016-07-29 05:59:13.041 reﬁntegcheck_BZ% [TID=0x3bdd4] - Valid physmtrcfg 529 for batmtr GPK1S008FQD0004 Remote Desktop Setup
2016-07-29 05:59:13.053 refintegcheck_B296 [TID=0x3bd4]- Pcalcticket 1570 is owned by ANOTHER batmtr, F -~ 8 < c ct- Servicin Logged: 7/28/2016 18:4'
2016-07-29 05:59:13.067 refintegcheck_6296 [TID=0x3bd4] - Physmtrcalc 4964 keys to batmtr GPK1S008FQD0002 > Lonnection < P “
2016-07-29 05:59:13.083 refintegcheck_6296 [TID=0x3bd4] - Batmtr JKJ_Batmtr PendTkt 36 refers to ticket 2250 the 4 ; VG (e
2016-07-29 05:59:13.096 refintegcheck_6296 [TID=0x3bd4] - Batmtr JKJ_Batmtr PendTkt 37 refers to ticket 2250 thi Information Keywords:
2016-07-29 05:59:13.111 refintegcheck_6296 [TID=0x3bd4] - Batmtr JKJ_Batmtr PendTkt 38 refers to ticket 2250 the  Computer: ls°me host| LI SYSTEM Computer: HSTNADMO4.p_ |
2016-07-29 05:59:13.126 refintegcheck_6296 [TID=0x3bdd4] - Batmtr JKJ_Batmtr PendTkt 39 refers to ticket 2250 thi Username:  None speciied Info i
2016-07-29 05:59:13.138 refintegcheck_6296 [TID=0x3bdd4] - Batmtr JKJ_Batmtr PendTkt 40 refers to ticket 2250 thi ’ =2 T | Ll_l
2016-07-29 05:59:13.151 refintegcheck_6296 [TID=0x3bdd4] - Batmtr JKJ_Batmtr PendTkt 41 refers to ticket 2250 thi  You will be asked for credentials when you connect.
2016-07-29 05:59:13.172 refintegcheck_6296 [TID=0x3bd4] - Batmtr STA1VK-FQR1000 Completed Ticket 2800 is
2016-07-29 05:59:13.186 refintegcheck_6296 [TID=0x3bdd4] - Batmtr STA1S5-FQD1000 Completed Ticket 6 refers
2016-07-29 05:59:13.212 refintegcheck_6296 [TID=0x3bdd] - Metering Database: 404 integrity errors were found. {. v Show Options | Connect I Help
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Where We Are
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Where We Are

* System Overviews
and Stability

* Security

* SLA

* Reporting and

Log Files Configurations Messages Alerts Metrics Scripts Changes

: . , , Empowering other

groups

~
. IEETI ¢

Cu.storn Networks Databases Servers Vlrt".‘al et
Applications Machines Servers

Security
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Where We Area

Splunk Enterprise 225 GB Daily
— Windows, Unix, Linux, SCADA Applications, Third Party Logs, Interface
Logging, Environment Monitoring, etc.

Splunk for Enterprise Security 50 GB Daily
— Palo Alto, Active Directory, iLO, VPN, RDP, etc.

Splunk for VMware 50 GB Daily
Splunk IT Service Intelligence 50 GB Daily
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Where We Are

System Overviews

System States of All systems
Ability to at a glance see abnormal results

Correlate system events with other parts

of the system

— Network logs

— Windows logs

— Applications logs
— Security logs
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. Realtime
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Where We Are

System Stability

. . . . nfrastructure Dashboard - DomainTime tatistics
- Timeisimportantin - o
SCADA (> 5 Seconds # Time Syncs by Host (Top 10) Errors by Host (Top 10) Messages by Host (Top 10)
and things shut down) - V4

. In addition field ) ('
devices need to be g
time synched and DST "0 L L

can wreak havoc S W NYYYYYY "W
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Where We Are

- Alerting and Reporting (SLA)

phurk
Seavk  Pew Pepen den Dedemed

Sesrch & Reponig

« Aware of issues within
1~ minute

- Rigorous escalations
« Prescriptive alerting

« Resolutionin 4
minutes or less
NOW w/

pagerduty

(This is a legal steroid for SPLUNK!)
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Where We Are

System Security

° P e ri m et e r m O n ito ri n g TS‘e(;umy Dashboard - Remote Activity (VPN, RDP, VNC, SSL) TR [T
for suspicious activity s o

VPN Activity by Application Today VNC, SSL, MS-RDP via VPN Sessions VPN Activity by User VNC Sessions by User

\ L

ping wnc-encrypted

- Ability to view remote
access into system

ape .
b l \ I I ty t O V I e W u S e r Remote Access by Account and Destination IP VPN Access with Source IP's and Destination IP's
cldu

2N src_user srcip
104.211 ==

. . . kel n?
shsalisbury 120 206 108
dClvity wi system —— oeeee
. 210
ven-rquintana 5.104.89 [l S s
=100.135 o 150
100.136 [-155
1205
pary - 6
102.100
elly
s
102156
en-telvent 102173 Currently showing
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Where We Are

- Empowering Employees and Other Groups

. Leak Detection Dashboard - PLM Details Editv | Moemfov | [ & | &
- Leak Detection
DNA [ 2 CHC1 [<J83 x All Last 24 hours b

Time Period for S

PLM Events Categorized as Other

— Needed long term
tracking > o S— e

07/28/2016 Other BRP1-  Change from transient state

steady state LT3. Over/short limits reset to configured
08:13:33 CHC1  values for pim record BRP1-CHC1

07/28/2016  Other BRP1-  Change from steady state to transient state It3. Over/short limits expanded for pim record

. . o,
— Alarm Ack Reasons
28/2016 Other BRP1-  Change from steady state to transient state st3. Over/short limits expanded for pim record
08:12:32 CHC1  BRPI-CHCI
0 steady state ST3. Over/short limits reset to configured

08:12:32 CHC1  BRPICHCI
track progress eE om o e
07:24:32 CHC1  values for pim record BRP1-CHC1
H N 07/28/2016 Other BRP1-  Change from transient state to steady state LT3. Over/short limits reset to configured
-_— I I y O See ot 05:55:32 CHC1  values for pim record BRP1-CHC1
SRS

oSS 28/2016 Other BRP1-  Change from steady state to transient state st3. Over/short limits expanded for pim record
. N 055432 CHC1  BRPI-CHCI
CO n ﬁ u ratl O n s a n d Other BRP1-  Change from steady state to transient state l13. Over/short imits expanded for plm record
_time CHC1  BRP1-CHCT
7/28/ ther - hange from transient state to steady state ver/short limits reset to configure
I PK/UNPK CMD 07/28/2016 oth BRP1 ch fi d ST3. Over/short| figured
05:23:32 CHC1  values for pim record BRP1-CHC1
035433 CHC1  values for pim record BRP1-CHC1
282016 Other BRP1-  Change from steady state to transient state St3. Over/short limits expanded for pim record

— Used to influence ,

decisions about staffing " ulznlanlanlinnnnliualaaly ...

and funding

S Point Ack Alarm Other PLM Normal Total

s BRP1-CHC1 1 1 29 1 32

time

Ack Hl Alarm Il Other Ml PLM Normal
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- Compliance

— Tracking activity with
field operations

— Providing information
on work-load balance

— Ability to investigate
outages

— Ability to view
configuration changes

Where We Are

- Empowering Employees and Other Groups

Compliance Dashboard - Checkpoint Work

In Last 7 Days

Tag Checkouts for Completed Projects

277

Projects Completed By User Over Time (Last 30 Days)

Projects Completed

- - -
Wed Jul
M ABGiEB I W)NOTSCHAELE - -

eeeeeeeeeeeeeee

i &
Active Projects New Projects
Tags Associated with Open Checkouts Tags Needing Full Check-out
Point Checkouts By User Over Time (Last 30 Days)
- -
|| - — = — -
d Jul 20
M hyang M ABGiBe M RKKELLY I WINOTSCHAELE - M dmbouzigard ]

Active Projects by User
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Where We Are

- Empowering Employees and Other Groups

N | nte rna | Syste ms WPMDashboard - Data Server
Su p port

Real performance
beyond perfmon
— See configuration
problems o 10 - T
— View errors in logs v e e R
(worst offenders)
— Splunk as data source

Calculation Errors

Tags with Abnormal Calculation Results by Value

count
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Where We Are

- Empowering Employees and Other Groups

Support Dashboard - DNA Comm Stats Details Egtv | Moo | [ 4 | &

« Support Staff
— View communication e —
p ro b | e m S Connection Information Remote Information

Connection P Port - | System Onscan

Remote Group

— Historical trending
— Tags being sent to Pl

Average Throughput over Time by Connection

Independent of system -
Remotes and Connection Statistics
Selecting a Connection will pull up relevant details
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Where We Want To Be

) i11a/5.9 (Macint 3

o 01(')“ 75.38 Safari/s§§f";,.“;
e dﬁsgmome/c;'m&JsESSIONI":SD“L“”*é
2> A = !

Lz - W maan 10:40:87:8)
o 7 7'\&2\0@06 107K e S oty 4 1- GET fcate
vz g “S‘d o
W A/’ '\(&'\eggo‘ ﬁj \““\“ m Q‘
b0 et by oy
RN A h
AT SR =N (RN
VIO (a;; \ RN
A \gFprons @\ hs
< Q&4OQQ\% 2 @QQ e
e 2N (o ( "~
&/b \ ‘e‘ ROG S, >
2 « R (o S5
u\‘\ozil\a/s'e (Macintogy, L) (7% i % 3‘\
st 58373 B o beeicar diss = X A
e me’ > 91&JSE - = § 1 b i
o \‘356w/‘do% (o OO o 010000 e T s : PRss
\)o\!\’b Vg‘«‘ @eCd [ \\ AN
XA e (o y
P RPN - IN
@ o A\ N @(;% N
5 2 i S N
o -~ o0 N .
=0 v .\:\(')rooﬁe“’w;\ %o
~\ A, )/ DRGNP E
LR QN Vg e
~L o DGR R A
s X7 Q Ote” VR ;
oE S s 3 SO VR s 7
\ US)S 02 [ N Q 7 f,?‘\\\& ¢
3 ‘é%}(\ > %‘ 0 Q ‘(‘%—kﬁ %
40 210 é:’) ‘4 0 D % N E
QU l/Eﬁ /T Lok
. 2 5 PRI ‘ng
9. v’ 1%
2 & Bt @D 3 Macj D%"%‘co
o n e
ETL/ANS 7538 Safartysos R ner oz 27
B W 4 s 2iZy
g 2l D LNID=Spgs) srranprsess 0

S

vst : SGAE

wr°f uv-geg/Lueyes 8ES OWw
" fusojuisey) G'S/E\\xl



2017 Goal

Splunk IT Service Intelligence fully implemented for “services” and
predictive system modelling

Splunk for Enterprise Security fully implemented for SEIM in SCADA
Systems/Networks

HA for Indexers
Increase from 225GB to 300GB of Daily Ingest for Splunk Enterprise

Provide even more Data Analytics and Insight for SCADA Groups and
Control Center
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What Have We Gained

Ability to be pro-active when responding to incidents to meet SLA’s
Dramatic reduction to investigate incidents (50%+)

Reporting for other groups to help them do their jobs
Troubleshoot and correlate data for root-cause-analysis

Visibility, visibility, visibility
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