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Disclaimer	
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During	
   the	
   course	
   of	
   this	
   presentaBon,	
   we	
   may	
   make	
   forward	
   looking	
   statements	
   regarding	
   future	
  
events	
  or	
  the	
  expected	
  performance	
  of	
  the	
  company.	
  We	
  cauBon	
  you	
  that	
  such	
  statements	
  reflect	
  our	
  
current	
  expectaBons	
  and	
  esBmates	
  based	
  on	
   factors	
   currently	
   known	
   to	
  us	
  and	
   that	
  actual	
   events	
  or	
  
results	
  could	
  differ	
  materially.	
  For	
   important	
  factors	
  that	
  may	
  cause	
  actual	
  results	
  to	
  differ	
  from	
  those	
  
contained	
   in	
   our	
   forward-­‐looking	
   statements,	
   please	
   review	
   our	
   filings	
   with	
   the	
   SEC.	
   The	
   forward-­‐
looking	
   statements	
  made	
   in	
   the	
   this	
   presentaBon	
   are	
   being	
  made	
   as	
   of	
   the	
   Bme	
   and	
   date	
   of	
   its	
   live	
  
presentaBon.	
   If	
   reviewed	
   a\er	
   its	
   live	
   presentaBon,	
   this	
   presentaBon	
   may	
   not	
   contain	
   current	
   or	
  
accurate	
  informaBon.	
  We	
  do	
  not	
  assume	
  any	
  obligaBon	
  to	
  update	
  any	
  forward	
  looking	
  statements	
  we	
  
may	
  make.	
  In	
  addiBon,	
  any	
  informaBon	
  about	
  our	
  roadmap	
  outlines	
  our	
  general	
  product	
  direcBon	
  and	
  is	
  
subject	
   to	
   change	
   at	
   any	
   Bme	
  without	
   noBce.	
   It	
   is	
   for	
   informaBonal	
   purposes	
   only	
   and	
   shall	
   not,	
   be	
  
incorporated	
  into	
  any	
  contract	
  or	
  other	
  commitment.	
  Splunk	
  undertakes	
  no	
  obligaBon	
  either	
  to	
  develop	
  
the	
  features	
  or	
  funcBonality	
  described	
  or	
  to	
  include	
  any	
  such	
  feature	
  or	
  funcBonality	
  in	
  a	
  future	
  release.	
  
If	
  you	
  are	
  sBll	
  reading	
  –	
  well	
  done.	
  



Agenda	
  
  CISO:	
  “Hey,	
  I’ve	
  got	
  a	
  great	
  idea	
  –	
  can	
  you	
  brief	
  the	
  board?”	
  
  The	
  value	
  to	
  the	
  Security	
  Program	
  of	
  Briefing	
  the	
  board.	
  

  Our	
  plan	
  
  How	
  you	
  can	
  do	
  what	
  we	
  did	
  

ê  Create	
  the	
  Network	
  
ê  Splunk	
  Queries	
  and	
  Dashboards	
  

  DemonstraBon	
  

  What	
  we	
  gained	
  
  Lessons	
  Learned	
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to	
  	
  



CISO:	
  “Hey,	
  I’ve	
  Got	
  A	
  Great	
  Idea	
  –	
  	
  
Can	
  You	
  Brief	
  The	
  Board?”	
  



CISO:	
  “Hey,	
  I’ve	
  Got	
  A	
  Great	
  Idea	
  –	
  Can	
  You	
  Brief	
  The	
  Board?”	
  

Context	
  
•  Capital	
  Group	
  
•  About	
  our	
  board(s)	
  
•  The	
  board’s	
  “special	
  guest”	
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Design	
  Goal	
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“Maintain	
  board	
  support	
  by	
  demonstraBng	
  how	
  easy	
  it	
  is	
  for	
  an	
  aRacker	
  to	
  gain	
  
access	
  to	
  a	
  corporate	
  network,	
  gather	
  and	
  exfiltrate	
  data	
  then	
  show	
  them	
  how	
  we	
  use	
  
bright	
  people	
  and	
  bright	
  tools	
  to	
  defeat	
  the	
  a4acker.”	
  

	
  



The	
  Value,	
  To	
  The	
  Security	
  Program,	
  	
  
Of	
  Briefing	
  The	
  Board	
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2016 lisa ralon	
  

	
  
•  AirBme	
  with	
  the	
  board	
  
•  Prove	
  the	
  program’s	
  value	
  
•  EducaBon	
  (bi-­‐direcBonal)	
  
•  Gaining	
  further	
  support	
  
	
  
	
  

But	
  the	
  CIO/CISO	
  does	
  that	
  
normally…right?	
  



Why	
  Choose	
  Technical	
  Teams	
  	
  
To	
  Add	
  Value	
  To	
  Board	
  MeeBngs:	
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1.  Validate	
  the	
  CIO/CISO	
  message	
  
2.  Fresh	
  interesBng	
  people	
  (ok	
  some	
  of	
  us)	
  
3.  Provides	
  “horse’s	
  mouth”	
  evidence	
  
4.  Provides	
  boards	
  with	
  a	
  chance	
  to	
  check	
  

CIO/CISO	
  answers	
  
5.  Punng	
  technical	
  teams	
  on	
  show,	
  

demonstrates	
  CIO/CISO	
  confidence	
  
6.  Hands	
  on	
  DemonstraBons	
   littlezepper116	
  



The	
  Value,	
  To	
  The	
  Security	
  Program,	
  	
  
Of	
  Briefing	
  The	
  Board	
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It	
  could	
  all	
  go	
  badly	
  wrong!	
  

The	
  Value,	
  To	
  The	
  Security	
  Program,	
  	
  
Of	
  Briefing	
  The	
  Board	
  



PreparaBon	
  

  Choose	
  Good	
  people	
  
  Have	
  Clear	
  Goals	
  

  Mucho	
  CISO	
  review	
  
  ConBngency	
  plans	
  

  PracBce,	
  PracBce,	
  PracBce	
  

The	
  Value,	
  To	
  The	
  Security	
  Program,	
  	
  
Of	
  Briefing	
  The	
  Board	
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The	
  Build	
  



DemonstraBon	
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  A	
  complex	
  aRack	
  
  ACME	
  Corp,	
  a	
  corporate	
  style	
  (but	
  small)	
  
network	
  

  Uses	
  an	
  unpatched	
  vulnerability	
  
  Based	
  on	
  the	
  Sony	
  malware	
  aRack	
  
  Could	
  happen	
  to	
  anyone	
  that	
  has	
  an	
  email	
  
inbox	
  



Sit	
  Back	
  And	
  Enjoy	
  The	
  Show	
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Kill	
  Chain	
  

External	
  Recon	
   ExploitaBon	
   Internal	
  Recon	
   EscalaBon	
  of	
  
Privilege	
  

Gather	
  Data	
   Command	
  and	
  
Control	
  

AcBons	
   Erase	
  Tracks	
  

Direction of Attack 

{{PD-­‐US}}	
  



Build	
  Outline	
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  Plasorm	
  Design	
  (win7x64,	
  vbox)	
  
  Network	
  layout	
  (isolated	
  net=external,	
  host-­‐only	
  net=internal)	
  
Splunk	
  device	
  
–  Dovecot/webmail	
  &	
  snort	
  IDS	
  (splunk	
  logs	
  via	
  file)	
  

  Firewall	
  device	
  (fw	
  rules,	
  splunk	
  logs	
  via	
  syslog)	
  
  VicBm	
  build	
  (console	
  shared,	
  webcam)	
  
  ARacker	
  device	
  (aRack	
  script)	
  



(Virtual)	
  Network	
  Layout	
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  Separated	
  by	
  Firewall	
  
  External:	
  “Internal”	
  network	
  
  Internal:	
  “Host	
  Only”	
  network	
  

“There’s	
  no	
  Me	
  in	
  ACME”	
  



Virtual	
  Machine	
  Host	
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  Windows	
  7	
  x64	
  Fully	
  Patched	
  
  Quad	
  Core	
  CPU	
  
  16	
  Gb	
  Memory	
  (minimum)	
  
  VirtualizaBon	
  So\ware:	
  	
  
Oracle	
  Virtual	
  Box	
  



Firewall	
  Virtual	
  Machine	
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  Open	
  Source	
  
  GUI	
  ConfiguraBon	
  
Splunk	
  logs	
  via	
  Syslog	
  

  TURN	
  OFF	
  Bogon	
  Filtering	
  
  Set	
  NIC	
  Addresses	
  StaBc	
  
  All	
  else	
  is	
  default	
  senngs	
  

  No	
  NAT	
  



UBlity	
  Virtual	
  Machine	
  (Webmail)	
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  Ubuntu	
  14	
  LAMP	
  
DoveCot	
  IMAP	
  

  MTA	
  Local	
  sendmail	
  
A\erLogic	
  Webmail	
  

  Custom	
  email	
  script	
  
  Ingest	
  mail.log	
  into	
  Splunk	
  

Realism	
  is	
  Sacrificed	
  for	
  Simplicity	
  and	
  Impact	
  



UBlity	
  Virtual	
  Machine	
  (Intrusion	
  DetecBon)	
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  Snort	
  2.9	
  
  Logging	
  of	
  Snort	
  Alerts	
  to	
  	
  
Splunk	
  via	
  alert	
  file	
  

  Used	
  custom	
  detecBon	
  rules	
  



VicBm	
  Virtual	
  Machine	
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  Windows	
  7	
  x86	
  SP1	
  
  DO	
  NOT	
  Apply	
  Any	
  Patches	
  
  Set	
  ARacker’s	
  VM	
  IP	
  as	
  Trusted	
  in	
  IE8	
  
  Add	
  www.myresume.local	
  to	
  hosts	
  
  Stage	
  the	
  User’s	
  Desktop	
  then	
  Snapshot	
  
  Tasks	
  for	
  the	
  VicBm	
  User	
  during	
  the	
  Demo:	
  

ê  Change	
  the	
  vicBm	
  user’s	
  password	
  
ê  Click	
  on	
  the	
  email	
  link	
  

	
  

Realism	
  is	
  Sacrificed	
  for	
  Simplicity	
  and	
  Impact	
  



ARacker	
  Virtual	
  Machine	
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  Kali	
  Linux	
  2.0	
  
  All	
  ARack	
  AutomaBon	
  is	
  done	
  in	
  Metasploit	
  via	
  Resource	
  Scripts	
  (.rc)	
  
  IniBal	
  Exploit	
  Vector	
  is	
  MS13-­‐037:	
  
–  Discovered	
  March	
  06,	
  2013	
  
–  Windows	
  7	
  x86	
  SP1	
  running	
  

Internet	
  Explorer	
  8	
  

  Minimize	
  Typing	
  /	
  Maximize	
  Scripts	
  



UBlity	
  Virtual	
  Machine	
  (Splunk)	
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  DetecBng	
  Firewall	
  Events	
  
sourcetype=pfsense:filterlog 192.168.10.128 action=blocked 

  Wanted	
  reliable	
  &	
  simple	
  detecBon	
  



UBlity	
  Virtual	
  Machine	
  (Splunk)	
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  DetecBng	
  IDS	
  Events	
  
host=snort (dest_port=8080 OR dest_port=8888) 

  Used	
  IDS	
  for	
  more	
  consistent	
  alerBng	
  



UBlity	
  Virtual	
  Machine	
  (Splunk)	
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  User	
  firewall	
  logs	
  to	
  generate	
  “acBve”	
  map	
  hits	
  
  Fixed	
  the	
  Lat/Lon	
  for	
  src	
  and	
  dest	
  
  Used	
  Custom	
  VisualizaBons	
  iPew	
  



UBlity	
  Virtual	
  Machine	
  (Splunk)	
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UBlity	
  Virtual	
  Machine	
  (Splunk)	
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  Wanted:	
  
–  a	
  Clean	
  Simple	
  User	
  Interface	
  
–  Clear	
  Good/Bad	
  Indicators	
  (green/red)	
  
–  a	
  History	
  of	
  each	
  ARack	
  Phase	
  
–  a	
  Feature	
  with	
  a	
  Pop!	
  

  UI	
  View	
  uses:	
  	
  
–  Value	
  &	
  Line	
  Panels	
  for	
  each	
  Phase	
  	
  
–  Custom	
  VisualizaBons	
  Splunk	
  App	
  for	
  Map	
  



Walkthrough	
  Script	
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  Make	
  sure	
  every	
  step	
  is	
  documented	
  
  Do	
  not	
  manually	
  control	
  the	
  aRack	
  
  Allows	
  focus	
  on	
  dialog	
  



DemonstraBon	
  



The	
  ARacker’s	
  PerspecBve	
  

Knows the Company’s 
Exterior and Own 

Capabilities	
  
No	
  Knowledge	
   Knows	
  ObjecBves	
  and	
  How	
  

to	
  Complete	
  Them	
  

1	
  
2	
  

3	
  



Sit	
  Back	
  and	
  Enjoy	
  the	
  Show	
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SimulaBon	
  –	
  Cyber	
  Kill	
  Chain	
  Phase	
  1	
  –	
  External	
  Recon	
  



SimulaBon	
  –	
  Cyber	
  Kill	
  Chain	
  Phase	
  2	
  –	
  ExploitaBon	
  



SimulaBon	
  –	
  Cyber	
  Kill	
  Chain	
  Phase	
  3	
  –	
  Internal	
  Recon	
  



SimulaBon	
  –	
  Cyber	
  Kill	
  Chain	
  Phase	
  4	
  –	
  EscalaBon	
  of	
  Privilege	
  



EscalaBon	
  of	
  Privilege	
  SimulaBon	
  –	
  Cyber	
  Kill	
  Chain	
  Phase	
  5	
  –	
  Staging	
  Data	
  



SimulaBon	
  –	
  Cyber	
  Kill	
  Chain	
  Phase	
  7	
  –	
  AcBons	
  



SimulaBon	
  –	
  Cyber	
  Kill	
  Chain	
  Phase	
  8	
  –	
  Erase	
  Tracks	
  



SimulaBon	
  –	
  Cyber	
  Kill	
  Chain	
  Phase	
  8	
  –	
  Erase	
  Tracks	
  



Endstate	
  



Impact	
  Statement	
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Important	
  ConsideraBons	
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  The	
  board	
  are	
  not	
  technical	
  –	
  at	
  all	
  
  Key	
  requirement:	
  risk	
  to	
  your	
  company	
  
  Be	
  specific	
  about	
  what	
  data	
  or	
  devices	
  are	
  at	
  risk	
  
  A	
  picture	
  paints	
  1000	
  words	
  
	
  
  Don’t	
  over	
  do	
  it	
  –	
  aim	
  for	
  ‘pleasantly	
  terrified’	
  
  The	
  board	
  should	
  know	
  Cyber	
  Risk	
  is	
  concerning	
  but	
  the	
  CISO/CIO	
  
have	
  it	
  covered	
  



Lessons	
  Learned	
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  There	
  may	
  be	
  one	
  or	
  two	
  technical	
  Jedi	
  on	
  the	
  board	
  –	
  indulge	
  them	
  
  If	
  something	
  can	
  go	
  wrong,	
  it	
  will	
  go	
  wrong.	
  (Telephone)	
  
  Leave	
  enough	
  Bme	
  for	
  quesBons	
  –	
  interrupBons	
  happen	
  
  If	
  you	
  use	
  a	
  volunteer	
  –	
  give	
  very	
  clear	
  instrucBons	
  
  PracBce	
  in	
  the	
  room	
  well	
  before	
  the	
  big	
  day	
  
  PracBce,	
  PracBce,	
  PracBce	
  



Outcome	
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  A	
  ha	
  moment	
  
  Awareness	
  of	
  InformaBon	
  Security	
  
Issues	
  

  Understanding	
  of	
  how	
  we	
  use	
  
Splunk	
  

  Taking	
  the	
  message	
  outside	
  
  Growth	
  of	
  SIRT	
  team	
  
  Subsequent	
  brief	
  requests	
  



QuesBons	
  
More	
  informaBon	
  on	
  the	
  build	
  can	
  be	
  found	
  at:	
  hRps://www.chaoBcsecurity.com/splunk-­‐conf-­‐2016/	
  
(this	
  blog	
  is	
  not	
  affiliated	
  with	
  Capital	
  Group)	
  



THANK	
  YOU	
  


