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Gain Insights into your Microsoft Azure
Data using Splunk

Jason Conger
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Disclaimer

During the course of this presentation, we may make forward looking statements regarding future
events or the expected performance of the company. We caution you that such statements reflect our
current expectations and estimates based on factors currently known to us and that actual events or
results could differ materially. For important factors that may cause actual results to differ from those
contained in our forward-looking statements, please review our filings with the SEC. The forward-looking
statements made in the this presentation are being made as of the time and date of its live presentation.
If reviewed after its live presentation, this presentation may not contain current or accurate information.
We do not assume any obligation to update any forward looking statements we may make. In addition,
any information about our roadmap outlines our general product direction and is subject to change at
any time without notice. It is for informational purposes only and shall not, be incorporated into any
contract or other commitment. Splunk undertakes no obligation either to develop the features or
functionality described or to include any such feature or functionality in a future release.
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Agenda

Deploying Splunk on Azure
Collecting Machine Data from Azure

Splunk Add-ons
Use cases for Azure Data in Splunk

3 splunk> (conf2o1s



Splunk available in Azure Marketplace

SALES 1-800-867-1389 w | MY ACCOUNT

. FREE ACCOUNT
Why Azure  Products Documentation Pricing Partners Blog Resources Support

Splunk Enterprise

> by Splunk

Get Started with Splunk Enterprise on Azure

Now you can get Award-winning Splunk Enterprise with the power of the cloud! Splunk Enterprise on Azure provides all the benefits of
the cloud:

* Low total cost of owning & operating an enterprise-grade Operational Intelligence solution

Faster time-to-value since it is easy & quick to get started on Azure without worrying about lengthy installation and configuration
processes

Easily scale your solution without dealing with months of hardware and capacity planning

Increased collaboration with access to your data anywhere, anytime and by any authorized user

This Bring Your Own License (BYOL) solution template uses Splunk's 60-day Enterprise Trial license which includes S00MB of indexing
per day. Contact the Splunk sales team online if you need to extend your license or need more volume per day.

Deployment typically takes 10-30 minutes, depending on the deployment size requested. Once complete, Splunk Enterprise can be
accessed at https://{domainName)}.{location}.cloudapp.azure.com. For example, if the deployment is created in the West US region
with parameter domainName set to "example”, Splunk Enterprise can be accessed at https://example.westus.cloudapp.azure.com
using Splunk username admin and configured Splunk password

E O W
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Create Splunk Enterprise

Create Splunk Enterprise Splunk settings

Splunk settings

* New public IP name ®
Basics (new) splunkIP
Done

* Domain name for Splunk @

Infrastructure information W, mysplunk
Done

Search resources

eastus.cloudapp.azure.com

Splunk settings
Provide Splunk settings

Splunk deployment type ®

Cluster

* Splunk admin password

* Confirm password

* IP range to SSH from @

0.0.0.0/0

* IP range to receive data from @

0.0.0.0/0

splunk>
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Splunk in Azure Marketplace

What can Splunk solution template do for you?

Accelerates deployment time down to minutes
Abstracts away details of configuring distributed Splunk
Incorporates Splunk best practices for operations and administration

Extensible and customizable templates to fit custom needs

https://azure.microsoft.com/en-us/marketplace/partners/splunk/splunk-enterprisebyol/
https://www.splunk.com/pdfs/technical-briefs/deploying-splunk-enterprise-on-microsoft-azure.pdf
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Azure Marketplace
Demo
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Collecting Machine
Data from Azure
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How we collect Azure Data

—)
n—m&_;

Azure
Storage Containers

= O 2 .

Tables Blobs Files  Queues
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Azure Storage Table Data

PartitionKey RowKey Timestamp MD5Hash N PhysicalTableName Reserved1 Reserved2 Reserved3 Schema

00000000000000... | WADMetricsPT... [4/15/2016 6:01:... |23b10029922d0... | 00000000000000... | WADMetricsPT1HP10DV2S <MdsConf

00000000000000... | WADMetricsPT... |4/15/2016 7. 23b1002992240... | 000OOOOO000000... | WADMetricsPTIMP10DV2S <MdsConf

0000000000000D... | LinuxCpuVer2vD... | 1/28/2016 10:16... | b1ab5b6501e53... | 00000000000000... | LinuxCpuVer2vD <MdsConf

00000000000000... | WADWindowsE... |4/15/2016 4:25.... |4906b5683cf854... | 00000000000000... | WADWindowsEventLogsTable <MdsConf

0000000000000D... | WADWindowsE... | 4/14/2016 3:43:... | 5fafeéd86c81da5... | 000DDOOOOO000D...  WADWindowsEventLogsTable <MdsConf

00000000000000... | LinuxDiskVer2v0... | 1/28/2016 10:16... | b32f36218d3e15... | 00000000000000... | LinuxDiskVer2v0 <MdsCanf

00000000000000... | WADDiagnostic... | 4/14/2016 3: 944075ddd29¢8... |00000000000000... | WADDiagnosticinfr, PartitionKey RowKey Timestamp PreciseTimeStam Deploymentld Role Rolelnstance Level ProviderGuid Eventld Pid

00000000000000... | WADDiagnostic... |4/14/2016 7:19:... |94dd021bb0e78... |00000000000000... | WADDiagnosticinfri 06358599150000... | 2350e8fc-c9dc-... [12/17/2015 11:2... | 12/17/2015 11:2... | 2350e8fc-cIdc-... |laaS _SplunkJCVMO1 |2 64000 1716

00000000000000... | WADDiagnostic... | 4/15/2016 7:57... | chadea227b53d7... | 00000000000000...| WADDiagnosticinfr{ 0§358599150000... | 2350e8fc-cdc-... [12/17/2015 11:2... [12/17/2015 11:2... | 2350e8fc-cIdc-... |laaS _SplunkJCVMO1 |2 64000 1716

00000000000000...| WADDiagnostic.. | 4/15/2016 12:02... | edfa32c0deas21...| 00000000000000... WADDiagnosticnfr 635050015600p,, | 2350e8fc-cOdc-... [12/17/2015 11:2.. | 12/17/2015 11:2... | 2350e8fc-cdc-... |12 _SplunkiCVMO1 |2 64000 1716

0000000000000D... | LinuxMemoryV... |1/28/2016 10:19... | 00724dTeca3da... | 0000000000000D... | LinuxMemoryVer2vi

O0000000000000,.. LimocyslogVer2... | /2872016 16:19,.. |F01463ef503829... | 0000000000000, L oaverznd 06358599156000... | 2350e8fc-c9dc-... |12/17/2015 11:2... [12/17/2015 11:2... | 2350e8fc-c9dc-... |laaS _SplunkJCVMO1 |2 64000 1716

00000000000000...| WADPerforman.. | 4/14/2016 1:58:... | 250ea1da0f2707... | 00000000000000... | WADPerformanceC, 06358399156000... | 2350e8fc-c9dc-... |12/17/2015 11:2... | 12/17/2015 11:2... | 2350e8fc-cIdc-... |laaS _SplunkJCVMO1 |2 64000 1716

00000000000000... | WADPerforman... |4/14/2016 3:43:... |4c2fOba547efd6... |00000000000000... | WADPerformanceC 06358599156000... | 2350e8fc-c9dc-... [12/17/2015 11:2... | 12/17/2015 11:2... | 2350e8fc-c9dc-... |laaS _SplunkJCVMO1 |2 64000 1716

00000000000000... | WADPerforman... |4/15/2016 7:22:... | 82119e295¢6602... | 00000000000000... | WADPerformanceC 06358599156000.., | 2350€8fc-c9dc-... | 12/17/2015 11:2... | 12/17/2015 11:2... | 2350e8fc-cdc-... |laasS _SplunkJCVMO1 |2 64000 1716
06358599156000... | 2350e8fc-c9dc-... | 12/17/2015 11:2... [12/17/2015 11:2... | 2350e8fc-c9dc-... |laasS _SplunkJCVMO1 |2 64000 1716
06358599156000... | 2350e8fc-c9dc-... | 12/17/2015 11:2... [12/17/2015 11:2... | 2350e8fc-cOdc-... |laaS _SplunkJCVMO1 |2 64000 1716
06358599156000... | 2350e8fc-c9dc-... |12/17/2015 11:2... [12/17/2015 11:2... | 2350e8fc-c9dc-... |laasS _SplunkJCVMO1 |2 64000 1716
06358599156000... | 2350e8fc-c9dc-... | 12/17/2015 11:2... [ 12/17/2015 11:2... | 2350e8fc-c9dc-... |laaS _SplunkJCVMO1 |3 64000 1716
06358610358000... | 2350e8fc-c9dc-... |12/19/2015 6:34... [12/19/2015 6:33... | 2350e8fc-c9dc-... |laasS _SplunkJCVMO1 |2 64000 1716
06358610358000... | 2350e8fc-c9dc-... | 12/19/2015 6:34... [ 12/19/2015 6:33... | 2350e8fc-c9dc-... |laaS _SplunkJCVMO1 |2 64000 1716
06358610358000... | 2350e8fc-c9dc-... |12/19/2015 6:34... [ 12/19/2015 6:33... | 2350e8fc-c9dc-... |laasS _SplunkJCVMO1 |2 64000 1716
06358610358000... | 2350e8fc-c9dc-... | 12/19/2015 6:34... [12/19/2015 6:33... | 2350e8fc-c9dc-... |laaS _SplunkJCVMO1 |2 64000 1716
06358610358000... | 2350e8fc-c9dc-... | 12/19/2015 6:34... [ 12/19/2015 6:33... | 2350e8fc-c9dc-... |laaS _SplunkJCVMO1 |2 64000 1716
06358610358000... | 2350e8fc-c9dc-... | 12/19/2015 6:34... [12/19/2015 6:33... | 2350e8fc-c9dc-... |laasS _SplunkJCVMO1 |2 64000 1716
06358610358000... | 2350e8fc-c9dc-... | 12/19/2015 6:34... [ 12/19/2015 6:33... | 2350e8fc-c9dc-... |laaS _SplunkJCVMO1 |2 64000 1716
06358610358000... | 2350e8fc-c9dc-... |12/19/2015 6:34... [ 12/19/2015 6:33... | 2350e8fc-c9dc-... |laaS _SplunkJCVMO1 |2 64000 1716
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Azure Storage Blob Data

SPLUNKGSA

Folder

(¢

Refresh

NAME MODIFIED BLOB TYPE SIZE NAME MODIFIED BLOB TYPE SIZE NAME MODIFIE
splunkgsa - 2016 - 05
SPLUNKGSA
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Microsoft Azure Python SDKs

( ’ Personal Opensource Business Explore Pricing Blog Support  This organizatior

B Microsoft Azure

. APls, SDKs and open source projects from Microsoft Azure
Redmond, WA & the cloud http://azure.github.io/
[] Repositories People 712
Filters ~ python
azure-sdk-for-python Python + 310 7238

Microsoft Azure SDK for Python

azure-storage-python Python w41 (527

Microsoft Azure Storage Library for Python

splunk> (conf2o1s
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Splunk Add-ons for
Microsoft Azure Data
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Azure Functions
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What is Serverless?
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Server Abstraction Event-driven scale Sub-second billing

splunk> (conf2o1s



Azure Functions

Process events with Serverless code.

Make composing Cloud Apps insanely easy

Develop Functions in C#, Node.js, F#, Python,
PHP, Batch and more

Easily schedule event-driven tasks across
services

Expose Functions as HTTP APl endpoints
Scale Functions based on customer demand

Easily integrate with Workflows

splunk> (conf2o1s
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Azure Functions + Splunk
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Use Cases (IT Ops)

Server and application diagnostics

Container logs

CDN logs

loT data

Application logs

Windows Event logs

IS logs

Storage metrics

Management data (access logs, billing, AD logs)
Network security group and load balancer logs
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Use Cases (Security)

Audit

Compliance

Unauthorized access attempts
Resource change tracking
Network configuration changes

Vulnerabilities in hosts or firewalls
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References

Splunk on the Azure Marketplace

Splunk Add-on for Microsoft Cloud Services

http://blogs.splunk.com/2016/04/18/announcing-splunk-add-on-for-
microsoft-cloud-services/

http://blogs.splunk.com/2016/02/18/announcing-splunk-enterprise-
in-microsoft-azure-marketplace/

o http://blogs.splunk.com/2016/03/15/splunking-microsoft-azure-
data/

» http://blogs.splunk.com/2016/03/28/splunking-microsoft-azure-
audit-data/
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