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Disclaimer
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During	the	course	of	this	presentation,	we	may	make	forward	looking	statements	regarding	future	
events	or	the	expected	performance	of	the	company.	We	caution	you	that	such	statements	reflect	our	
current	expectations	and	estimates	based	on	factors	currently	known	to	us	and	that	actual	events	or	
results	could	differ	materially.	For	important	factors	that	may	cause	actual	results	to	differ	from	those	

contained	in	our	forward-looking	statements,	please	review	our	filings	with	the	SEC.	The	forward-looking	
statements	made	in	the	this	presentation	are	being	made	as	of	the	time	and	date	of	its	live	presentation.	
If	reviewed	after	its	live	presentation,	this	presentation	may	not	contain	current	or	accurate	information.	
We	do	not	assume	any	obligation	to	update	any	forward	looking	statements	we	may	make.	In	addition,	
any	information	about	our	roadmap	outlines	our	general	product	direction	and	is	subject	to	change	at	
any	time	without	notice.	It	is	for	informational	purposes	only	and	shall	not,	be	incorporated	into	any	
contract	or	other	commitment.	Splunk	undertakes	no	obligation	either	to	develop	the	features	or	

functionality	described	or	to	include	any	such	feature	or	functionality	in	a	future	release.



Agenda
Why	“Splunk”	Your	z/OS	Mainframe?
Challenges	with	Getting	Mainframe	Data	into	Splunk
Ironstream®:		Getting	z/OS	Mainframe	Operational	&	Security	Data	Into	
Splunk
Ironstream Sample	Applications	for	Operational	Analytics	and	Application	
Monitoring
Ironstream for	z/OS	Security	and	Integration	with	Splunk Enterprise	
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Ironstream Integration	with	Splunk IT	Service	Intelligence	(ITSI)
Conclusion
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“Splunking”	Your	Mainframe	Data	Into
The	Industry-Leading	Platform	For	Machine	Data
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Machine	Data:	Any	Location,	Type,	Volume
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Why	Splunk Your	Mainframe?
Because	Mainframes	Still	Host	the	Most	Critical	Applications
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71%
Fortune	500

2.5	Billion	
Bus.	Transactions	/	day	/	per	MF	

23 of	Top	25	
US	Retailers

of	World’s	
Top	Insurers10Top World	

Banks92

Source:		IBM



IBM	System	z	and	z/OS	101
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IBM	System	z

PR/SM	LPAR PR/SM	LPAR PR/SM	LPAR

z/VMzLinux zLinux

z/OS

*Note	- z/Linux	is	NOT	z/OS

z/OS



Challenges	with	Getting	Mainframe	Data	Into	Splunk
Integration
– Data	Conversion:	EBCDIC	to	ASCII;	Binary	to	

readable
– Complex	mainframe	data	structures:	SMF	Data
Security
– Hosts	mission	critical	sensitive	data	making	it	

difficult	to	access
Cost
– Processing	on	the	mainframe	costs	CPU	cycles	

(MIPS)	– including	data	transmission	(TCP,	FTP,	etc.)
– Cannot	interfere	with	system	throughput
Operational
– Log	file	migration	can	be	complex
– Tracking	delta	from	log	files	difficult,	if	not	possible
– Getting	data	in	real	time/near	real	time	is	complex
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Ironstream:		Getting	z/OS	Mainframe	Operational	&	Security	
Data	Into	Splunk
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Ironstream Architectural	Considerations
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Ultra	Light	Weight

• Minimal	MIPS	impact	even	for	
billions	of	SMF	records

Non-intrusive

• Collect	data	from	critical	system
• Zero	impact	to	throughput
Fast

• Collect	data	in	real	time
Secure	and	Reliable

• Error	recovery
• Security
• Load	balancing



Sample	Mainframe	Log	Data	That	Can	Be	“Splunked”
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Operational	Analytics:	RACF	Violations	and	Message	Trends
Data	Source:	SYSLOG
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RACF	Violations	by	type	 RACF	Violations	by	user	

Trend	message	volumes	today	vs.	same	time	last	week	and	2	weeks	ago



Operational	Analytics:		Batch	Job	Activity
Data	Source:	SYSLOG
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Batch	JOB	activity	over	time	showing	peak	
batch	window



Operational	Analytics:	Job	Monitor	for	SLA	Tracking
Data	Source:	SMF	Type	30
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Track	JOB	execution	against	
defined	service	levels	and	identify	
JOBS	that	are	at	risk	of	non-
compliance	with	service	level	
agreement	target

Drill	down	to	predecessor	
JOBS



Application	Monitoring:	DB2	Performance
Data	Source:	SMF	Type	100,	101,	102
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Logging	Rate Uncommitted	
Records	by	Plan

Lock	State	Escalations

Lock	Contention
Unavailable	
Resources



Application	Monitoring:	CICS	Transaction	Analysis
Data	Source:	SMF	Type	110
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Transaction	Rates CPU	Usage	by	Transaction

Transaction	Response	Time
Transaction	Failures



Ironstream z/OS	Security	&	
Splunk Enterprise	Security



Critical	z/OS	Security	Data	Sources	Collected	via	
Ironstream

Intrusion	Detection	(port	scans,	floods/DoS attacks,	malformed	data	packets)
– z/OS	Traffic	Regulation	Management	Daemon	(TRMD)
– SYSLOGD	
– Network	Management	Component

TSO	logon	tracking
– SMF30

TSO	account	change	activity	
– SMF80

FTP	authentications
– SYSLOGD
– Network	Management	Component
FTP	file	change	analysis	
– SMF119

IP	traffic	analysis
– SMF119

Network	events	
– Network	Management	Component
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Ironstream	z/OS	Security	App
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All	data	sources	collected	by	Ironstream are	exposed	in	an	
application	focused	on	z/OS	security	only
This	app	shows	z/OS	mainframe	security	data	and	is	NOT	an	
enterprise-wide	integrated	view



z/OS	Security	Dashboard
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Intrusion	Detection	showing	Port	Scans	and	
Denial	of	Service	Attacks

TCP/IP	Network	Traffic



z/OS	Security	Dashboard
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Job	Initiations

TSO	Account	Activity TSO	Lockouts

FTP	Session	Activity FTP	Transfer	Activity



Ironstream	+	Splunk	Enterprise	Security	App
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All	collected	data	sources	can	also	be	mapped	to	Splunk CIM	for	
Enterprise	Security	and	automatically	exposed	in	ES	dashboards	
along	with	security	information	from	other	platforms
– Requires	the	Ironstream TA	for	Splunk Enterprise	Security	to	be	installed
– Provides	an	enterprise-wide,	integrated	view	of	security	across	all	platforms	

via	ES	dashboards	provided	by	Splunk



Sample	Intrusion	Center	Dashboard	With	Splunk	Enterprise	Security™
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Now	shows	z/OS®	intrusions	and	anomalies	
along	with	events	from	other	platforms



Sample	Security	Posture	Dashboard	With	Splunk	Enterprise	Security™
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Now	shows	z/OS®	intrusions	and	anomalies	
along	with	events	from	other	platforms



Ironstream
Integration	with	ITSI



Ironstream	Integration	with	ITSI
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KPIs	provided	for	
mainframe	systems	in	
Service	Analyzer	

• CEC	(Central	
Electronic	Complex),	
i.e.	“the	box”

• LPARs	(logical	
partitions)

• Critical	services
Glass	Tables	for	
visualization



Ironstream Integration	with	ITSI
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Ironstream Integration	with	ITSI
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Ironstream	Apps	Are	On	splunkbase
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https://splunkbase.splunk.com/
à Search	Syncsort



Splunk Your	z/OS	Mainframe	and	
Get	a	360-degree	View	of	Your	Entire	IT	Infrastructure

Intrusion	Detection	(port	scans,	floods/DoS attacks,	malformed	data	
packets)
– z/OS	Traffic	Regulation	Management	Daemon	(TRMD)
– SYSLOGD	
– Network	Management	Component
TSO	logon	tracking
– SMF30
TSO	account	change	activity	
– SMF80
FTP	authentications
– SYSLOGD
– Network	Management	Component
FTP	file	change	analysis	
– SMF119
IP	traffic	analysis
– SMF119
Network	events	
– Network	Management	Component29



Syncsort	Heritage
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• Syncsort	provides	fast,	secure,	enterprise-grade	
software	spanning	“Big	Iron	to	Big	Data”	

•50%	of	all	mainframes	run	Syncsort	software

•Real-time	MF	Log	data	to	Splunk	- Ironstream

•DB2	transparency	migration	solutions

•Real-time	network	management	and	security	
software

• Fastest	sort	technology	in	the	market
§Most	trusted	3rd party	mainframe	software

•Over	45	years	of	innovation:
§25+	issued	&	pending	patents

• Large	global	customer	base
§12,000+	deployments	in	85	countries	and	
serving	87	of	the	Fortune	100

§1,500	mainframe	customers

Our	customers	realize	ROI	and	get	the	best	customer	service	in	the	world,	every	day!

Key	Partners



What	Now?	
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Come	visit	us	our	booth!
Get	Ironstream®	for	SYSLOG	for	free

CONTACT	
INFO@SYNCSORT.COM

http://www.syncsort.com/en/TestDrive/Ironstream-Starter-Edition



THANK	YOU


