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The 10x Tool

Development Force Multiplier For Workday
Ethan Lewis

Security Tools Development, Workday
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Agenda

Background
Pre-Splunk Solution
Splunk Rebuild

Future
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Goal: Vulnerability Management

Merge data from multiple vulnerability sources

— Automated scanning appliances

— Internal and external penetration tests

Integrate with ticketing systems

Generate overview visualizations for management

¥ splunk> ‘conf2ots



pre-Splunk

workday. Recent Issues v

Custom internal application I ereniovs- B Home ! WarkAvea

>_ Work Area

>_ My Work Area

#A Dashboard

Java backend

<} Campaigns

© Click on Issues in the Vulnerabilities tables to add them to your Work Area.
[l) Reports

Difﬁcu Iﬁes : A Risk Assessment

<= Create Jira Issue

— Long dev time for new features $ Vulns
& Assets

— Long onboarding for new developers s —
/< Settings

— Limited support resources i Avout
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pre-Splunk

Total development time:

2.50 years




Time Passes...
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Enter Splunk®>
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post-Splunk

Replicated tool functionality as a custom Splunk app
— All existing reports and graphs

— Ticketing integrations

Immediate wins:

— Two-way comparisons (e.g. all vulnerabilities on this host / all hosts with this vulnerability)

— User creatable visualizations

— Fewer bugs
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post-Splunk
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post-Splunk

splunk’:- App: Vulnerability Management v Administrator v Messages v Settings v Activity v Help v
Search Vulnerabilities v Assets v Remediation Management v Risk Management v Dashboards Vu|nerabi|ity Management
Vulnerability Overview Edit v | Moreinfov | | 4 | &
Counts
OPEN CLOSED TOTAL
Open Vulnerabilities By Vuln Type Open Vul bilities By A d Risk Open Vulnerabilities by Team
XSS Buffer Overflow Critical Team 7
No Impact Team 6
High Team 4
Team 1
Command Injection
Missing Patch
Team 3
Low
Default Credentials Medium
Information Leakage Team 2
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post-Splunk

splunk’:- App: Vulnerability Management v Administrator v Messages v Settings v Activityv  Help v

Search Vulnerabilities v Assets v Remediation Management v Risk Management v Dashboards Vu|nerabi|ity Management

Asset Overview Editv | Moreinfov | | L | &
View all assets defined in the INF Machine DB (MDB)

Data Center Silo Role Status Show IPs

* All * All * All * Installed * Internal | * External

Matching Assets Count By Data Center Count By Silo Count By Role
Silo3
DC3
db
sv
Silo1l
DC1
bC2 Silo2
fw

Matching Asset Overview

dc silo role fqdn ip

DC1 Silo1 db serverl.dcl 127.0.0.1
DC1 Silo1 db server2.dcl 11.102.234.0
DC1 Silo1 fw server3.dc1 11.102.234.1
DC2 Silo1 fw serverl.dc2 11.102.234.2
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post-Splunk

splunk'> App: Vulnerability Management v Administrator v Messages v Settings v Activity v Help v
Search Vulnerabilities v Assets v Remediation Management v Risk Management v Dashboards Vu|nerabi|ity Management
Vulnerability Portal Edit v | Moremmfov | | 4 | &
Vuln ID

Overview

Ice cream fridge not properly secured

1234 5 8

Vuln ID Severity Currently Vulnerable Assets
Assets
Currently Vulnerable
current_status dc silo role fqdn ip
ACTIVE DC2 Silo1 fw serverl.dc2 11.102.234.2
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post-Splunk

Splunk advantages:

Ul / visualizations / access control for free
New reports immediately using Splunk SPL, instead of weeks

Easily integrate new data sources

Piggyback on our existing Operations team and infrastructure
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post-Splunk

Total development time to date:

0.25 years
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