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Agenda	  

  Background	  
  Pre-‐Splunk	  SoluHon	  
Splunk	  Rebuild	  

  Future	  
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Background	  



Goal:	  Vulnerability	  Management	  

  Merge	  data	  from	  mulHple	  vulnerability	  sources	  
–  Automated	  scanning	  appliances	  

–  Internal	  and	  external	  penetraHon	  tests	  

  Integrate	  with	  HckeHng	  systems	  

  Generate	  overview	  visualizaHons	  for	  management	  
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pre-‐Splunk	  
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•  Custom	  internal	  applicaHon	  

•  Java	  backend	  

•  DifficulHes:	  

–  Long	  dev	  Hme	  for	  new	  features	  

–  Long	  onboarding	  for	  new	  developers	  

–  Limited	  support	  resources	  



pre-‐Splunk	  
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Total	  development	  Hme:	  

2.50	  years	  



Time	  Passes…	  



Enter	  	  
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•  Replicated	  tool	  funcHonality	  as	  a	  custom	  Splunk	  app	  

–  All	  exisHng	  reports	  and	  graphs	  

–  TickeHng	  integraHons	  

•  Immediate	  wins:	  

–  Two-‐way	  comparisons	  (e.g.	  all	  vulnerabiliHes	  on	  this	  host	  /	  all	  hosts	  with	  this	  vulnerability)	  

–  User	  creatable	  visualizaHons	  

–  Fewer	  bugs	  
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2014	   2015	   2016	  

Feature	  Parity	  

Java	  

Splunk	  

Apr	   Aug	  
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post-‐Splunk	  
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•  Splunk	  advantages:	  
–  UI	  /	  visualizaHons	  /	  access	  control	  for	  free	  

–  New	  reports	  immediately	  using	  Splunk	  SPL,	  instead	  of	  weeks	  

–  Easily	  integrate	  new	  data	  sources	  

–  Piggyback	  on	  our	  exisHng	  OperaHons	  team	  and	  infrastructure	  
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Total	  development	  Hme	  to	  date:	  

0.25	  years	  



THANK	  YOU	  


