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The	
  Power	
  Of	
  Data	
  NormalizaQon:	
  	
  	
  
A	
  Look	
  At	
  The	
  Common	
  InformaQon	
  Model	
  



Disclaimer	
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During	
  the	
  course	
  of	
  this	
  presentaQon,	
  we	
  may	
  make	
  forward	
  looking	
  statements	
  regarding	
  future	
  
events	
  or	
  the	
  expected	
  performance	
  of	
  the	
  company.	
  We	
  cauQon	
  you	
  that	
  such	
  statements	
  reflect	
  our	
  
current	
  expectaQons	
  and	
  esQmates	
  based	
  on	
  factors	
  currently	
  known	
  to	
  us	
  and	
  that	
  actual	
  events	
  or	
  
results	
  could	
  differ	
  materially.	
  For	
  important	
  factors	
  that	
  may	
  cause	
  actual	
  results	
  to	
  differ	
  from	
  those	
  
contained	
  in	
  our	
  forward-­‐looking	
  statements,	
  please	
  review	
  our	
  filings	
  with	
  the	
  SEC.	
  The	
  forward-­‐
looking	
  statements	
  made	
  in	
  the	
  this	
  presentaQon	
  are	
  being	
  made	
  as	
  of	
  the	
  Qme	
  and	
  date	
  of	
  its	
  live	
  
presentaQon.	
  If	
  reviewed	
  aZer	
  its	
  live	
  presentaQon,	
  this	
  presentaQon	
  may	
  not	
  contain	
  current	
  or	
  

accurate	
  informaQon.	
  We	
  do	
  not	
  assume	
  any	
  obligaQon	
  to	
  update	
  any	
  forward	
  looking	
  statements	
  we	
  
may	
  make.	
  In	
  addiQon,	
  any	
  informaQon	
  about	
  our	
  roadmap	
  outlines	
  our	
  general	
  product	
  direcQon	
  and	
  is	
  

subject	
  to	
  change	
  at	
  any	
  Qme	
  without	
  noQce.	
  It	
  is	
  for	
  informaQonal	
  purposes	
  only	
  and	
  shall	
  not,	
  be	
  
incorporated	
  into	
  any	
  contract	
  or	
  other	
  commitment.	
  Splunk	
  undertakes	
  no	
  obligaQon	
  either	
  to	
  develop	
  
the	
  features	
  or	
  funcQonality	
  described	
  or	
  to	
  include	
  any	
  such	
  feature	
  or	
  funcQonality	
  in	
  a	
  future	
  release.	
  



Who	
  Are	
  We?	
  
•  Mark:	
  Staff	
  Systems	
  Engineer,	
  Southwest	
  Majors	
  
•  5	
  years	
  @	
  Splunk	
  
•  Focus:	
  	
  Security,	
  Networking,	
  IT	
  OperaQons	
  space	
  

•  Vladimir:	
  Sr.	
  PS	
  Consultant,	
  Professionally	
  homeless	
  
•  3	
  years	
  @	
  Splunk	
  
•  Focus:	
  Security	
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Quick	
  Poll	
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Have	
  you	
  heard	
  of	
  Splunk	
  Common	
  InformaQon	
  model	
  (CIM)?	
  

Have	
  you	
  worked	
  on	
  normalizing	
  data	
  using	
  the	
  Splunk	
  CIM?	
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Data	
  NormalizaQon:	
  
Making	
  The	
  Most	
  Of	
  Schema	
  On	
  The	
  Fly	
  



Different	
  Phases	
  Of	
  Splunk	
  Use	
  
•  The	
  search	
  bar,	
  custom	
  development,	
  bespoke	
  soluQons	
  

–  Users	
  must	
  know	
  data	
  inQmately,	
  but	
  can	
  produce	
  exciQng	
  results	
  

•  Splunk	
  App	
  for	
  Product	
  
–  Silo-­‐bound	
  apps	
  provide	
  visibility	
  for	
  their	
  intended	
  product	
  

•  Splunk	
  App	
  for	
  Role	
  
–  Mission-­‐specific	
  apps	
  translate	
  product-­‐specific	
  knowledge	
  for	
  users	
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Late	
  Binding	
  Schema	
  Rewards	
  Time	
  Invested	
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Late	
  Binding	
  Schema	
  Rewards	
  Time	
  Invested	
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CHANGE	
  leads	
  to	
  Zeno’s	
  Paradox…	
  	
  
always	
  halfway	
  to	
  done,	
  never	
  done!	
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All	
  Data	
  is	
  Relevant	
  =	
  Big	
  Data	
  

Servers	
  

Service	
  
Desk	
  

Storage	
  

Desktops	
  Email	
   Web	
  

Call	
  	
  
Records	
  

Network	
  
Flows	
  

DHCP/	
  DNS	
  

Hypervisor	
  
Custom	
  
Apps	
  

Industrial	
  
Control	
  

Badges	
  

Databases	
  

Mobile	
   Intrusion	
  	
  
DetecQon	
  

Firewall	
  

Data	
  Loss	
  
PrevenQon	
  

AnQ-­‐
Malware	
  

Vulnerability	
  
Scans	
  

AuthenQcaQon	
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All	
  Data	
  is	
  Relevant	
  =	
  Big	
  Data	
  

Servers	
  

Service	
  
Desk	
  

Storage	
  

Desktops	
  Email	
   Web	
  

Call	
  	
  
Records	
  

Network	
  
Flows	
  

DHCP/	
  DNS	
  

Hypervisor	
  
Custom	
  
Apps	
  

Industrial	
  
Control	
  

Badges	
  

Databases	
  

Mobile	
  

I	
  don’t	
  know	
  how	
  to	
  
ask	
  four	
  hundred	
  

systems	
  if	
  something	
  
changed!	
  



The	
  Value	
  Of	
  NormalizaQon	
  

Makes	
  things	
  easier	
  for	
  a	
  search	
  user	
  
Simple	
  apps	
  can	
  play	
  nicely	
  together	
  
Complex	
  apps	
  become	
  far	
  more	
  useful	
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NormalizaQon:	
  Not	
  Just	
  A	
  Dirty	
  Word	
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(tag=malware	
  tag=apack	
  
acQon=allowed)	
  

(sourcetype=SYMC	
  “Delete	
  
failed”)	
  OR	
  (product=“VirusScan	
  
Enterprise”	
  acQon=would*)	
  OR	
  
(SourceName=“Trend	
  Micro	
  
OfficeScan	
  Server”	
  “AcQon:	
  *	
  
cannot	
  *”)	
  

>

•  Normalizing	
  at	
  index	
  Qme	
  is	
  prepy	
  lame	
  
•  Normalizing	
  the	
  data	
  before	
  it’s	
  stored	
  is	
  VERY	
  lame	
  

•  Normalizing	
  with	
  tags	
  and	
  fields	
  at	
  search	
  Qme	
  is	
  very	
  AWESOME	
  



The	
  Splunk	
  Common	
  InformaQon	
  Model	
  



More	
  CIM	
  Goodness...	
  

Different	
  products,	
  same	
  view!	
  



Common	
  InformaQon	
  Model	
  (CIM)	
  
Set	
  of	
  Data	
  Models	
  represenQng	
  least	
  common	
  denominator	
  of	
  domain	
  

•  Normalize	
  tags	
  and	
  fields	
  at	
  search	
  Qme	
  

•  Enable	
  correlaQon	
  across	
  data	
  sources	
  

•  Simplify	
  searches	
  for	
  users	
  

•  Includes	
  23	
  preconfigured	
  data	
  models	
  



Splunk	
  Did	
  Not	
  Invent	
  The	
  CIM…	
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…But	
  Is	
  The	
  Only	
  Plavorm	
  Where	
  It	
  Doesn’t	
  Suck	
  

•  Splunk	
  Common	
  InformaQon	
  Model	
  
–  Makes	
  things	
  far	
  easier	
  for	
  search	
  
users	
  

–  Makes	
  standalone	
  apps	
  more	
  
powerful	
  

–  Makes	
  enterprise	
  apps	
  possible	
  
•  Splunk	
  Technology	
  Add-­‐ons	
  
–  Translate	
  data	
  to	
  the	
  CIM	
  
–  Get	
  gnarly	
  data	
  into	
  Splunk	
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Architecture	
  
Machines	
  -­‐>	
  Data	
  -­‐>	
  InformaQon	
  -­‐>	
  Users	
  

Bits	
  &	
  Bytes	
   ExtracQons	
  
&	
  Tags	
  

Schema	
  &	
  
AcceleraQon	
  

Reports	
  &	
  
Alerts	
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RAW	
  DATA	
   TECHNOLOGY	
  
ADD-­‐ONS	
  

DATA	
  
MODELS	
   SEARCH	
  



CIM	
  Powers	
  Splunk	
  Ecosystem	
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Premium	
  Apps	
  
• Splunk	
  provided:	
  ES,	
  ITSI	
  
• Partner	
  apps	
  can	
  leverage	
  too	
  

Partner	
  and	
  Splunk	
  Add-­‐ons	
  
• Bring	
  data	
  in	
  
• Make	
  that	
  data	
  easy	
  to	
  extract	
  value	
  from	
  

Searching	
  with	
  Splunk	
  across	
  many	
  data	
  sources	
  	
  



How	
  To	
  Get	
  Started	
  



How	
  To	
  Get	
  Started	
  With	
  CIM?	
  
•  Splunk_SA_CIM	
  

–  Packaged	
  in	
  premium	
  apps	
  
–  Domain	
  specific	
  datamodel	
  definiQons	
  

ê  Search>Pivot	
  
ê  Dataset	
  structure	
  
ê  AcceleraQon	
  

–  Provides	
  CIM	
  “dicQonary”	
  

•  hpp://docs.splunk.com/DocumentaQon/CIM/latest/User/Overview	
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CIM	
  Data	
  Model	
  Details	
  
•  Alerts	
  
•  ApplicaQon	
  State	
  
•  AuthenQcaQon	
  
•  CerQficates	
  
•  Change	
  Analysis	
  
•  Databases	
  
•  Data	
  Loss	
  PrevenQon	
  
•  Email	
  
•  Interprocess	
  Messaging	
  
•  Intrusion	
  DetecQon	
  
•  Inventory	
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•  Java	
  Virtual	
  Machines	
  
•  Malware	
  
•  Network	
  ResoluQon	
  
•  Network	
  Sessions	
  
•  Network	
  Traffic	
  
•  Performance	
  
•  Splunk	
  Audit	
  Logs	
  
•  Ticket	
  Management	
  
•  Updates	
  
•  VulnerabiliQes	
  
•  Web	
  

ITSI	
  Data	
  models	
  (Trial	
  for	
  CIM)	
  
•  OperaQng	
  System	
  
•  Database	
  
•  VirtualizaQon	
  

•  Load	
  Balancer	
  
•  ApplicaQon	
  Server	
  
•  Web	
  Server	
  

new	
  

new	
   new	
  



Why	
  CIM?	
  
•  CIM	
  !=	
  Data	
  Models	
  
•  Universal	
  way	
  to	
  refer	
  to	
  an	
  object	
  
•  Consider	
  

–  desQnaQon_ip	
  
–  d-­‐ip	
  
–  dsQp	
  
–  dest_ip	
  
–  dst_ip	
  
–  bob	
  

•  CIM	
  solves	
  this,	
  dest_ip	
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Tips	
  For	
  Ge{ng	
  Started	
  With	
  CIM	
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Splunk_SA_CIM	
  
–  CIM	
  ValidaQon	
  (S.o.S)	
  datamodel	
  

ê  Basic	
  tools	
  to	
  spot	
  untagged	
  or	
  parQally	
  parsed	
  data	
  



Add-­‐on	
  Builder	
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  Helpful	
  when	
  developing	
  new	
  content	
  
–  Point	
  and	
  click	
  

ê  Field	
  extractor	
  
ê  CIM	
  mapper	
  
ê  Branding	
  

–  Best	
  pracQce	
  validator	
  



Sa-­‐catwalk	
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  Data	
  preparaQon	
  tool	
  for	
  data	
  models	
  
  Review	
  datasets	
  against	
  parQcular	
  data	
  models	
  
  Rapid	
  verificaQon	
  and	
  prototyping	
  for	
  TA’s	
  
  ParQcularly	
  helpful	
  with	
  premium	
  apps	
  
  Extendable	
  to	
  custom	
  content	
  



Sa-­‐catwalk	
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Check	
  for	
  unexpected	
  values	
  

Check	
  for	
  extracQon	
  coverage	
  
Check	
  for	
  missing	
  extracQons	
  

Eat	
  a	
  cookie!	
  



What	
  Else?	
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  Ability	
  to	
  assign	
  score	
  to	
  dataset	
  
  Ability	
  to	
  monitor	
  score	
  over	
  Qme	
  
  Ability	
  to	
  detect	
  data	
  format	
  changes	
  
–  Oh,	
  remember	
  that	
  code	
  upgrade	
  last	
  month?	
  Log	
  format	
  changed…	
  
–  Alert	
  me!	
  



Take-­‐away	
  
•  CIM	
  sets	
  you	
  up	
  for	
  success	
  as	
  your	
  
Splunk	
  environment	
  grows	
  in	
  size	
  and	
  
sophisQcaQon	
  

•  CIM	
  !=	
  Data	
  Models	
  
•  Use	
  the	
  available	
  tools	
  to	
  make	
  your	
  
life	
  easier	
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THANK	
  YOU	
  


