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Forward-Looking Statements

During the course of this presentation, we may make forward-looking statements regarding future events or
the expected performance of the company. We caution you that such statements reflect our current
expectations and estimates based on factors currently known to us and that actual events or results could
differ materially. For important factors that may cause actual results to differ from those contained in our
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate
information. We do not assume any obligation to update any forward looking statements we may make. In
addition, any information about our roadmap outlines our general product direction and is subject to change
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract
or other commitment. Splunk undertakes no obligation either to develop the features or functionality
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.
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RedSeal Creates a Model of Your Network

- DMZ

Routers - AWSVPC i = VMWare NSX i ®
Host and L D @ @ G - (&)

oH (@) () (@) : J () (®) (@) s

vulnerability data T - &

Firewalls ® D ® @ :
) ~ | ® e — CiscoACl

Switches @ @ ~ Wirel 7 @ =
Network Y - 1
Load configuration o 5 = MSFT Azure : @@ E o Y@ @ @
manager :
balancers anagely o e @g S Lo
a S (®) - — / = s
— Partners H = ) ~ = L
) C|0Ud ] ) ) ) @ - Data Center
configs ¥ © © o) }
| D @ g ) ® @

g oofe o NN
=

splunk> I



© 2017 SPLUNK INC.

RedSeal Platform: Improves Existing Jobs Across the Enterprise
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CSO Magazine Network
Security Product of the Year

“What it does [RedSeal] is act as a force multiplier for every
other security device within a network, finding vulnerabilities
and mapping out the dangers in relation to the specific
network being protected”
-CSO Magazine
June 2017
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Incident Response Process

Detection

Post-Action

Preparation

Eradication Containment

splunk>

com/cart.do?action=viewsiitemId-gs
t ,sputtercup-shopP :,;E«nnunnliz Com/cateory. screen?categeory Bl oduc:
?‘Fnr;.y . a4 720 whetp:i// http v"’““'“"“'(m./“ur do7action=purchaze&itemia .(4"’7(':1 GIFTg.
Creen?care o wTTP 1.1" 404 10F 04 3322 7 WTTP 1.1 200 2423 “http://butter
- BOTY _Ad=GlETSRISESSTIONID=SD1S) A\'\-\OI\DPT\' FEQ WT ™ 1 1 5 //but ter \/b‘“r‘"'l(’>! T-18&product d=AV-CB-g,
SDSSLIFFEADEED o 1318 "hell ke )iSESS] L ESSIONID=5D1851 &
}GosURPRISEEISE o7 o
e Ton .

GET
56) nep PTOUUCE. screors g
. en?product_1d=FL-DSH-01&JSESSIONID=

46 ET 4o .
468 125 1, 7Oldlink?item g=FST.36& ) SESSIONID=5D5SLOFF1ADFF3

HTTP 1.

cgory.
. ceen?categOrY_ ., «GET /CT.




Understand the Pain Points- Research Results

Preparation
» Difficult to maintain and tune correlation rules.

Detection
» Far too many Incidents to handle

Analysis
« Inability to locate loC both logically and physically.
« Extremely tedious and time consuming to find all

Preparation possible paths to critical assets

Containment
* Inability to execute on containment options
because of inability to locate L3 and L2 devices.

Eradication
« Difficult to find all possible malware or access.

Post Action
« Difficult to communicate to non tech teams
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Incident Investigation

& REDSEAL

Analysis
» Inability to locate IoC both logically and physically.
] « Extremely tedious and time consuming to find all

Preparation [ possible paths to critical assets

Containment
» Inability to execute on containment options
[ ] because lack need to locate L3 and L2 devices.
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» How would they get there?
» What are the options to
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Incident Investigations

What is the asset with the
indicator of compromise?

Where is located logically and
physically?

Where can the attacker
traverse to?

Network-based
IDS System

contain the incident?
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Incident Investigations-
Understanding Access Policy
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Incident Investigations-
Understanding Access Policy
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Incident Investigations-All Possible Access Paths
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Incident Investigations-
Understanding Access Policy
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Splunk ES RedSeal Adapti
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Secunty Posture Incidgent Review
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ve Response

Find

My Investigations Glass lables Secunty Inteligence v Security Domains v Search v Configure v Enterprise Security

Incident Review

JFPM
7121042000 PM

121042000 PM

000 PM

29.000 AM

events (273

17 120000 000 PM 10 2/4/17 1223.08 000 PM)

X A 180 180
100 100
Time
— —
% A Last 24 hours v 12:00 PM 6:00 PM 600 AM
FriFeb3
2017
Tag
Events | Ad xt
urity Doenair Title Urgency Owner Actions
Network Atnormailly High Number Events By 10.95.233.119 Medium New unassigned
Network Abnormally High Number of HTTP Mediur New nassigned
Network Abnoemally High Number ¢ Medium New Jnassigned
Network Ataormalty High Number Medium unassigned
Network Abnormalty High Number ¢ Mediur nassigned
Network Abaoemally High Number of & Mediue unassigned
Network 'y High Number Events By 10.1 Medium unassigned

Network ¢ High Number ¢ est Events By 10.1 Mediur inassigned
Network ¢ High Number of HTTP POST Medium New unassigned
Network 'y High Number of HTTP High
Network ¢ High Number of HTTP Mediur
Network ¢ High Number of HTTP G Medium
Network Abnormalty High Number of HTTP Medium
Network Abnoemally High Number of HTTP G Mediur
Network Abnormally High Number of HTTP Medium New
Abnormally High Number of HT TP equest Ev Medium New

Abnoemally High Number of HTTP CONNECT Request Mediuer M
Abnormally High Number of HTTP CONNECT Reque 41 Medium New
Abnormally High Number of HT TP GET Request Events By 10.187.155.143 Medium New
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Splunk ES RedSeal Adaptive Response

splunk Ent — r=m— M - ACtivit = Find
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Source 0113
i 10.11.36.20 m Conuibuting Evems:
amercas
- b Activity on 10.11.36 2
pe
Adaptive Responses: O

Source City

Time User

2017-02-03T21:10:52-0800 admin .,

rce Counry

Source IP Address
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Splunk ES RedSeal Adaptive Response
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Splunk ES RedSeal Adaptive Response

Adaptive Response Actions
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Adaptive Response Actions
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Adaptive Response Actions

o U “RedSeal - Display Source Details” has been dispatched Check the s1atus of the action in the notable event
details

Select actions to run.
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Adaptive Response Actions

© § RedSeal  Display Source Details has been dispatched Check the statss of the action in the notabie event
detalls

Select actions to run.
+ Add New Response Action v

Category A"
Show only recommended actions

‘ RedSeal - Display Source Details
View L2 and other detalls
eqory. Information IjAIh?Hrq Task: scan | Subject sr.jp:mn Ver

U RedSeal - List Top Reachable Groups
Reachable groups priceitized by network access risk
Category: Information Gathering | Task: scan | Subject: endpoint | Vendor: RedSeal

‘ RedSeal - View Detalled Path
deta

eqory. Information Gathering | Task: scan | Subject: network doc: RedSeal
Stream Capiure
Cre. eam cap
Category: Information Gathering | Task: create | Subject: network capture | Vendor: Splunk

- Nbtstat

Runs the nbistat command
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Adaptive Response Actions

(i) § 'RedSeal - Display Source Details’ has been dispatched Check the status of the action in the notadle event
detalls

Select actions to run.
+ Add New Response Action v

v U Redseal : List Top Reachable Groups

Source

Leave it blank tc use the ‘src’ fiedd from the
cioent
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Splunk ES RedSeal Adaptive Response

Adaptive Response Actions

i) § "Redseal  Display Source Details’ s been dispatched Check the status of the action in the notable event
detais

o U “RedSeal - List Top Reachable Groups' has been dispatched. Check the status of the action n the notable
event details

Select actions to run
+ Add New Respense Action ~
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Splunk ES RedSeal Adaptive Response

splunk Enterprise Security trat at Activity elr Find
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Incident Review
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“ A 679 events (2/2/17 1 0000.000 PM10 2/4/17 1:30 54 001
X A 180
100 100
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% A Last 24 hours v 6:00 &AM
—
Tag

Security Domsir Title

Actions

Network Abnormally High Numbe

HTTP CONNECT Request £

Description:
s1em (10.11 etected as generating an abnarmally high number of CON
Additional Fiekds Value Action
HTTF Method CONNECT
Source 10.11.35.20 200
pe
sphunk Adaptive Respo

urce Counry USA ‘j:esc_-:nse = Mode  Time

2017-0204T1343

adhoc

srce IP Ade 1011.36.2(
urce Exp: true - S tfni
urce Lanitude 37694452 k admin
Source Longitude 121 894461 Risk Ana saved 2017-02-03721:10:52-0800 dmin /' succe
urce Owner Bill_waams ~
Source PC| n Trust - St ’
Source Requires Antivir false Next Steps:

Source Should Tim nronize true

Source Should Update rue
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plunk ES RedSeal Adaptive Response

Find
Secunty Posture Incident Review My nvestigations Glass Tables Secunty Inteligence v Secunty Domains v Audtt v Search v Configure v Enterprise Se:umy |

. New Search Save A

tag=modaction_result o = LUS1dHdvent 0z andu__R af51 dab1e965_at_ _729 1g_rid= _metrics Date time range v Q
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Splunk ES RedSeal Adaptive Response
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|
Format Timeline v Zoom O 1 minute per column

List v sFormat v % Per Page v
< Hide Fiedds = All Fields i Time Event
v romntrusted-False, HasAccess A ations=None, IpAddress=10 20, Subnet=None

Selected Fleids

host 1 =
Interesting Fields Type Fielo Value Actions
a AccessiD nUntrusted 7 A
a Application ne
# AttackDepth
a ConnectecPort
s ConnactedSwitct -

eventtype
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Splunk ES RedSeal Adaptive Response
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Securty Posture Incident Review My investigations Glass Tables

Find
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X A 180 180
100 100
Time
— r— et
x A Last 24 hours v 6:00 PM 12:00 AM 6:00 AM 1200 PM
FriFeb3 SatFeb 4
2017
Tac
i ime Security Domain Title Urgency Ownes Acticas
v 2/3M17 9:10:52.000 PM Network Abnormally High Number of HTTP CONNECT Request £ A\ critcal New unassigned
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Source Requees Antiviry false Next Steps:
Source Should Time Synchronize true
hould Update rue

splunk>



© 2017 SPLUNK INC.

Splunk ES RedSeal Adaptive Response
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Splunk ES RedSeal Adaptive Response
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a eventtype 4 5= 513 A% o0
4 Index 7 "

# linecount Euent
orig_acton_name 1

1 Spunk_serve

1a
4 tag-eventtype 2

g tmestamp tion_

¥ Extract N ds Time R
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splunk

Secunty Posture Incident Review My nvestigations 5 5 Secunty Inte Secunty Domains v Search v Confgure v

Q New Search SwveAs v

o

tag=modaction_result orig_sid=scheduler__somin_REEtRVNTLUS1dHdvemtQomOZWNOaWIu__RMDS50151155da612965_at_1486185000,

orig_rid=0 orig _action_name=g Date time range v Q

1 event (2/4/17 1:38:32.000 PM t0 2/4/17 1:48:32.000PM)  No Event Sampling v Job~ , & 4 9 Smart Mode v
Events (1) Paterns Statstcs Visualzaton
Format Timeline v — Zoom O 1 minute per column

List v /Format v % Per Page v

< Hide Fields = All Fieids

Serve

rsuri=/reds:

35 000 PM
Selected Flelds

a host

a ReachableGroups

Source

Interesting Fields

a eventtype

@ Index [ E
& linacount

a orig_acton_name 1
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REDSEAL T e

Control Center | Network Map | Network Acc Vulnerabilities | Configuration Issues | Secuity Imp: Delailed Path

Find Th

urce  10.11.36.20

Threat Source Overview Reachable Groups Reachable Targets Reachable Target Overview

Hostinformation

Name 10.11.26 Value
Operating System Linux

Applications

Data Servers subnets

Wirele:

Campus_dist_1_i0s subnets
Groups
Polcy Groups Trusted
~ ; Campus_FW1_screenos subnets
Campus_fw2_screenos subnets

Topology Groups Finance Subnets

O Il 3 llH[’iI

Topology Campus_fw2_screenos subnets

IP Address 10

Subnet 1 6.0/24
Layer 2 Location
MAC Address

1ed Switch
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REDSEAL Launch Java App Help v Logged in as: uiadmin ~

Control Center | Network Map | Network Access | Threats | Vulnerabilities | Configuration Issues | Security Impact | Detailed Path | Incident Response
Find Threat Source  10.11.36.20 v
Threat Source Overview Reachable Groups Reachable Targets Reachable Target Overview
Host Information show [100 v | targets/page Page: 1
Name 10.11.36.20 Group Value Name Value

Operating System Linux crit-web-svr-70

Applications HTTPD crit-sys-sql-srv-120

OpenSSH
crit-sys-sql-srv-119
rquotad
VSFTPd NSX Data Servers crit-sys-sql-srv-118
Wireless User Groups crit-sys-sql-srv-117
Campus_dist_1_ios subnets crit-sys-sql-srv-116
Groups MPLS crit-sys-sql-srv-115

Policy Groups Trusted

Campus_FW1_screenos subnets crit-sys-sql-srv-114
Campus_fw2_screenos subnet pus_FW1_ P
Topology Groups crit-sys-sql-srv-113

Ol]l]lJlJEllJHrjI

Topology crit-sys-sql-srv-112

IP Address 10.11.36.20

crit-sys-sql-srv-111
Subnet 10.11

crit-sys-sql-srv-110
Layer 2 Location

MAC Address 00:10:11:36:00:20 crit-sys-sql-srv-109

Connected Switch test-1136-sw1 (null) crit-sys-sql-srv-108
Connected Port GigabitEthernet0/20 crit-sys-sql-srv-107
crit-sys-sql-srv-106

crit-sys-sql-srv-105

crit-sys-sql-srv-104
crit-sys-sql-srv-103
crit-sys-sql-srv-102
crit-sys-sql-srv-101

crit-sys-nfs-srv-120

splunk>
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REDSEAL

Control Center | Network Map | Network Access | Threats | Vulnerabilities | Configuration Issues | Security Impact

ncident Response

Launch Java App Help ~

Logged in as: uiadmin ~

Find Threat Source

10.11.36.20

Threat Source Overview

Host Information

Name
Operating System

Applications

Groups

Policy Groups
Topology Groups

Topology
IP Address

Subnet

Layer 2 Location

MAC Address
Connected Switch

Connected Port

10.11.36.20
Linux

HTTPD
OpenSSH
rquotad
vsFTPd

Trusted

Campus_fw2_screenos subnets

10.11.36.20

1.36.0/24

00:10:11:36:00:20
test-1136-sw1 (null)

GigabitEthernet0/20

Reachable Groups

Group

Critical Systems subnets
DMZ subnets

Data Servers subnets

NSX Data Servers

Wireless User Groups
Campus_dist_1_ios subnets

MPLS

Campus_FW1_screenos subnets

Finance Subnets

Campus_fw2_screenos subnets

Value

OlJlJlJlJI:I[‘JHFjI

show [100 v | targets/page

Name

crit-web-svr-70

crit-sys-sql-srv-120
crit-sys-sql-srv-119
crit-sys-sql-srv-118
crit-sys-sql-srv-117
crit-sys-sql-srv-116
crit-sys-sql-srv-115
crit-sys-sql-srv-114
crit-sys-sql-srv-113
crit-sys-sql-srv-112
crit-sys-sql-srv-111
crit-sys-sql-srv-110
crit-sys-sql-srv-109
crit-sys-sql-srv-108
crit-sys-sql-srv-107
crit-sys-sql-srv-106
crit-sys-sql-srv-105
crit-sys-sql-srv-104
crit-sys-sql-srv-103
crit-sys-sql-srv-102
crit-sys-sql-srv-101

crit-sys-nfs-srv-120

Page: 1

Selected Target: crit-web-svr-70

all

Reachable Target Overview

Host Information

Value Name
Operating System
Applications

Value

Groups

Policy Groups

Topology Groups
Topology
IP Address
Subnet
Layer 2 Location

MAC Address
Connected Switch

Connected Port

crit-web-svr-70
Windows
SSL

100

Trusted
Critical Systems subnets

10.102.3.70

NTRAV

10:10:20:03:00:70
campus-critical-3-sw1 (null)

GigabitEthernet0/1

led Path Set As Source
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- J B *

& C | A Not Secure https://pm-rsa-1.lab.redseal.net/redseal/a/map/2c90030557546a1e015754780b7b18b7

Apps [J IT Computer and P... & Salesforce

REDSEAL

[ Blocking Factor -...

X Confluence y JIRA-Systems Das... Pivotal Tracker [ZJ Bugzilla  TriNet Passport w4 Basecamp Projects () RedSeal Community [ RedSeal Support y FSCOUNTACT boa...

Network Map | Network Access | Threats | Vulnerabilities | Configuration Issues | Security Impact | Detailed Path | Incident Response

Layer 2 Network Map for subnet
10.100.111.0/24 v

Switch

@ finance-111-sw3
@ finance-111-swé
@ finance-111-sw1

@ finance-111-swé

Port
GigabitEthernet0/15
GigabitEthernet0/7
GigabitEthernet0/11
GigabitEthernet0/6

¥ Mode v Peer v Peer Interface v Peer IP Address V
access & Winsrv-Fin1-170 WinSrv-Fin1-170
access B Winsrv-Fin1-208 WinSrv-Fin1-208
access &) Winsrv-Fin1-122 WinSrv-Fin1-122
access B Winsrv-Fin1-206 WinSrv-Fin1-206

* O ®0

D Part 1: QRadar Ris...

Launch Java App Help ~

5 Other Bookmarks

Logged in as: uiadmin ~

$ Q Zoom: 57% ~ Q Q hi4
Peer MAC Address v Peer VLAN N~
10:10:01:11:01:70 10
10:10:01:11:02:08 10
10:10:01:11:01:22 10
10:10:01:11:02:06 10
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REDSEAL

Control Center | Network Map | Network Access | Threats | Vulnerabilities | Configuration Issues | Security Impact

ncident Re

Launch JavaApp Help v Logged in as: uiadmin ~

Find Threat Source

10.11.36.20

Threat Source Overview

Host Information

Name
Operating System

Applications

Groups
Policy Groups
Topology Groups
Topology
IP Address

Subnet

Layer 2 Location

MAC Address
Connected Switch

Connected Port

10.11.36.20
Linux
HTTPD
OpenSSH
rquotad
vsFTPd

Trusted

Campus_fw2_screenos subnets

10.11.36.20

Y

36.0/24

00:10:11:36:00:20
test-1136-sw1 (null)

GigabitEthernet0/20

Reachable Groups

Group
Critical Systems subnets
DMZ subnets
Data Servers subnets
NSX Data Servers
Wireless User Groups
Campus_dist_1_ios subnets

MPLS

Campus_FW1_screenos subnets

Finance Subnets

Campus_fw2_screenos subnets

Value

OlJlJlJlJEI[JHFjI

Reachable Targets

show | 100 v | targets/page
Name

crit-web-svr-70

crit-sys-sql-srv-120
crit-sys-sql-srv-119
crit-sys-sql-srv-118

crit-sys-sql-srv-117

o

crit-sys-sql-srv-1
crit-sys-sql-srv-115
crit-sys-sql-srv-114
crit-sys-sql-srv-113
crit-sys-sql-srv-112
crit-sys-sql-srv-111
crit-sys-sql-srv-110
crit-sys-sql-srv-109
crit-sys-sql-srv-108
crit-sys-sql-srv-107
crit-sys-sql-srv-106
crit-sys-sql-srv-105
crit-sys-sql-srv-104
crit-sys-sql-srv-103
crit-sys-sql-srv-102
crit-sys-sql-srv-101

crit-sys-nfs-srv-120

Page: 1

Selected Target: crit-web-svr-70 Detailed Path Set As Source,

Reachable Target Overview

Host Information

Value Name
Operating System
Applications

Value

Groups
Policy Groups

Topology Groups
Topology
IP Address

Subnet

Layer 2 Location

MAC Address
Connected Switch

Connected Port

crit-web-svr-70
Windows
SSL

100

Trusted
Critical Systems subnets

10:10:20:03:00:70
campus-critical-3-sw1 (null)

GigabitEthernet0/1
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Launch Java App Help ~ Logge! s: uiadmin ~

Control Center | Network Map | Network Access | Threats | Vulnerabilities | Configuration Issues | Security Impact

Detailed Path | Incident Response e

Detailed Path Query

Sources Destinations Protocols Ports
x 10.11.36.20 ‘ = ’ x crit-web-svr-70 = Q Query
¥l Exhaustive Query
DETAILED PATH RESULT  Tools &
1 Path(s) Discovered:
Row count: 1
Result v | Hops v | Start v Finish |
& Not Filtered 5 9 10.11.36.0/24 (connected to test4) 3 10.102.3.0/24 INTRAWEB
»
Individual path with 5 hop(s)
@ (D) ) =] =) =] @)
10.11.36.0/24 test Campus-fW2-screenos Campus-dist-2-ios Campus-dist-1-ios campus-critical-sys-ios INTRA WEB
Path Details
Access Details
Access ¥ Device v Interface v VRF Table ¥ Protocol v Source IP v Source Port’ Destination IP v Destination Port =
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Launch Java App Help ~ Logged in as: uiadmin ~

Control Center | Network Map | Network Access | Threats | Vulnerabilities | Configuration Issues | Security Impact | Detailed Path | Incident Response 9}
Detailed Path Query
Sources Destinations Protocols Ports
« 10.11.36.20 = ‘ « crit-web-svr-70 = Q Query
¢ Exhaustive Query
Individual path with 5 hop(s)
) 9 =] =) S ] S
10.11.36.0/24 test Campus-dist-2-ios Campus-dist-1-ios campus-critical-sys-ios INTRA WEB
Network-based
IDS System
Honeypot 4
: 3 3
Hop Details: Cam e H
i Port E
Access Details Mirroring H
(SPAN) \/
Access v De| ey @ v  Source Port Destination IP v Destination Port =
Input Ca S imtemet % any 10.102.3.70 any
3
packet Filter 8 Network Switch Firewall
Output Ca Packet Filter Qg Host 1 erwort Swile rewa any 10.102.3.70 any
Attacker
>
Filter/NAT Rules and Routes
Row count: 2 ¥ |Q x
Device v Type ¥  Config ~  FirstLine —
Campus-fW2-screenos Filter Rule set policy id 3 from "Test" to "dist" "Any" "Any" "Any" permit config:111
Campus-fW2-screenos Filter Rule (implicit) deny all
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Launch JavaApp Help v Logged in as: uiadmin ~

Control Center | Network Map | Network Access | Threats | Vulnerabilities Conﬂg F||e Viewer: Conﬂg

Detailed Path Query 4

Sources L Ports )
x 10.11.36.20 Q Query
¢ Exhaustive Que
(@)
10.11.36.0/24
Hop Details: Campus-fW2-screenos i .:1 R o v me me o e o .
Access Details
Export OK
Access v Device t* Destination IP v Destination Port =
Input Campus-fW2-screenos 10.150.103.1 (ethernet4) trust-vr any 10.11.36.20 any 10.102.3.70 any
Output Campus-fW2-screenos 10.100.150.130 (ethernet1) trust-vr any 10.11.36.20 any 10.102.3.70 any
»
Filter/NAT Rules and Routes
Row count: 2 E Q x
Device Malune v Config v FirstLine N —
Campus-fW2-screenos Filter Rule set policy id 3 from "Test" to "dist" "Any" "Any" "Any" permit config:111
Campus-fW2-screenos Filter Rule (implicit) deny all
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