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During	the	course	of	this	presentation,	we	may	make	forward-looking	statements	regarding	future	events	or	the	
expected	performance	of	the	company.	We	caution	you	that	such	statements	reflect	our	current	
expectations and estimates based	on	factors	currently	known	to	us	and	that	actual	events	or	results	could	differ	
materially.	For	important	factors	that	may	cause	actual	results	to	differ	from	those	contained	in	our	forward-looking	
statements,	please	review	our	filings with	the	SEC.

The	forward-looking	statements	made	in	this	presentation	are	being	made	as	of	the	time	and	date	of	its	live	
presentation.	If reviewed	after its	live	presentation, this	presentation	may	not	contain	current	or	accurate	information.	
We	do	not	assume	any	obligation	to	update	any	forward	looking	statements	we may make.	In	addition,	any	information	
about	our roadmap	outlines	our	general	product	direction	and	is	subject	to	change	at	any	time	without	notice. It is	for	
informational	purposes	only	and	shall	not be	incorporated	into	any	contract	or	other	commitment. Splunk	undertakes	
no	obligation	either	to	develop	the	features	or	functionality	described or	to	include	any	such	feature	or	functionality	in	
a	future	release.

Splunk,	Splunk>,	Listen	to	Your	Data,	The	Engine	for	Machine	Data,	Splunk	Cloud,	Splunk	Light	and	SPL	are	trademarks	and	registered	trademarks	of	Splunk	Inc.	in	the	United	States	
and	other	countries.	All	other	brand	names,	product	names,	or	trademarks	belong	to	their	respective	owners.	©	2017	Splunk	Inc.	All	rights	reserved.

Forward-Looking Statements

THIS	SLIDE	IS	REQUIRED	FOR	ALL	3 PARTY	PRESENTATIONS.



▶ Splunker for 2.5 years
▶ MSSP, SIEM and Threat Intel for 13 

years
▶ Other stuff for a bit longer
▶ Found on Splunk blogs talking about 

ES and Threat Intel
▶ Do some work with UBA as well

Whoami



▶ A Quick Word About Frameworks
▶ Collection
▶ Extraction
▶ Action
▶ Operationalizing 

Agenda



Threat 
Intelligence

Incident 
Management

Asset & 
Identity

Risk Adaptive 
Response

Enterprise Security Frameworks



▶ Better understand how Splunk 
processes threat indicators in 
Enterprise Security

▶ Better insight = Better 
Troubleshooting

Our Goal Today?



dis·sect
/dəˈsekt,dīˈsekt/
verb
▶ methodically cut up (a body, part, or 

plant) in order to study its internal parts
• synonyms: anatomize, cut 

up/open, dismember, vivisect
▶ analyze (something) in minute detail

• synonyms: 
analyze, examine, study, scrutinize, pore 
over, investigate, go over with a fine-tooth 
comb

Why Dissection?



Threat Intelligence Framework
http://dev.splunk.com/view/enterprise-security/SP-CAAAFBC



Why This Presentation...



Threat Intel Framework Data Flow
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Collection



Collection

Threat 
Intelligence 
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▶ DA-ESS-ThreatIntelligence
• default

• Modular Input for Threat Intelligence Manager – More on that later
• Threat Downloads

− TAXII Feed
− Local Lookups

• local – Overrides the default configs
▶ SA-ThreatIntelligence

• default – Commercial Threat Lists
• Including Alexa, ICAAN Top Level Domains, Mozilla 

− Not merged into threat artifacts

• local – Overrides the default configs
▶ If new threat downloads added via ES UI

• Input will be in SplunkEnterpriseSecuritySuite directory

Collection
Defined by inputs.conf



▶ Found In Splunk
• Setting -> Data Inputs 

▶ Or ES
• Configure -> Data Enrichment -> Threat Intelligence 

Downloads
▶ Make sure the name has no spaces in it
▶ Weight – Used with risk calculations
▶ Max Age – Provides aging of the data

• Need to enable related saved search
▶ Fields is not starred as a required field but critical 

to get data ingested

Threat Intel Downloads



Default Data Downloads
Threat Provider Threat Source Source site

Alexa Internet* Top 1 Million Sites http://s3.amazonaws.com/alexa-static/

Emerging Threats compromised IPs blocklist http://rules.emergingthreats.net/blockrules

fwip rules http://rules.emergingthreats.net/fwrules

Hail a TAXII.com Malware domain host list http://hailataxii.com

I-Blocklist Logmein, Piratebay, Proxy, Rapidshare, Spyware, Tor, Web 
attacker

http://list.iblocklist.com

IANA* ICANN Top-level Domains List http://data.iana.org

Malware Domains Malware Domain Blocklist http://mirror1.malwaredomains.com

Mozilla* Mozilla Public Suffix List https://publicsuffix.org

Phishtank Phishtank Database http://data.phishtank.com

SANS SANS blocklist http://isc.sans.edu

abuse.ch Palevo C&C IP Blocklist https://palevotracker.abuse.ch

abuse.ch ZeuS blocklist (standard & bad IPs only) https://zeustracker.abuse.ch



Threat Intel Download Audit
Did Threat Data Get Downloaded? 



Threat Indicator Download
TAXII Example



Extraction



Extraction

Threat 
Intelligence 
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Indicator Extraction

Threat 
Collections

FireEye/Mandiant
files -

DA-ESS-
ThreatIntelligence/

default/data/
threat_intel/

Files That Are 
Uploaded 

(csv,ioc,xml) -
DA-ESS-

ThreatIntelligence/
local/data/

threat_intel/

Lookups in ES –
DA-ESS-

ThreatIntelligence/
lookups/

local_*.csv

TAXII and Threat 
Downloads -

SA-
ThreatIntelligence/

local/data/
threat_intel/



▶ Settings -> Data Inputs -> Threat Intelligence Management Found 
▶ In ES: Configure -> Data Enrichment -> Threat Intelligence Management
▶ Runs every minute by default
▶ Looks at data sets and 

then take actions
• Parses new data if found
• Sinkhole - delete file after 

processing
• Remove Unusable – delete 

file after processing if it does 
not contain threat intelligence

Threat Intelligence Management
Modular Input



▶ Found in /DA-ESS-ThreatIntelligence/bin/
▶ Runs threat_intelligence_manager.py

• Parses and writes data, triggers lookup generation searches to run

▶ If set up via the UI, SplunkEnterpriseSecuritySuite /local/inputs.conf

threat_intelligence_manager



▶ OpenIOC files need to be .ioc
▶ STIX files need to be .xml
▶ Ad-hoc file modular input looks for files in 

• $SPLUNK_HOME/etc/apps/DA-ESS-ThreatIntelligence/local/data/threat_intel folder

▶ User defined apps must adhere to strict directory structures
• $SPLUNK_HOME/etc/apps/$app$/local/data/threat_intel

Adding Files To Threat Collections
OpenIOC and STIX



▶ File Extensions Matter

Adding Files To Threat Collections
CSV



▶ Headers need to mirror local csv file formats
• $SPLUNK_HOME/etc/apps/DA-ESS-ThreatInteligence/lookups/local_*.csv

Adding Files To Threat Collections
So Do File Formats



▶ Added in ES 4.6
▶ Removes concerns regarding placing the 

file correctly
▶ Important for cloud customers or those who 

don’t have CLI access
▶ Add a weight, category and group at ingest

Adding Files To Threat Collections
Uploading



Adding Files To Threat Collections
File System View



Adding Files To Threat Collections
A Happy Uploader



TAXII & Threat Intel Downloads
Adding To Threat Collections



▶ 15 csv files already downloaded 
had no new data

▶ 1 csv had an error in it

TAXII & Threat Intel Downloads
Audit Trail Provides Great Insight



▶ View Output in Threat Intelligence Audit
• Text files in $SPLUNK_HOME/var/lib/splunk/modinputs/threat_intelligence_manager/
• File updated every minute

Modular Input Logging
Audit



▶ Imported via the same mechanisms described
• Stored in a different spot

• $SPLUNK_HOME/var/lib/splunk/modinputs/threatlist/

▶ Excluded from the described processes
• Threatlist.py

▶ Separate Process

Supporting Data
Alexa, ICANN, Mozilla



▶ SA-ThreatIntelligence
▶ Runs 

threatlist_manager.py
• Merges Alexa, ICANN, 

Mozilla lists into lookups

Previously - threatlist_manager

Alexa, 
Mozilla, 
ICANN

conversion_
specifications.py

output_
specifications.py Lookups



▶ Handled via Saved Searches
• inputthreatlist command
• Looks in a very specific location (same as where we downloaded that data)
• outputlookup command to write to lookup
• Scheduled like any other splunk search

Now – New Process
Alexa, ICANN, Mozilla



▶ Accessible via 
|inputlookup or 
through Threat 
Artifacts dashboard

Threat Collections
Stored in KVStore

Threat 
Collections

http_intel

ip_intel

certificate
_intel

Email
_intel

Process
_intelfile_intel

registry
_intel

Service
_intel

user_intel



threat_group_intel



▶ Base search is based on lookup *_intel – i.e. Process Intelligence
• Exception: IP Intelligence

• ip_intel lookup + ip location

Datasets and Datamodels



▶ Just the list of artifacts, nothing actionable

Datasets and Datamodels



ip_intel



Threat Artifacts Dashboard



Gather data
Get 

download 
status

Determine 
Exclusions Deduplicate Filter Table Output to 

Lookup

▶ | `process_intel` | `threatintel_outputlookup_wildcard(process)`

▶ Output files are file based not found in KVStore

$SPLUNK_HOME/etc/apps/DA-ESS-ThreatIntelligence/lookups/
threatintel_by_process_wildcard.csv

Lookup Generation Process



Lookup Generating Searches
Threat - Threat Intelligence By <insert> - Lookup Gen

Certificate

Email

HTTP

IP

Process

Registry

User

Service

Email Subject (w)

HTTP User Agent (w)
URL (w)

Registry Path (w)
Registry Value Name (w)
Registry Value Text (w)

Service (w)

User (w)

System 

Common Name (w)
Organization (w)
Serial
Unit (w)

Domain

CIDR

Email (w)
File Hash

File
File Name (w)

Process (w)

Threat	CollectionsSaved	Searches Saved	Searches



When Nothing New Is Coming In
Audit



Disabled Threat Intel Download Feed
Lookup Generation Gets Recomputed



Action



Action

Threat 
Intelligence 
Providers

STIX/IOCs  -
/../local/data/threat_intel/

FireEye Default Content -
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/../local/inputs.conf
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Threat Generation Saved Searches
DA-ESS-ThreatIntelligence/default/savedsearches.conf

Threat Match cron Data Model

certificate_common_name 0,30 * * * * Certificates

certificate_organization 5,35 * * * * Certificates

certificate_serial 10,40 * * * * Certificates

certificate_unit 15,45 * * * * Certificates

email 20,50 * * * * Certificates, Email

subject 25,55 * * * * Email

file_hash 0,30 * * * * Certificates, 
Change_Analysis, 
Email, Malware,
Updates

file_name 5,35 * * * * Change_Analysis, 
Email, Malware,  
Updates

http_user_agent 10,40 * * * * Web

Threat Match cron Data Model

query 15,45 * * * * Network_Resolution, 
Domain_Analysis

process 20,50 * * * * Application_State

registry_path 25,55 * * * * sourcetype=WinRegistry

registry_value_name 0,30 * * * * sourcetype=WinRegistry

registry_value_text 5,35 * * * * sourcetype=WinRegistry

service 10,40 * * * * Application_State

src, dest 15,45 * * * * Network_Traffic, 
Intrusion_Detection, Web

url 20,50 * * * * Web

user 25,55 * * * * Authentication, Inventory, 
Web



▶ index=threat_activity
▶ Populated from Threat Gen saved 

searches

Threat Activity Data Model



Threat Dashboard Activity 



Threat Dashboard Activity 
Details



▶ correlationsearches.conf

▶ In ES 4.6, savedsearches.conf
contains all configuration values

▶ savedsearches.conf

Search Correlations



Notable Events



▶ Documentation referenced this first in ES4.0
▶ Set of 8 Saved Searches

• Threat - <insert threat group name> Threat Intelligence 
Retention - Lookup Gen

• `filter_threatintel_collection("http_intel")`
• inputlookup $collection$ | `filter_by_threat_age` | 

outputlookup $collection$ | stats count
• Disabled by default

▶ Time Set in Threat Download

Aging Out Threat Intel
Group cron

Certificate 0 3 * * *

Email 5 3 * * *

File 10 3 * * *

HTTP 15 3 * * *

IP 20 3 * * *

Process 25 3 * * *

Registry 30 3 * * *

Service 35 3 * * *



Threat Intel Framework Data Flow

Threat 
Intelligence 
Providers
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/../local/inputs.conf
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Operationalizing



Operationalizing Threat Indicators
Adaptive Response



Adaptive Response
Audit Threat Indicator Actions



Operationalizing Threat Indicators
Adaptive Response Audit Trail



▶ Access - edit_threat_intel_collections capability
▶ Cloud URL will be slightly different 
▶ Upload threat indicators

• https://<host>:<mPort>/data/threat_intel/upload

▶ Perform CRUD operations on an existing threat intelligence collection
• https://<host>:<mPort>/services/data/threat_intel/item/{threat_intel_collection}

▶ Perform read, update, and delete operations on a row of an existing threat 
intelligence collection
• https://<host>:<mPort>/services/data/threat_intel/item/{threat_intel_collection}/{item_key}

Threat Intel Framework via API

https://docs.splunk.com/Documentation/ES/4.7.2/API/ThreatIntelligenceAPIreference



▶ Introduced keeping artifacts for reference – marked disabled via API

Marking Artifacts
Keep But Don’t Correlate



▶ Important to know which indicators were at one time used
▶ Staleness can set in
▶ Don’t want to delete, but don’t want to correlate
▶ Mark as disabled will not remove it from kvstore

• Will prevent it from correlating against events
• Threat generating searches bypass t via macro

Deletion (Disable) Threat Indicators



Deletion(Disable) Threat Indicators



▶ Threat Intel is one of the 
five frameworks of ES

▶ Ingest from CSV, IOC, 
STIX, TAXII, Internet Feeds 
(need to format)

▶ Audit logs are very robust 
for troubleshooting

▶ API has been made 
available to work with 
collections

Summary

Threat Intelligence 
Providers

STIX/IOCs  - /../local/data/threat_intel/

FireEye Default Content -
/../default/data/threat_intel//DA-ESS-ThreatIntelligence
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Data Model
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/../default/inputs.conf

/../local/inputs.conf

/../local/inputs.conf

/../default/inputs.conf
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