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During the course of this presentation, we may make forward-looking statements regarding future events or 
the expected performance of the company. We caution you that such statements reflect our current 
expectations and estimates based on factors currently known to us and that actual events or results could 
differ materially. For important factors that may cause actual results to differ from those contained in our 
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live 
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate 
information. We do not assume any obligation to update any forward looking statements we may make. In 
addition, any information about our roadmap outlines our general product direction and is subject to change 
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract 
or other commitment. Splunk undertakes no obligation either to develop the features or functionality 
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in 
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.

Forward-Looking Statements

THIS SLIDE IS REQUIRED FOR ALL 3 PARTY PRESENTATIONS.



▶ Part I: FFIEC CAT - Background, Overview, Maturity
• What is it, and why you should you care
• Cybersecurity Maturity according to the FFIEC

▶ Part II: FFIEC CAT – The Assessment
• What does it look like, and how do you use it

▶ Part III: FFIEC CAT and Splunk
• What Domains and controls does Splunk map to specifically
• Explanation of Splunk Capabilities as they relate to the FFIEC CAT
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-No one ever

“We have the proper controls, 
safeguards and procedures in 
place and have zero room for 

improvement.”



Did You Know?

Of the data compromised in 
reported financial breaches 71%

were Credentials, 12% were 
Payment, and 9% were Personal.

Source: 2017 Verizon Data Breach Investigation Report



Did You Know?

Denial of Service, Web 
Application Attacks and Payment 
Card Skimming represent 88% of 

all security incidents within 
Financial Services.

Source: 2017 Verizon Data Breach Investigation Report



Part One:  FFIEC CAT 
Background, 

Overview, Maturity
Assess Your Environment



▶ Based on assessment that FFIEC members 
piloted in 2014

▶ Consistent with the National Institute of 
Standards and Technology (NIST) 
Cybersecurity Framework

▶ Provides a Measurable and Repeatable 
Process

Background
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Technology 
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External 
Threats

Overview
Determine Inherent Risk Profile



Cybersecurity Maturity
Within each of the 5 Domains

Domain
1 Cyber Risk Management and Oversight 



Cybersecurity Maturity
Within each of the 5 Domains

Domain
2 Threat Intelligence and Collaboration 



Cybersecurity Maturity
Within each of the 5 Domains

Domain
3 Cybersecurity Controls 



Cybersecurity Maturity
Within each of the 5 Domains

Domain
4 External Dependency Management 



Cybersecurity Maturity
Within each of the 5 Domains

Domain
5 Cyber Incident Management and 

Resilience 



Cybersecurity Maturity Levels



Part Deux: FFIEC CAT
The Assessment 



Completing the Cybersecurity Maturity



Part Tres: FFIEC CAT 
and Splunk = ❤

How Splunk maps to the FFIEC CAT



Where do we fit?

Domain
3

Domain
5

Cybersecurity Controls

Cyber Incident Management 
and Resilience 



▶ 160 Pages of Content
▶ Mappings to NIST CSF
▶ Track your FFIEC CAT Initiative
▶ http://bit.ly/2vxNpeC

The Paper
Mappings for Splunk Enterprise (Core), 
Enterprise Security (ES), User Behavior 

Analytics (UBA) 



Mapping Splunk Capability to the CAT

Execution: Splunk capabilities allow execution against this 
control. No third-party data sources are needed because Splunk can 
service this control entirely. Splunk then provides a central place to 
report on the efficacy of this control. 



Mapping Splunk Capability to the CAT

Verification: Splunk does not perform this control directly but 
can ingest the data from data sources that support this control. Splunk 
then provides a central place to report on the efficacy of this control. 



Mapping Splunk Capability to the CAT

Supporting: This generally applies to controls that are more 
process/policy or human oriented. Splunk may serve as an information 
input for the process so that the control can be met. 



Mapping Splunk Capability to the CAT

Not Applicable: The control is entirely process/policy 
oriented, and there is no timestamped machine data output from the 
implementation of the control, therefore there is no clear role for 
Splunk. 



How to Use this Mapping Guide

• D3 – Domain (Domain 3)
• PC – Assessment Factor (Preventative Controls)
• Im – Component (Infrastructure Management) 
• B – Maturity Level (Baseline)
• 5 – Mapping Number (5) 



Mapping Example
Up to date antivirus and anti-malware tools are used. 

Splunk Role: Verification. Splunk ES provides the 
Malware Center, Malware Operations, and Malware 
Search dashboards and related reports and alerts. In 
particular, the Malware Operations dashboard allows for 
the tracking of systems that are failing malware updates. 
Data is on-boarded from common endpoint and malware 
solutions against the Malware data model. 



Mapping Example
Up to date antivirus and anti-malware tools are used. 



Mapping Example
Security controls are used for remote access to all administrative consoles.

Splunk Role: Verification. Splunk can be used to monitor 
all accesses to all assets on the network. With the help of 
Identity Center and Asset Center, both built into Splunk 
Enterprise Security, it is simple to report on these 
accesses, using administrative credentials, against assets 
that are designated as providing admin consoles. 



Mapping Example
Security controls are used for remote access to all administrative consoles.



Mapping Example
Proactively Identify High-Risk Behavior

Splunk Role: Execution. Splunk Enterprise Security and 
Splunk UBA both provide ways of identifying high-risk 
insider behavior, and there are also statistical behavior-
based searches that can be run in Splunk Enterprise to 
augment. 



Mapping Example
Proactively Identify High-Risk Behavior
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1. The FFIEC CAT and what it is

2. How the FFIEC CAT defines inherent risk 
and cybersecurity maturity

3. Where Splunk maps to the FFIEC CAT

Key 
Takeaways 



Making Machine Data 
Accessible, Usable And 
Valuable To Everyone.
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Don't forget to rate this session in the 
.conf2017 mobile app

Thank You


