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During the course of this presentation, we may make forward-looking statements regarding future events or 
the expected performance of the company. We caution you that such statements reflect our current 
expectations and estimates based on factors currently known to us and that actual events or results could 
differ materially. For important factors that may cause actual results to differ from those contained in our 
forward-looking statements, please review our filings with the SEC.
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information. We do not assume any obligation to update any forward looking statements we may make. In 
addition, any information about our roadmap outlines our general product direction and is subject to change 
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract 
or other commitment. Splunk undertakes no obligation either to develop the features or functionality 
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in 
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.

Forward-Looking Statements

THIS SLIDE IS REQUIRED FOR ALL 3 PARTY PRESENTATIONS.
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During the course of this presentation, we may make forward looking statements
regarding future events or the expected performance of the company. I often lie. Maybe
this is a lie. Wik Alsø wik Alsø alsø wik Wi nøt trei a høliday in Sweden this yër? See the
løveli lakes The wøndërful telephøne system And mäni interesting furry animals The
characters and incidents portrayed and the names used in this Presentation are fictitious
and any similarity to the names, characters, or history of any person is entirely
accidental and unintentional. Signed RICHARD M. NIXON Including the majestik møøse
A Møøse once bit my Marcus... No realli! He was Karving his initials on the møøse with
the sharpened end of an interspace tøøthbrush given him by Svenge – his brother-in-law
– a Canadian dentist and star of many Norwegian møvies: "The Høt Hands of an
Canadian Dentist", "Fillings of Passion", "The Huge Mølars of Horst Nordfink"... In
addition, any information about our roadmap outlines our general product direction and
is subject to change at any time without notice. Splunk undertakës no øbligation either to
develøp the features or functionality described or to include any such feature or
functionality in a future release.



whoami
Ryan Kovar: CISSP, MSc(Dist)

▶ 17 years of cyber security experience 
▶ Worked in US/UK Public Sector and DOD most 

recently in nation state hunting roles
▶ Enjoys clicking too fast, long walks in the woods, 

and data visualization
▶ Current role on Security Practice team focuses on  

incident/breach response, threat intelligence, and 
research

▶ Currently interested in automating methods to 
triage data collection for IR analyst review.

▶ Also investigating why printers are so 
insubordinate ಠ_ಠ
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Staff Security Strategist
Minster of the OODAloopers
@meansec



whoamiSteve Brant: CISSP
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▶ 23 years in the IT biz
▶ 8 years in Security Information and Event 

Management
▶ Novice beer snob
▶ Working on improving the Splunk ES out of 

the box experience with improved workflow 
and searches

Senior Security 
Strategist
Minister of Truth
@trustedtech





Agenda

▶ Answering some W ’s
• Why are we doing this talk?
• What are the known unknowns of SSL?
• What is hunting SSL anyway?
• What SSL data are we looking at?
• Where can we get SSL wiredata from?

▶ Talk about the “H”
• How do we can we hunt baddies in our network with SSL data?

▶ And now another W
• Where can I find this info?

▶ Conclusion
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“Hunting is creating a hypothesis about a threat or 
vulnerability and using the scientific method 

against your data to determine if the 
threat/vulnerability is relevant and present in your 

organization. Then… finding it”

- Ryan Kovar (created for this slide)



Why Did We Do This Talk?



SSL Hides The Threats To Your Network

PowerShell
Empire

Trickbot

Ransomware

“… Crypto-ransomware developers have 
switched from plaintext protocols to protected 
communication using TOR and SSL. “

– Bromium 2014

“The TrickBot banking Trojan has been using 
legitimate SSL certificates alongside websites 
that closely resemble those of actual banks”
securityweek.com, Aug 2017

“Using a trusted certificate and non-default 
Empire options will help increase your chances of 
getting a successful session out of a network.”
blackhillsinfosec.com, Nov 2016

It is everywhere
From users to malicious actors…
everyone is using SSL and its only 
going to grow

SSL is Legitimate
This isn’t something you can just 
”block”. It is better security! For your 
users… and your attackers

SSL Decryption.. Works-
ish?
One solution is to “MITM” SSL.  This 
works for legitimate uses of SSL but 
some locations frown at MiTM. Also 
Adversaries KNOW you aren’t looking 
at banking or health
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What Is Hunting 
Anyway?
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If You Are Hunting 
Wooly 

Mammoth…
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…Don’t Bring A 
22 Caliber Bullet
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You Don’t 
Bring A Boat…
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Are Hunting
Fancy Bears
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Know The Battleground
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Know the Enemy



What are the known 
unknowns of SSL?



Hunting with HTTP J



Hunting with 









Hunting with SSL L



Hunting with 









Reducing the view

Can simplify and bring the unknown to the surface



Huh? Less is more?    
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Ben “Bubbles” Withnell

“I can eyeball the results when there 
are only a few hundred results”





SSL events had
264,089 distinct

atomic events of interest





HTTP events had
2,576,688 distinct

atomic events of interest













What  SSL data are we 
looking at?



So… Quick refresher on SSL



Lets look
under the 

SSL hood









SSL Handshakes





Everything after that… is secret



This presentation Awesome
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Where do we get all this 
tasty SSL data from?



Bro Stream Suricata

The Three Biggies in Splunklandia
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Bro SSL Logs
(bro_ssl, bro_files, bro_x509)



Pro’s of Bro:
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▶ High Adoption by Security Community
▶ Allows you to easily add new detections
▶ Very high fidelity of ALL SSL traffic
▶ Adding Fun SSL detection Scripts
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Con’s of Bro:

▶ Can be difficult to 
install/administer/configure

▶ Too many separate sourcetypes
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Stream SSL data



Pro’s of Stream:

▶ Splunk Supported
▶ Easy to install
▶ Only one

source type to 
look at!



Con’s of Stream:

▶ Doesn’t show hostnames in SSL certificate
▶ Doesn’t show all of the interesting handshake 

fields



Suricata Logs
(eve.json and certs)



Pro’s of Suricata:

▶ Very easy to configure
▶ Low volume
▶ Extensively used by 

the security Community



Con’s of Suricata:
▶ Less Fidelity
▶ Harder to

customize



How  do we hunt the 
baddies!



Finding shared unusual SSL activity on unusual ports

▶ Detection

sourcetype=stream:tcp ssl_cert_sha1=* NOT (dest_port=443 OR 
dest_port=993 OR dest_port=995 OR dest_port=465 OR 
dest_port=9001) 
| stats VALUES(ssl_issuer) VALUES(dest_port) 
VALUES(ssl_subject_common_name) VALUES(dest_ip) 
count(ssl_subject_common_name) BY ssl_cert_sha1



Finding Shared Unusual SSL Activity On Unusual Ports



Finding Shared Unusual SSL Activity On Unusual Ports



Finding Weird SSL Certificate Values
▶ Detection

sourcetype=stream:tcp ssl_cert_sha1=*
| stats VALUES(ssl_issuer) AS ssl_issuer VALUES(ssl_subject_common_name) AS 
ssl_subject_common_name VALUES(dest_ip) AS dest_ip
count(ssl_subject_common_name)  AS count BY ssl_cert_sha1
| search count=1
| eval list="*”
|`ut_parse(ssl_subject_common_name,list)`
| lookup alexa-1MM domain AS ut_domain
| fillnull value=NULL rank
| search rank=NULL
| stats VALUES(ssl_cert_sha1) VALUES(ssl_subject_common_name) AS 
ssl_subject_common_name VALUES(dest_ip) AS dest_ip values(ut_domain) AS 
ut_domain count(ssl_subject_common_name)  AS count BY ssl_issuer
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Finding Weird SSL Certificate Values
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Finding Weird SSL Certificate Values



Finding Weird SSL Certificate Values



SSL Certificates



Finding SSL Certificates On A Black List

▶ Detection

index=* sourcetype=stream:tcp ssl_cert_sha1=*
| lookup ssl_block_list sha1_cert AS ssl_cert_sha1 
| search reason=*
| stats VALUES(ssl_issuer) AS issuer VALUES(dest_port) AS "Destination 
Port" VALUES(ssl_subject_common_name) AS "Subject Common Name"  
VALUES(reason) AS Reason  VALUES(ssl_cert_sha1) AS SHA1 
count(ssl_cert_sha1) AS count by dest_ip
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Finding SSL Certificates On A Black List
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https://sslbl.abuse.ch/
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Mark Parsons
“Lord of SSL Pivoting”

@markpars0ns

▶ https://t.co/amyR9pU8o4
▶ https://medium.com/@mark.pars

ons/hunting-a-tls-certificate-
series-post-1-6ad7adfebe44

▶ https://mpars0ns.github.io/bsides
charm-2016slides/

▶ https://mpars0ns.github.io/archc
0n-2016-tls-slides/#/



▶ Hunting

workflow_action.conf
[censys]
#requires user to already be logged in
display_location = both
fields = ssl_cert_sha1, ssl_cert_md5, 
ssl_cert_sha256,ssl_issuer,ssl_serialnumber
label = Censys.io cert: ($@field_value$)
link.method = get
link.uri = http://censys.io/ipv4?q=$@field_value$
link.target = blank
type = link

Pivoting On SSL Certificates With Censys.Io



Pivoting On SSL Certificates With Censys.Io
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Pivoting On SSL Certificates With Censys.Io
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Pivoting On SSL Certificates With Censys.Io
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Pivoting On SSL Certificates With Censys.Io
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JA3
SSLVersion,Ciphers,Extensions,EllipticCurves,EllipticCurvePointFormats



SSL Handshakes





SSLVersion, Ciphers, Extensions, EllipticCurves, 
EllipticCurve PointFormats



SSL cert 
hash doesn’t 

matter

IP 
addresses 

don’t matter

Ports don’t 
matter

OK. Why do I care?



SSL cert 
doesn’t 
matter

IP 
addresses 

don’t 
matter

Ports 
don’t 
matter

Why does this matter?



Stream doesn’t support… yet L



But Bro Does J
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But Bro Does J
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index=bro sourcetype=bro_ssl
| lookup ja3 ja3_hash AS ja3 
| search desc=* 
| stats VALUES(ja3) AS "JA3 Sig" 
VALUES(desc) AS "Description" 
VALUES(server_name) AS "Server Name"  
VALUES(src_ip) AS “Source IP”
VALUES(dest_port) AS "Destination Port" by 
dest_ip| rename dest_ip AS "Destination IP"

Using JA3 TLS Fingerprint Lookup
▶ Hunting
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Using JA3 TLS Fingerprint Lookup



Using JA3 TLS fingerprint Lookup



Using JA3 TLS Fingerprint Lookup
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Using JA3 TLS Fingerprint Lookup



Using JA3 TLS Fingerprint Lookup



Using JA3 TLS Fingerprint Lookup



Conclusion



index=* sourcetype=stream:tcp ssl_cert_sha1=* 
| fields ssl_client_cipher_names{} dest_ip ssl_issuer
ssl_subject_common_name app src_ip
| rename "ssl_client_cipher_names{}" AS ciphers|eval
cipher_fingerprint = md5(mvjoin(mvsort(ciphers),":"))
| stats count(cipher_fingerprint) values(ssl_issuer) 
values(dest_ip)  values(ssl_subject_common_name)   
values(app) BY  src_ip

Stream Cipher fingerprint

Special thanks to 
@alacercogitatus

(Kyle Smith) for help

▶ Hunting
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Stream Cipher Fingerprint



Passive SSL App



Passive SSL App



Conclusion



SSL Hunting Allows You To Find Hidden Adversaries
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SSL Hunting Allows You To Find Hidden Adversaries



Takeaways

▶ SSL is over 50% of the web traffic in your network
▶ Hunt for baddies using SSL Certificates and Fingerprints
▶ Pivot and anticipate your adversary!
▶ Begin collecting SSL certificates and create your own Passive SSL database



Resources
▶ https://github.com/rkovar/splunk-hunting-helpers

• The lookup files and workflow actions used in this presentation. 

▶ https://censys.io/
• Pivot on SSL certificates and websites. Only valid since their last scan

▶ https://github.com/rkovar/splunk-hunting-helpers/tree/master/workflow_actions
• Workflow actions with  censys.io

▶ https://engineering.salesforce.com/open-sourcing-ja3-92c9e53c3c41
• Info on JA3 and adding it to Bro

▶ https://sslbl.abuse.ch/
• Known bad SSL certificate

▶ https://github.com/trisulnsm/trisul-
scripts/blob/master/lua/frontend_scripts/reassembly/ja3/prints/ja3fingerprint.json

• JA3 fingerprint json. Just convert to csv



Special Thanks

▶Mark Parsons
▶William Salusky
▶Ben Withnell
▶ IKBD
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Don't forget to rate this session in the 
.conf2017 mobile app

Thank You


