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Biggest Cybersecurity Threats Are Inside Your Company
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▶ Chronic Ailment – Not Enough Resources
• Research / Subject Matter Expertise

• Techniques
• Logs & specifically Active Directory

• Lack of orchestration
• Cost prohibitive for SMBs
• Creates 3rd and 4th party risk. Nobody is immune
• Security workforce shortage
• 0% unemployment, Huge unfilled requisitions

Industry Challenge: A Call To Action

SOC
Research 
/ Threat



A Better Model For Today

Research 
/ SME

SOC

Advanced Orchestration, 
Operational Awareness and 

Preventative Capabilities



Insider Threat
Kill Chain



Tipping Point
• Emotional
• Flight Risk

Lateral 
Movement
• Recon
• Enumeration
• Exploitation
• Offensive packages

Final Goal
• Exfiltration
• Destruction
• Modification

Insider Threat Stages

Too late to prevent

Human Driving 
Factors

Data



Technical challenges 
faced by the SOC Analyst



© 2017  SPLUNK INC.

Techniques, Tactics & Procedures (TTPs)
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A Login Activity from the Perspective of 
Active Directory Logs

▶ Lsass.exe
• 2 login events (4648)
• 1 Process Creation event 

(4688) 

▶ Kerberos
• 6+ login events (4624)
• 2 Object Access events (4661)
• 4+ privilege escalation 4672
• Multiple Service Ticket 

requests

▶ Winlogon.exe
• 2 login events (4624)
• One 4648 event
• 1 Special Privilege event
• 2 process creation event
• Multiple Object Access 

event

Domain 
Controller

4624 => An account was successfully logged on
4648 => A logon was attempted using explicit credentials
4672 => Special privileges assigned to new logon
4661 => A handle to an object was requested
4769 => A Kerberos service ticket was requested

101
Bob

100

Admin
Bob login from device 100 to device 101 using Admin as target username



Active Directory Vantage Points
RDP login to a domain account, source and destination are domain members

▶ 10.141.38.100 
(workstation1)
• Bob logging in as Admin 

from 100 to 101

▶ Domain Controller
• Admin asking service ticket 

for 100 and 101 
• Admin logging in to 101

▶ 10.141.38.101 
(workstation2)
• Admin logging in from 

100 to 101

Domain 
Controller

101
Bob Bob login from device 100 to device 101 using Admin as target username100

Admin



UBA Intelligence



Lateral Movement in the Real World
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UBA Detects Lateral Movement
Users

UBA

Users with Anomalies



UBA Detects Lateral Movement
Mining Anomalies

Meta Data

Profiling Context

Rare

Unusual 
Sequence

Out Of 
Profile

Contextual 
Anomalies

Anomalies

Unusual Windows Sequence of Events
• Involves high deviation from baseline
• Involves new activities 
• Involves out of peer group activities

Rare Process or Events
• Enterprise or Peer Group

UBA



UBA Detects Lateral Movement
Higher Level - Indicators of Compromise

Deeper 
Behavior 
Analytics
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• Enumeration
• Return Code
• Group Edits
• Lockouts

• Rare Process
• Rare Events
• Suspicious 

Process

• Kerberos Service 
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• Kerberos 
Authentication
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Security 
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UBA Detects Lateral Movement
Lateral Movement Kill Chain in time sequence

UBA
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Account

Bob

Charlie



Lateral Movement
Demo
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Don't forget to rate this session in the 
.conf2017 mobile app



UBA Threat Model - Implementation

Pre-Process Threat Model Input

Profiling Mining
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Advanced Correlation and Analytics Layer 
Deeper Insights With UBA to Detect Anomalies

What we Know

Truly Adaptive and 
Holistic Security

UBA

What we Don’t

ES



▶ Improved quality of alerts means we can deprecate less effective/efficient 
correlations, reducing volume of alerts and time on dead ends.

▶ Investigation is accelerated due to the intuitive way a threat is visually portrayed 
in UBA.

▶ Allows us to invest more resources in engineering orchestration, developing 
operational awareness and threat prevention activities.

UBA Helps Change the Equation

Less 
Alerts

Higher 
Quality

Winning
Strategy
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1. TTPs vary, vast, in-memory and gets less 
noisy

2. Consider Authentication & Service tickets 
along with Login events

3. Insider Threat is a continuous process

4. SME Knowledge + ML + Active Research

Know Your Insider

Key 
Takeaways 

or Buy Splunk UBA 4.0
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Don't forget to rate this session in the 
.conf2017 mobile app

Thank You


