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Forward-Looking Statements

During the course of this presentation, we may make forward-looking statements regarding future events or
the expected performance of the company. We caution you that such statements reflect our current
expectations and estimates based on factors currently known to us and that actual events or results could
differ materially. For important factors that may cause actual results to differ from those contained in our
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate
information. We do not assume any obligation to update any forward looking statements we may make. In
addition, any information about our roadmap outlines our general product direction and is subject to change
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract
or other commitment. Splunk undertakes no obligation either to develop the features or functionality
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.
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Today’s Agenda

» Introduction

» Buttercup-Go!

» Modern Application Architecture
» DevOps Tooling & Monitoring

» Splunking the Modern App Dev Ecosystem
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Technology Level Set

» Docker & docker-compose
» Buttercup-Go: a Node.js application
» Login: AuthO

» DevOps: CI/CD
* Source Code Control: Git & Bitbucket
* Build Automation: Jenkins
» Application Monitoring
* Logging: Splunk JavaScript Logging + HTTP Event Collector (HEC) ... or Mint.js!
* End User Monitoring: Boomerang.js + HEC
* APM Tools: New Relic
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Buttercup-Go

A quick introduction to our application

splunk>  (€onf20i7
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Buttercup Go!

GET READY!

ive it a try!

ttps://buttercup.rocks/

ow did you do?

®
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Modern Architecture

The Technology behind the application
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Buttercup Go Original Technology Layout

1‘ W nenx
APP SERVER

APP SERVER

‘ BITBUCKET ‘ JENKINS ‘

Source Code Build
Management Toolset

Jenkins Build Slaves
‘ 6
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‘Docker-ized’ Environment

D k ..= oy E -
OC er EEEEE Compose .yml Description % > Lo
Community Edition !
Version 17.03.1-ce-mac12 (17661) T

Channel: stable d k — —
d1db12684b OC er g S NREIR

-
-
-
-

-
b
-----
________
’’’’’’

Swarm 8 .- et e O
[ ] E « 1 Sl L - s- :

MaC OSX or Linux VerSionS: Bitbucket Jenkins Splunk Forwarder Buttercup -Go

Mac OSX 10.11 or Higher
CentOS 6x or 7x
Ubuntu 14.04 or Higher

Reference Link: https://store.docker.com/editions/community/docker-ce-desktop-mac
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...and Docker Swarm Configured

docker-compose.yml

1 version: "3.1"
services:

splunk-enterprise:

buttercup-go: image: tmartinl4/splunk_for_appdev_workshop

image: tmartinl4/buttercupgo 51 volumes:
hostname: buttercup-go 52 - /opt/splunk/etc
ports: 53 - /opt/splunk/var
- ""3040:3040" 54 ports:
networks: 5¢ - '""8000:8000"
- appdev_workshop - "9997:9997"
57 - ''8088:8088"
- ''8089:8089"
hostname: splunk-enterprise

bltbucket: ‘ . 6¢ environment:
image: tmartinl4/bitbucket_buttercupgo 61 SPLUNK START ARGS:

hostname: bitbucket
ports:

- ""7990:7990"

- "7999:7999"
networks:

- appdev_workshop

'-—accept-license --answer-yes"

SPLUNK_ENABLE_LISTEN:

SPLUNK_ADD: tcp 1514

SPLUNK_USER: root

SPLUNK_CMD_1: "cmd python -c 'open(\"/opt/splunk/etc/.ui_login\", \"a\").close()"'"
networks:

- appdev_workshop

jenkins: 70 |
image: tmartinl4/jenkins_buttercupgo 71 networks:
hostname: jenkins 72 appdev_workshop:
volumes: 73 driver: overlay
- /var/run/docker.sock:/var/run/docker.sock 7
- /usr/bin/docker:/usr/bin/docker
ports:
- ''8080:8080"
- '"50000:50000"
networks:
- appdev_workshop
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What about
Authentication?

. Using AuthO to track users and device information

splunk>  (€onf20i7
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How It Works From The User’s Perspective

7

Buttercup GO!

Log In

Google

GET RERDY!

Choose an account

@gmail.com >

yours@example.com

sign Up| @) your password

) Don't remember your password?
Protected with AuthO

LOG IN >

A=GIFTS&ISESSTONID=SD1ISL
)

1&
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How AuthO Really Works

Browser Q AuthO Identity Provider Your API

(social or enterprise) (.NET, Java, Ruby, etc.)

Initiates the authentication
1 specifying the connection to
use (e.g. Twitter)

OAuth2 / OAuth1/
OpenlD / SAML / WSFed

—> 2 User gets authenticated

Redirect to
https://yourapp#id token...

L
N\
4 Validate id_token and get
user profile
AN
7
5 Call API sending JWT in
Authotization header Validate token and
> 6 extract profile from
the token payload
lunk:
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18:19:0123] v 'Y.screenzc o wTTP 1.1 404 33 ‘,ttercuc;;,i‘;‘;‘é'«’susnﬁuiﬂJL«:Ee;ggjg;;;‘:gz;;i‘;;ig;:;::ﬁ;é%;éz:igggéézégz%iégfgi%q?:;_
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What Can | See In Splunk?

.
' U S e r B e h aVI O rS Search Authentication Overall Stats Scoreboard Detail CaveMap Dashboards Buttercup Games

. Authentication Edit || Export v
* Number of logins
All time 7 Hide Filters
[ ] A th t. t. b Authentication Type Total Authentications Device Type
uthentcations by source » »
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Modern Applicaion
Development Tools

What will we be using today?
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Bitbucket (Source Code Management)

Bitbucket (or GitHub) enables:
Simultaneous development for a single project
Different developers code different features
Tracking of Changes in Near-Realtime
Merge & Conflict Management
Issue Tracking and Jira Integrations
Automation with APl's

splunk> £
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Source Code Management (Bitbucket/GitHub)

Search for code or repositories..

» Devs work on ‘Projects’ SHiai=m

Projects s
Y Bitbucket Projects Repositories ~

Project _ . .
» Projects have ‘repos’ | == | ™ Reposiories I
+ Name @ Bitbucket Projects Repositories ~
o (F) butter -
&S Workshop / buttercup-go
1 . J -
» ‘git clone’ your repo >
HTTP http://admin@localhost:7990/scm/dev/
®
-1:[- I; Learn more about cloning repositories
s
» Source Is how local <
Atlassian SourceTree is the free
[%] Git and Mercurial client for
Windows or Mac.
@
' -
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Making Changes...There's a Process

Actions Command Line

» Create a new "branch” » git branch <branch name>

» Switch context to your new branch » git checkout <branch name>

» Modify the code

» Verify the changes you made > git status

» Add your changes to the be submitted > gitadd*®

» Commit your changes » git commit —m "your comments here"
» Push your changes to Bit Bucket > git push origin module1

O Bitbucket Projects Repositories ~
. @ Bi P Repositories ~ Merge Pull Request X
» Bitbucket Ul Bitbucket _ Projecs _ Repostores

Your w

f

@Sp[unk Ops workshop updates =P master ﬁ Merge pull request #1 in AW/buttercup-go-master from workshop_updates to master
- L/

* Create Pull Request

> You

1
c M = Updates for AppDev Workshops
erge s
' Overview = Diff Commits
+
|'b . I’ workshop_updates
Details \
= O—") I} master
Splunk Ops created a pull request 1 min ago
- Changed .conf Logo and link to 2017, updated version number a
@ switch and Easter Egg Delete source branch after merging Cancel



Automated Deployment - CI/CD Using Jenkins

» 1 Build Plan per Developer

» 1 Branch per Build Plan % New lem
. . . . &) People |+
» Jenkins will automatically build = ...... S W Name
your project and deploy it when < eopc rsionsiio . uecpgs  2mo4days- T
you merge your code "
! Jenkins buttercup-go

» Build Plan

&. | » Back to Dashboard

npm install Project buttercup-go

. . - Status
npm install newrelic R !
npm build # Changes
npm start 2 Workspace
) Build Now Configurations
(Y Delete Multi-configuration project W default

o Configure

_ Permalinks
| "] BitBucket Hook Log

: e |ast build (#7). 2 mo 4 days ago
E Splunk o |ast stable build (#7). 2 mo 4 days ago

-
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Collecting End User
Data in Splunk

Splunking Application Data too!

splunk>  (€onf20i7



Splunk HTTP Event Collector (HEC)

» A highly scalable endpoint to send data into Splunk over http(s)
» Settings = Data Input > HTTP Event Collector

curl -k https://<host>:8088/services/collector \
-H '"Authorization: Splunk <token>' \
-d "{"sourcetype": "mysourcetype", "event":"Hello, World!"}'

splunk> I



Capture Business

» Create HEC Token
» Install Splunk Logging

npm install --save splunk-logging

» Add logging code

© 2017 SPLUNK INC.

Metrics From The App Via HEC

Apps v Administrator v Messages v Settings v Activity v Help v Find

splunk>
Add Data

HTTP Event

Data Inputs » HTTP Event

_. <

Next >

Administrator v 4 Messagesv  Settingsv  Activity v Help v Find

( Search Authentication Overall Stats Scoreboard Detail CaveMap Dashboards Buttercup Games

Edit

Overall Stats

Export v

4Tokens  App: All v

Hide Filters

v

Last 7 days

Name

var

» Monitor your app

var

var

var

OfY.screenze

’Product_id=FL-DSH-©1&JSES

Sp lunkLo gger To play go to: http:/buttercup.rocks

Games Played Total Users Total Flaps
config = {
coren: mvour D 434 53,162
url: "https:/ ’ )
Most Deaths $_est Avg Game Top Score Best Avg Score Longest Game Most Flaps
Logger = new . . . ime
99 |.SChmltt thomas.nordmann thomas.nordmann thomas.nordmann karasawa-ta

thomas.nordmann

p a y l oa d = { user.nickname Total_Games

Avg_Duration

Max_Duration Total_Flaps Highest_Score Gates_Passed Avg_Score

message: | ;
2 christiank186 n 2081 sec T T 22
temperatu . . e el eseEEEEE G EESSEEET
chickenCo ¢ fee “°
5 marcel.dutt 3

florian.metz90 a7 16.80 sec 32.07 sec 2613 32 736
} ; timo.lamm 6 15.58 sec 30.11 sec 341 30 88 147
c.thal I ns 1233 sec 29.25 sec 4837 29 129 na
dennisgosing 34 10.84 sec 29.22 sec 1226 29 312 9.8
0 franziska.lucas 7 15.80 sec 28.25 sec 379 28 104 149
Logger © S end (paylo‘ martin.gawantka 64 9.26 sec 26.54 sec 2049 26 515 8.0
// If success 2 i.schmit [ iz 7.15sec 25.35 sec 30m 25 731 58
l l Ww- martin.mueller 32 6.17 sec 25.53 sec 687 25 152 48
console. O g ( 1 facebook 65 8.38 sec 24.39 sec 1938 24 455 71

dlink?item jd-

26&JSESSIONID=SD5SL
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End User Experience - Boomerang.js & HEC

» Create HEC Token
» Add JavaScript to your page
» Monitor Real Users e U e | -

Data Inputs » HTTP Event Collef

Administrator v Help v

Find

splunk>  App: End User Monitoring v SplunkOpsv  Messagesv  Settingsv  Activityv  Helpv | Find

Messages v Settings v Activity v

Overview Performance~  Search  Datasets  Reports  Alerts  Dashboards  Setup Instructions End User Monitoring

Web Page Performance et | [ Export v

Summary of key performance metrics by domain.

Number of Events Avg. Client DNS Lookup Avg. Time to First Byte (TTFB) Avg. Page Ready
4Tokens  App: All v filtd page v
Name
12 1ms  0.020sec 11.380sec
| Overall Page Load Metrics
<IP-- Boomerang.js Browser Code -=> e

<script src="https://s3.amazonaws.com/boomerang-sj
<script src="https://s3.amazonaws.com/boomerang-sj

M Load Time

B
<scr j_p t> losom 10:40 PM 10:50 PM 11:00 M 11:10 M 11220 PM
BOOMR.init ({ beacon url: "http://<Splunk Server>: " _ime
beacon type: "POST", Page Load Metrics
beacon auth token: "Splunk <HEC Toker
site domain: "What's up Buttercup?"
}) g
£ hup:localhost 3000/ & Dot complee
BOOMR.addVar ({ "ua_raw" : navigator.userAgent , e
"appName" : "Buttercup-Go-Student
o : . 5 . 5 6 , s s 10 i 0
<!I-- END Boomerang.js Browser Code -——>
R e 020052017 Spunkine Alights e

v L ey my S E— CeTTTU=E S P ISESSIUNID e YT T I A G TR Y- i ) BT T I L TR & A A PO TS -1 : 2 B4V XY= 3 Ll i Al i AR LD T L S T T i I AT il B et [P T INE I




End User Experience - Mint.js

» Add Mint.js to your app (mint.min.js) [ /app/utils/splunkhttp.js |

» Initialize Mint.js & start sending data!
» Monitor Real Users

// Adding Mint.js
const mint = require('assets/scripts/mint/mint.min.js');

// Initialize Mint.js
Mint.initAndStartSession ({ apiKey: ’abcdefgh', collectlLogs: true, collectNetworkCalls:

Mint.setPackageName ('Buttercup-Go') ;

// Send data to Mint!

Mint.setUserIdentifier ("abcl23"');
Mint.logEvent ('Buttercup-Go', 'info',<JSON - whatever data you want to send>);

false });

splunk> I
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APM - New Relic

. spIunk App: New Relic v SplunkOpsv  Messagesv  Settingsv  Activity v  Help v Find
nstrumen ed E® Get your license - : o : : :
Web Applications Key Transactions Mobile Applications Insights Data New Relic Alerts Search Datasets Reports Alerts Dashboards Setup Instructions New Relic
. Web Applications Edit || Export v
> Ad d t h e J a Va S C rI t CECEIEGSE  Overview of the applications monitored by New Relic
p Time Period Account Web Applications

Last 60 minutes 4 All Qv All Qv Hide Filters
» APM Add-On in Splunk <
L .
I p u | Application Overview - Last Reported Values
< scr l p t account_id application_id name language reporting health_status app.apdex_score app.response_time app.throughput app.error_rate eum.apdex_score eum.response_time eum.throu¢
L]
' 1072287 35806659 Buttercup- nodejs 1660.0 11.30 rpm 0.0 9.63 0.
iew ala —
L Student-
Upda o
Average Application Server APDEX Average End User APDEX
9
Replace the lic
New Re
Require AppServer Average Response Times AppServer Requests per Minute AppServer Error Rate
5,000 75 100
Make this the fi 50
2,500 -
N~
N / 25 50
0 ———]
— Ap..me 0 — Err.te
pre...e) — pre...te)
10:30 PM 11:00 PM 11:25 PM 10:30 PM 11:00 PM 11:25 PM 10:30 PM 11:00 PM 11:25 PM
Can Mon Mar 20 Mon Mar 20 Mon Mar 20
. Deplo 2017 2017 2017
ployyL _time _time _time
About  Support  FileaBug  Documentation  Privacy Policy ©2005-2017 Splunk Inc. All rights reserved.
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How Does This All Fit
Together?

Understanding the pieces...

splunk>  (conf20i7
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Run & Monitor

Static

User Interactions _ Content
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Build Chain Automation

Commit Build Deploy

&y, Metrics \{\0‘5

com/cart.do?action=viewsitemId=esr.g
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Commit

DevOps + Applicat

ion Monitoring

»

Build

Mefrics

User Interactions

Metrics & Alerts

End User Metrics
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Not sure what's
wrong with me... |
seem to have
a hard time thinking
without my hands on
a keyboard.

Any history
of Agile
methodology
in your past?
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Live Demo!

splunk>  (conf20i7



Bringing It Together for DevOps

splunk App: Splunk App for Jenkins v TomMartinv  [i) Messagesv  Settingsv  Activityv  Helpv Find
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Bringing It Together for Business & Users
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Realtime Gaming Metrics
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Splunk with Modern Application Development
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Splunk with Modern Application Development
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» Build
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Bringing It Together for Business & Users
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Next Steps...

» Try HEC for yourself:
http://docs.splunk.com/Documentation/Splunk/6.6.2/Data/UsetheHTTPEventCollector

» Test drive the Splunk App for AWS: https://splunkbase.splunk.com/app/1274/

» Tryout the New Relic Integration:
Add-On: https://splunkbase.splunk.com/app/3465/
App: https://splunkbase.splunk.com/app/3465/

» Tryout the Jenkins App: hitps://splunkbase.splunk.com/app/3332/

» Test Drive the Akamai App: https://splunkbase.splunk.com/app/3026/
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