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During	  the	  course	  of	  this	  presentaJon,	  we	  may	  make	  forward	  looking	  statements	  regarding	  future	  
events	  or	  the	  expected	  performance	  of	  the	  company.	  We	  cauJon	  you	  that	  such	  statements	  reflect	  our	  
current	  expectaJons	  and	  esJmates	  based	  on	  factors	  currently	  known	  to	  us	  and	  that	  actual	  events	  or	  
results	  could	  differ	  materially.	  For	  important	  factors	  that	  may	  cause	  actual	  results	  to	  differ	  from	  those	  
contained	  in	  our	  forward-‐looking	  statements,	  please	  review	  our	  filings	  with	  the	  SEC.	  The	  forward-‐
looking	  statements	  made	  in	  the	  this	  presentaJon	  are	  being	  made	  as	  of	  the	  Jme	  and	  date	  of	  its	  live	  
presentaJon.	  If	  reviewed	  aQer	  its	  live	  presentaJon,	  this	  presentaJon	  may	  not	  contain	  current	  or	  

accurate	  informaJon.	  We	  do	  not	  assume	  any	  obligaJon	  to	  update	  any	  forward	  looking	  statements	  we	  
may	  make.	  In	  addiJon,	  any	  informaJon	  about	  our	  roadmap	  outlines	  our	  general	  product	  direcJon	  and	  is	  

subject	  to	  change	  at	  any	  Jme	  without	  noJce.	  It	  is	  for	  informaJonal	  purposes	  only	  and	  shall	  not,	  be	  
incorporated	  into	  any	  contract	  or	  other	  commitment.	  Splunk	  undertakes	  no	  obligaJon	  either	  to	  develop	  
the	  features	  or	  funcJonality	  described	  or	  to	  include	  any	  such	  feature	  or	  funcJonality	  in	  a	  future	  release.	  



Agenda	  

 What	  Is	  Splunk	  Enterprise	  Security?	  
 A	  Look	  At	  Security	  OperaJons	  &	  Toolchains	  
 Architecture	  Of	  Enterprise	  Security	  
 A	  Deep	  Dive	  Into	  The	  Frameworks	  Of	  ES	  
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Security	  OperaJons	  
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TradiJonal?	  
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Risk	  &	  
Compliance	  

Security	  
Architecture	  

Security	  
Engineering	  

Security	  
OperaJons	  

(Includes	  SOC)	  

Security	  Opera.ons:	  an	  important	  part	  of	  a	  bigger	  security	  picture…	  



Kill	  Chain	  Based	  
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Threat	  
Intelligence	  

IniJal	  
Intrusion	  &	  
Malware	  

PivoJng	   Data	  ExfiltraJon	  

This	  is	  how	  you	  are	  aHacked,	  why	  not	  organize	  to	  defend?	  



Cyber	  Fusion	  Center	  
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Fusion	  
Center	  

Threat	  Intel	  

Vulnerability	  
Management	  

Red	  Team	  

IR	  /	  CSIRT	  

Toolchain	  
Management	  

ConJnuous	  
improvement	  
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"I	  always	  choose	  a	  brain	  
over	  a	  product."	  
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"I	  always	  choose	  a	  brain	  
over	  a	  product."	  

"We	  want	  to	  build	  our	  own	  
tooling	  on	  Splunk"	  
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"I	  always	  choose	  a	  brain	  
over	  a	  product."	  

"Can	  we	  integrate	  <security	  
tool	  X>	  with	  ES?"	  

"We	  want	  to	  build	  our	  own	  
tooling	  on	  Splunk"	  



The	  Architecture	  Of	  ES	  
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Enterprise	  Security	  (SA,	  DA,	  TA)	  
Macros	   Field	  

ExtracJons	   Evenmypes	   Sourcetypes	   KV	  Store	  
CollecJons	   Dashboards	  

Lookups	   REST	  
Endpoints	  

Summary	  
Indexes	   SPL	   Transforms	   Workflow	  

AcJons	  

It’s	  just	  Splunk!	  

Modular	  
Inputs	   SHC	  

Splunk	  
Apps	  

Alert	  
AcJons	  

Saved	  
Searches	  

Data	  Model	  
AcceleraJon	  Tags	   Python	  

Scripts	   Regex	  



Asset	  And	  IdenJty	  CorrelaJon	  

22	  

System	  Inventory	  in	  ES	  
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System	  Inventory	  in	  ES	  

IP	  address	  
MAC	  address	  
Hostname	  

DNS	  
Owner	  
Priority	  

Lat.	  /	  long	  
City	  

Country	  
Business	  unit	  
Category	  *	  
Pci_domain	  
Is_expected	  

Should_.mesync	  
Should_update	  
Requires_AV	  
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Available	  throughout	  ES	  
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Available	  throughout	  ES	  

Asset	  data	  
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Available	  throughout	  ES	  

Asset	  data	  

VisualizaJon	  &	  filters	  
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Available	  in	  core	  Splunk,	  too	  

sourcetype	  =	  nessus*	  
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Available	  in	  core	  Splunk,	  too	  Nessus	  vulnerabiliJes	  

sourcetype	  =	  nessus*	  
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Available	  in	  core	  Splunk,	  too	  Nessus	  vulnerabiliJes	  

Enriched	  with	  	  
Asset	  data	  

sourcetype	  =	  nessus*	  
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Available	  via	  API,	  too	  

curl	  -‐s	  -‐k	  -‐u	  admin:pass	  hmps://192.168.250.41:8089/servicesNS/admin/search/search/jobs/export?output_mode=json	  -‐d	  search="\`assets\`"	  |	  tail	  -‐1	  |	  
pjson	  



Asset	  And	  IdenJty	  CorrelaJon	  
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User	  List	  	  ES	  
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User	  List	  	  ES	  

Iden.ty	  
Name	  
Email	  
Phone	  

Manager	  

Priority	  
Business	  unit	  
Category*	  
Watchlist	  

Start/end	  dates	  
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Available	  via	  API,	  too	  

curl	  -‐s	  -‐k	  -‐u	  admin:pass	  hmps://192.168.250.41:8089/servicesNS/admin/search/search/jobs/export?output_mode=xml	  -‐d	  search="|	  inputlookup	  demo_idenJJes.csv"	  	  



Asset	  And	  IdenJty	  CorrelaJon	  
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Handle	  mul.ple	  systems	  of	  record	  easily	  

Ac.ve	  Directory	  
LDAP	  

Provisioning	  System	  (Sailpoint)	  
Custom	  
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Category	  field	  is	  mul.-‐valued	  
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Category	  field	  is	  mul.-‐valued	  
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Category	  field	  is	  mul.-‐valued	  



Asset	  And	  IdenJty	  CorrelaJon	  
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Category	  field	  is	  mul.-‐valued	  

MulJple	  values	  
separated	  by	  pipes	  
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Where	  Correla.on	  Searches	  are	  Surfaced	  



Notable	  Events	  Architecture	  Diagram	  
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Notable	  Event	  Entry	  Points	  
•  Populated	  By	  CorrelaJon	  Searches	  
•  Notable	  (summary)	  Index	  
–  Uses	  a	  custom	  alert	  acJon	  to	  populate	  
–  Augmented	  w/KVStore	  (owner,	  status,	  etc.)	  
–  `notable`	  |	  search	  NOT	  `suppression`	  is	  your	  friend	  
•  log_review.conf	  
–  Lets	  you	  change	  what’s	  displayed	  in	  Incident	  Review	  
•  reviewstatuses.conf	  
–  Lets	  you	  create	  custom	  statuses	  
•  There	  is	  a	  REST	  API	  
–  Blog	  Post	  by	  Luke	  Murphey	  
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Notable	  Events	  Example	  +	  Demo	  
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•  Lots	  of	  good	  stuff	  lives	  in	  SA-‐ThreatIntelligence	  
•  Did	  I	  menJon	  macros?	  
–  Affords	  a	  good	  amount	  of	  abstracJon	  
–  Do	  you	  want	  this?	  	  
–  Or	  This?	  
‣  curl	  -‐k	  -‐u	  'demoadmin:changeme'	  hHps://localhost:8089/services/search/jobs/export?

output_mode=json	  -‐d	  search="search	  \`notable\`	  |	  search	  NOT	  \`suppression\`"	  	  -‐d	  
earliest_.me=-‐1h	  

•  Demo:	  
–  Send	  A	  Notable	  To	  Slack	  
–  Update	  A	  Notable	  Status	  From	  Slack	  	  



Threat	  Intelligence	  
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Threat	  Intelligence	  Architecture	  
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Threat	  Intelligence	  Architecture	  

46	  



Threat	  Intelligence	  Framework	  
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•  Composed	  of:	  mod-‐input,	  scheduled	  searches,	  indexes,	  and	  lookups.	  
•  You	  get:	  
–  flexible	  input	  processing	  (mod-‐input)	  	  
–  deduplicaJon	  	  
–  datamodels	  
–  lookup	  creaJon/management	  
–  high-‐volume/high-‐speed	  matching	  for	  free	  (correlaJon	  searches)	  
•  Handy	  One	  Liners:	  
–  What	  fields	  are	  supported	  for	  each	  collecJon	  type?	  |	  rest	  /services/data/transforms/

lookups	  |	  table	  .tle	  fields_array	  |	  search	  .tle=local*intel	  
–  What	  indicators	  are	  in	  collecJon	  “X”	  (where	  x	  =	  ip_intel)?	  |	  inputlookup	  ip_intel	  |	  eval	  

key=_key	  
–  What	  are	  all	  my	  lookup	  table	  files?	  |	  rest	  /services/data/transforms/lookups	  |	  search	  

.tle="threa.ntel_by*"	  |	  table	  



Threat	  Intelligence	  Framework	  Demo	  
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Adds	  context…	  
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Adds	  context…	  

Risk	  score	  displayed	  in	  
Incident	  Review	  

Risk	  score	  displayed	  in	  
Incident	  Review	  
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…and	  threads	  to	  pull	  



Risk	  Analysis	  
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but	  not	  this	  kind	  of	  risk…	  

Credit	  @j4vv4d	  Host	  Unknown	  presents:	  I'm	  a	  C	  I	  Double	  S	  P	  	  
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Risk	  as	  an	  aggrega.on	  of	  suspicious	  events…	  



Risk	  Analysis	  
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View	  risk	  scores	  in	  ES	  
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View	  risk	  scores	  in	  ES	  



Risk	  Analysis	  
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Or	  in	  core	  Splunk	  

index=risk	  app=*	  |	  Jmechart	  count	  by	  app	  
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Set	  risk	  parameter	  sta.cally	  or	  dynamically	  in	  CS	  
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Set	  risk	  parameter	  sta.cally	  or	  dynamically	  in	  CS	  
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•  Composed	  of:	  mod-‐alerts,	  python	  lib,	  datamodel,	  “CAM”,	  magic	  
–  You	  get	  search	  and	  result	  “glue”,	  a	  first-‐class	  set	  of	  core	  hooks,	  a	  nice	  abstracJon	  

for	  creaJng	  raw	  “events”	  
•  This	  will	  live	  in	  Splunk_SA_CIM	  
–  ES	  tested,	  Core	  approved	  
•  Leverages	  workflow	  acJons	  (ad-‐hoc)	  and	  mod-‐alerts	  (linked	  to	  a	  search)	  
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•  Composed	  of:	  mod-‐alerts,	  python	  lib,	  datamodel,	  “CAM”,	  magic	  
–  You	  get:	  	  
‣  Search	  and	  response	  “glue”,	  	  
‣  First-‐class	  set	  of	  core	  hooks,	  	  
‣  Nice	  abstracJon	  for	  creaJng	  raw	  “events”	  

•  This	  will	  live	  in	  Splunk_SA_CIM	  
–  ES	  tested,	  Core	  approved	  
•  Leverages	  workflow	  acJons	  (ad-‐hoc)	  and	  mod-‐alerts	  (linked	  to	  a	  search)	  



AdapJve	  Response	  Framework	  Demo	  
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THANK	  YOU	  


