“Splunking” Your z/OS Mainframe
Introducing Syncsort Ironstream®
Ed Hallock

Director of Product Management, Syncsort Inc.

" \\ﬂoli\\a/‘;ées(?aijntosh; "
Q\,,'&ei‘“'ﬁ,me/;‘_%‘1?&712ESSIOEI'E’:S‘;ES'?‘;":S:;
. //.ﬁ&e@éox%:‘daﬁgﬁw »J:f;é.‘c;;g-:efv:xsz\ "G Jea
@777 & A AN S S K
pC ‘
o Lo oi‘,\v_ew J?ﬁ; \ % i A by E; y
f — A
Y «102\’\\’;(,(?‘2 (’¢:‘§ S % o S\\ 0y
c;) (>\> 8 o"&i&' )( o, \‘\ \\\PZ‘-\
o : =
(‘\ Q o«? Qq‘oé_ff %?ﬂ \é\ 0%')\1
3 \ «(‘i-o\ 8N (s (i)\
Yt PERY h=
3 . acin 7R R f & 3
o RN e ivisn, A e St 4, S
- 0. o =) : /
£ 92 SO R G s a3 B3 333 4
0/\?} q«‘eeec\f‘oc%i§ B FoEr et gy g o i YQQ[\‘Q“Q fr ot °F A «‘zi;")le@y'
eSANC e SR 20 gy el e P 2 YR
[ 9( /1;\” xOM \&:019( J})tf‘¢ N %’? A§ B\ l\MX\m“\\“‘ ' k\'h‘\wx“ 0 ‘:\'% ;9 ¥¥e2
s e SR 1N 1o Ly i X
OvshEiE e o\ IR rmw PLI gy
. AR LN UERN b3 0 g
it TS F‘ﬁf@”’%@{%'\ %o N (7 ¥ = it
Q Y : AT 6.2 %) b -
\ Qi Ty HeY V3
e NN £ 25" B
03, ¢ 3 Q(\/‘ﬂro' 7"%{{ %¢§ %a‘% o
0 7P ‘(\ O_K'\ A oo & \ y%\
é340 g %%\ g o> <
/T P 5 %
Pl o Lo
A
'\
&
(=
N

A
o NS
MO U T
e o :”’%ﬁko*’)/ etV
EEOD ot =
ND=SPRY RERAABESSTS(TL ) o 12V -\ o2
f ut ggg/Laees ge GLE ECT
m :”S°1uyaeu) e-g/E\\‘



Disclaimer

During the course of this presentation, we may make forward looking statements regarding future
events or the expected performance of the company. We caution you that such statements reflect our
current expectations and estimates based on factors currently known to us and that actual events or
results could differ materially. For important factors that may cause actual results to differ from those
contained in our forward-looking statements, please review our filings with the SEC. The forward-looking
statements made in the this presentation are being made as of the time and date of its live presentation.
If reviewed after its live presentation, this presentation may not contain current or accurate information.
We do not assume any obligation to update any forward looking statements we may make. In addition,
any information about our roadmap outlines our general product direction and is subject to change at
any time without notice. It is for informational purposes only and shall not, be incorporated into any
contract or other commitment. Splunk undertakes no obligation either to develop the features or
functionality described or to include any such feature or functionality in a future release.
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Agenda

Why “Splunk” Your z/OS Mainframe?
Challenges with Getting Mainframe Data into Splunk

lIronstream®: Getting z/OS Mainframe Operational & Security Data Into
Splunk

Ironstream Sample Applications for Operational Analytics and Application
Monitoring

Ironstream for z/OS Security and Integration with Splunk Enterprise
Security (ES)

Ironstream Integration with Splunk IT Service Intelligence (ITSI)
Conclusion
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“Splunking” Your Mainframe Data Into
The Industry-Leading Platform For Machine Data

Machine Data: Any Location, Type, Volume Answer Any Question

Online \>

Ao
i Adhoc : Monitor : Report& @ Custom : Developer
On- Selvices Web . search : &alert : analyze : dashboards @ Platform
Premises . . Services : : H :

. Security aPs
Servers @ ‘
Location -
Packaged
C ': Q Networks Applications
1

[S==M
Desktops

splunk>enterprise

Private Storage
Cloud
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Telecoms @ Mainframe
Energy

Shopping Meters Platform Support (Apps / APl / SDKs)
‘ Cart g D Databases
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Web Call Detail Enterprise Scalability

Public ED Clickstreams ~ tecords

Cloud Smartphones Universal Indexing
and Devices
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Why Splunk Your Mainframe?
Because Mainframes Still Host the Most Critical Applications

71% 2.5 Billion

Fortune 500 Bus. Transactions / day / per MF

Top World of World’s

: of Top 25
Banks Top Insurers US Retailers

Source: IBM
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IBM System z and z/0S 101

*Note - z/Linux is NOT z/0S
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Challenges with Getting Mainframe Data Into Splunk

Integration

— Data Conversion: EBCDIC to ASCII; Binary to
readable

— Complex mainframe data structures: SMF Data

Security
— Hosts mission critical sensitive data making it
difficult to access

Cost
— Processing on the mainframe costs CPU cycles
(MIPS) — including data transmission (TCP, FTP, etc.)

— Cannot interfere with system throughput

Operational

— Log file migration can be complex

— Tracking delta from log files difficult, if not possible
— Getting data in real time/near real time is complex
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Ironstream: Getting z/OS Mainframe Operational & Security
Data Into Splunk

:;E‘

i
|

Enterprise Security

TCP/IP

Mainframe

z/0S
——
: L DCE |4 ]
Ironstream [ Data Forwarder 1]] [
A Data Collection Extension Ironstream Desktop
SYSLOG SMF RMF File Logdj SYSOUT Alerts Ironstream API
SYSLOGD Load
= Eg ,,,,,,,,,
T % = @ i
- = (o] — :‘ b
Live/Stored Network

50+ Up to 50,000
types values
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lronstream Architectural Considerations

Ultra Light Weight

* Minimal MIPS impact even for
billions of SMF records
Non-intrusive

* Collect data from critical system
e Zero impact to throughput
Fast

e Collect data in real time
Secure and Reliable

0101101010000100!

* Error recovery
* Security
* Load balancing
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Sample Mainframe Log Data That Can Be “Splunked”

Mainframe Application Related Mainframe Logs
f | Operational Operator logs for DB2,
S Analytics CICS, IMS, etc Syslog
| DB2 Accounting Records SMF Type 101
Application
e PP I.CatI.O CICS Accounting Records SMF Type 110
Monitoring
. WebSphere Log4j
Job / Step Accounting Records SMF Type 30
Security & RACF SMF Type 80
| . Compliance Intrusion Detection SyslogD
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Operational Analytics: RACF Violations and Message Trends
Data Source: SYSLOG

SYSLOG Demonstration Dashboard Edtv | Moemov | | L | &
Powered by Syncsort Ironstream™
Time Frame
Last 24 hours v
RACF Viol RAC it mege
. . . .
« | RACF Violat by t 1 RACF Violat b
, I0lationNs e . lolations user Testor
2 2 TESTO2
L} ]
g 400 T 400 \ W TESTO3
‘>5 INSUFFICIEN. ?5 TESTOS
2 INVALID PAS. .i @ wwcbM2
E 200 B pass PHRAS. £ 200 " WWCDM8
3 @9 resource 2 8 WWCDMX
@ WWCHTR
4:00 PM 8:00 PM 12:00 AM 4:00 AM 8:00 AM 12:00 PM 4:00 PM 3:00 PM 12:00 AM 4:00 AM 8:00 AM 12:00 PM wwa)t
Mon May 25 Tue May 26 Mon May 25 Tue May 26 WWCSRS
2015 2015
2m ago

Important Messages Today - Compared with 1 and 2 Weeks Ago (Grouped by Date)

“ | Trend message volumes today vs. same time last week and 2 weeks ago
10,000 4 %&EE:ZESEE:SFOQQH
JOB START (IEF4031)

RACF ACCESS (ICH700011)
RACF AUTHORITY (ICH408I)

5,000

Tue May 12 Tue May 19 Tue May 26
2015
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Operational Analytics: Batch Job Activity
Data Source: SYSLOG

Batch Job Activity Batch JQB activity over time showing peak
batch window
600

400

JOBS

200

'6:00 PM 112:00 AM ' 6:00 AM 1 12:00 PM

Mon May 25 Tue May 26
2015
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Operational Analytics: Job Monitor for SLA Tracking

ooooooooooooo

Track JOB execution against )

oooooooooooooo ~ defined service levels and identify

wosos ons JOBS that are at risk of non-
compliance with service level

\ agreement target )

AN NS

TRAN

System

DSREX280 JOB54325 :
i

Drill down to predecessor }
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Application Monitoring: DB2 Performance
Data Source: SMF Type 100, 101, 102

DB“OgData Logging Rate Uncommitted Lock State Escalations }
Uncommitted Records by Plan Lo

DB2 Logging Rate (DSNJ002I) <Imego m 8g0 ck State Escalatiol
300,000 V 75

0000000

DSNACLI

s
| | :gR 50 A =K
4 [\
SORPSOFT Joa\: NX
0 AM 11:50 AM
May 13
time m
QL
Unavailable Resources (DSNT5011) “Imsgo Unable to Get Lock (DSN10181)

Unavailable |—8
Resources =
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Application Monitoring: CICS Transaction Analysis
Data Source: SMF Type 110

Number of Tasks Over Time TransaCtlon Rates Q.

75 N

310 PM

Tue Sep 30
2014 TRA8

311 PM 312PM 3113 PM 3714 PM

_time

Transaction Response Time

Response Time Over Time

750,000

OTHER
TRAO
— TRA2
TRA4
— TRAS
TRAG
— TRA7
3:10 PM TRAS
Tue S(’(: 30 — TRAS
2014 — TRAB
TRAC

311 PM

_time

CPU Usage by Transaction

CPU Over Time

2,000,000
OTHER
TRAO
~ TRA1
1,000,000 — TRA2
TRA3
TRA4
~ TRAS
TRA6
3:10 PM 311 PM 312 PM 3:13PM 314 PM
Tue Sep 30 — TRA7
2014 TRA8
_time — TRA9
CICS ABENDing Transacuons% Q. H. 7.
DATETIME JOBNAME LPARID OTRAN OUSERID ABCODEO TRAN START
2014-09-30 15:13:45.05 CICSTSS1 70S7 TRND WWCJXR SPLK TRAB 2014-09-30 15:13:45.00
2014-09-30 15:13:24.75 CICSTSS1 2082 TRND WWCJIXR SPLK TRAB 2014-09-30 151324 03
2014-09-30 15:13.03.76 CICSTS51 20S2 TRND WWCJXR SPL¥ TRAB 2014-09-30 15:13.03.06
2014-09-30 15124314 CICSTSS1 2082 TRND WWCJIXR SPLK TRAB 2014-09-30 15124209
2014-09-30 15:12.21.79 70S TRND WWCJXR SPL¥ TRAB 2014-09-30 15:12.21.11
2014-09-30 151200 88 2052 TRND WWCJIXR SPLK TRAB 2014-09-30 15120014
2014-09-30 15:11:39.60 CICSTSS1 7052 TRND WWCJIXR SPL¥ TRAB 2014-09-30 15:11:39.17
2014-09-30 15:11°1 CICSTS51 o) TRND WWCJXR SPLK TRAB 2014-09-30 15:11:18.20

2014-09-30 15:10:57.57 CICSTS51 70S! TRND WWCJXR SPLF TRAB 2014-09-30 15:10:57 2.
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Ironstream z/0S Security &
Splunk Enterprise Security

i -0 (Macinteg,, .
come w_m&JSESSIONID SD6SL6FFsA;
S I WS i g
N (I
%%‘%‘\\\mid\:\ Sy
has
i
N J?v%fj v
B 65
o rmozillalog Macinton,, X ‘
5 g —r*ome/?A-%‘13&355éssxonigiggfifé;‘;;;; ¢ 3 % % S
407! M- 018 0057y ’ =
’%‘C) e t\%‘-”%ﬂff S uu'\lzm G foa ANEY . Roe o, Sy o>°\¢f’>$
6\)0\,\ “q'\e &2 ;%c > \ ‘Cf*ﬁw\“““‘“"m“ “QWE[% m bﬁ ¥ 3 ‘%‘C\,@\ s
2 AN r0 ( Ly N (e 5 L =4 o
2 4 © ,(/ego'l?;\/‘owitv :eeo’-"’ J}’f% N %93\?\\ Ty ) “\\V\WH\)W%MM "ﬂﬂ)“ I :,WFFMAM % Fo
2% e ) 0, gl :
e (0% gmesie” N ER gy o S ‘
o Rodie P "Zf‘“ r g/
CRP ) )/ ) \ '\(_) P OQQ\;Z%\O ;‘?\ %": § f:[‘(y %, \ N{"( mﬁf{fﬂ%]{ﬂtegoq
’ Al 02 A\ G2 R "o P =
c ‘Q &Q Q% ‘\oqlft\o /{g'\ ‘I/‘\a\\ﬁ“ K‘("‘\Q o
: \ &Qg«\f)ﬁf& R HRD ACK]
4 o X Yo 25 s P
0 \( Q A\\\Q ¢7 > e
@ O S o\ %0 LS
By 0 e 285
b0 oy R4S
N‘\/Td - ’Lp\% =7
Y =
R o
R
(o &

@
35 o
b oeei',\xo 2
) \
v 0)6"’*» A,
e 2
3 e
<
T T L
W
% o NS
)
L RY
P x4 o)db,f)\-*\)”» b
(Mac"ﬂtosﬁlﬁ.ﬂ’g o epﬂp 5 2 A
>0 Safaryj, NI Tneor woz 272D v &
4 &) Ss1 533 AW Ty aaa T oVt
\ y 2 UD=D6S GERAARTESTS R
¥ ees/iaeyes 8E SLE Tou,
w O \8 f4sorursey) o' g/eM\



Critical z/OS Security Data Sources Collected via
lronstream

Intrusion Detection (port scans, floods/DoS attacks, malformed data packets)
—  z/0S Traffic Regulation Management Daemon (TRMD)

—  SYSLOGD

—  Network Management Component

TSO logon tracking
- SMF30

TSO account change activity
- SMF80

FTP authentications
— SYSLOGD
—  Network Management Component

FTP file change analysis
- SMF119

IP traffic analysis
- SMF119

Network events
—  Network Management Component
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Ironstream z/0S Security App

All data sources collected by Ironstream are exposed in an
application focused on z/0S security only

This app shows z/OS mainframe security data and is NOT an
enterprise-wide integrated view ’
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z/OS Security Dash boa rd

2/0S® Security  Demo Launchpad Syncsort Ironstream® Security

splunk>  App: Syncsort Ironstreame

Edit v | Morenfo v + &

z/0S® Security

Powered by Syncsort Ironstream®

Intrusion Detection showing Port Scans and
Denial of Service Attacks

Intrusion Detection

— Interface Flood/DoS
— Port Scan

11:00 AM 12:00 PM 1:00 PM 2:00 PM
Sun Mar 13
2016

TCP/IP Network Traffic

TCP/IP Network Traffic

|
. - - Il FTPC
=TPS
. -- P
- . - Il STACK
. -TCP
= llll i
. -T\ 2 0S
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zOS Security Dashboard

splunk Ar yncsort Ir

2/0S® Security Demo Launchpad

Syncsort Ironstream® Security

B ——— TSO Account Activity TSO Lockouts =

Powered by Syncsort Ironstream®
TS0 Account Activity TSO Lockouts
6 1.5

of Lockout

4
ADDLS R
TUSER [T
2 205 .
- DELUSER E Il Numbe...kou
1N 1 N I i I
11:00 AM 12:00 PM 10:30 AM 11:00 AM 11:30 AM 12:00 PM 12:30 PM 1:00 PM
Sun Mar 13 Sun Mar 13
2016 2016
FTP Session Activity FTP SeSS i O n Activity FTP Transfer Activity FTP Tra n Sfe r ACtIVIty
30 30 \l
20
‘ H 10 -
I =
11:00 AM 12:00 PM 1:00 PM 00 PM 11:00 AM 12:00 PM 1:00 PM 2:00 PM
Sun Mar 13 Sun Mar 13
2016 2016

splunk> (conf2o1s




lIronstream + Splunk Enterprise Security App

All collected data sources can also be mapped to Splunk CIM for
Enterprise Security and automatically exposed in ES dashboards
along with security information from other platforms

— Requires the Ironstream TA for Splunk Enterprise Security to be installed

— Provides an enterprise-wide, integrated view of security across all platforms
via ES dashboards provided by Splunk
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ecurity

Security Posture  Incident Review My Investigations  Advanced Threat v Security Domains v

Intrusion Center

Audit v Search v

Configure v

Administrator

Sample Intrusion Center Dashboard With Splunk Enterprise Security™

DS Type DS Category Severity
Al o - Al alr Al
o Edit
HIGH SEV. ATTACKS ATTACK CATEGORIES ATTACK SIGNATURES
Count Unique Count

Unigue Count

8k =

Attacks Over Time By Severity

2

8.00 AM 12:00 PM 4.00 PM
Sun Mar 6
2016
time
I critical high medium

Scanning Activity (Many Attacks)
192.168.0.10
192.168.111.123

192.168.229.174

src

89.211.101.10

89.211.202.11

89.211.303.12

low Ml informational

Business Unit

8.00 PM 12:00 AM

Mon Mar 7

I unknown

Category
ol Al
ATTACK SOURCES ATTACK DESTINATIONS
Unigue Count Unigue Count
6., 1,

4:00 AM

Settings

f

Activity Help ]

N

along with events from other platforms

Top Attacks

ow shows z/0S® intrusions and anomalies

signature src_count
TRMD ATTACK Interface flood start 3
TRMD SCAN threshold exceeded 3

New Attacks - Last 30 Days

firstTime ids_type signature
03/03/2016 16:43:13 host TRMD ATTACK Interface flood start
03/03/2016 16:42:21 host TRMD SCAN threshold exceeded

jt v | Morelnfo v L

dest_count count
1 8113
1 1358

vendor_product
Ironstream

Ironstream
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Sample Security Posture Dashboard With Splunk Enterprise Security™

splunk>  4pp: Enterprise Security

Security Pogture Incident Review My Investigatons Advanced Theeat v Security Comains v = Enterprise r.mun.y
Security Posture By Moeidov | | & | &
7 edit
ACCESS NOTABLES ENDPOINT NOTABLES NETWORK NOTABLES IDENTITY NOTABLES AUDIT NOTABLES THREAT NOTABLES UEBA NOTABLES
otal Count otal Count Total Cou
1 k +375 753 +532 1 09 +57 7 -13 37 +17 2k +1k 0
Notable Events By Urgency Notable Events Over Time
00

. € : 11
z B uninomwn 3
g M informavona “ 100
5 fa A
medium
e —_— al.... VAR

a— 2 — ;‘. =
500 P™ 2:00 AM
T <33 .\(:l o7
0 0 1,5¢ 1 201
Top Netable Events Top Notable Event Sources
nde_name sparkline count s sparkine correlgtion_search_count seowily,domsn_court count
Walchlisted Event Observed 1455
 Molwore ke Now shows z/OS® intrusions and anomalies
Thr Act y Detecd
Bt Forcs Aocess B ot ' along with events from other platforms
Host Wit ple Infoction A
auh A AL
Den 4
3 N J 1C
= < Noinvestigation is curently loaded. Flease create (+) or load an existing one (=) B o
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lronstream

Integration with ITSI
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Ironstream Integration with ITSI

Administrator

splunk>  App: IT Service Intelligence -

Service Analyzer v Notable Events Review  GlassTables  DeepDives  MultiKPlAlerts  Search v Configure v Product Tour

Service Analyzer swngaaview~  Lae v

KPls provided for
— mainframe systems in

90 033 96 066 Service Analyzer
e : LoRE Ll CEC (Central

wams Electronic Complex),
L — i.e. “the box”

A" 761. 675. 75 . 588. 711. 428 LPARs (logical

", f o Anr F f F ! partitions)

e s I Critical services

Online Banking

s i Glass Tables for

358. 405. 44 . 582. 782. : g
R 7Y Y S Y . - visualization

LPAR CPU Utilization % LPAR Using % LPAR Free Storage % LPAR Using % CEC Workflow %
LPAR: Z0S3 LPAR: Z0S3 M;
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Ironstream Integration with ITSI

vd ! \

LPAR: ZOS1 LPAR: ZOS2 LPAR: ZOS3

@ crux CPU% CPU%
Delay % @ Delay %

. Delay % .
Free Memory % o
Free Memory % Free Memory %
. 56.67 —) ’ - 66.67 —) 86.67 9
[ — i 0% [ =] 0% 0%

Free Storage % Free Storage % Free Storage %

Using % Using % . Using %
Workflow % Workflow % Workflow %

"4 N\

Online Banking: CICS Online Banking: DB2

N @ Deadiocks
‘.‘"‘. Abends “;“ @ Escalations (Exclusive)
\ Response Times ",‘ Escalations (Shared)
\ \ \ . Timeouts
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Ironstream Integration with ITSI

Online Banking

Mainframe

Online Banking

gg N

Website / Mobile Firewall Web Servers Middle Tiers 08
209 ==
P RS (s LPAR:ZOS1
= ¢ PR

CICS: TS51
83 Mg foo

|\

*

DB2: DB2A

Pl
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lIronstream Apps Are On splunkbase

https://splunkbase.splunk.com/
- Search Syncsort

I—-l ; Syncsort Ironstream - CICS

Syncsort Ironstream® unlocks real tme mainframe operational Intelligence. Capture mission-
critical IBM® z/OS® data and make sense of the massive machine data streams fro

Platform: Platform Independent | Categories: IT ons
Downloads: 9 | Released: Jul 23,2015 | Updated: Jul 24, 2015

Compatibility: 6.2
Author: lan Hartley

I-l ; Syncsort Ironstream - SYSLOG

Syncsort Ironstream® unlocks real tme mainframe operational Intelligence. Capture mission-
critical IBM® z/OS® data and make sense of the massive machine data streams fro

Content: App | Compatibility: 6.2 | Platform: Platform Independent | Categories: IT Operations
Man: Author: lan Hartley | Downloads: 17 | Released: Jul 14, 2015 | Updated: Jul 14, 2015

B Syncsort Ironstream

Syncsort Ironstream”™ Is the first and only technology specifically designed to provide real-time,
malinframe operational Insights through the Splunk Enterprise platform. « Collect ¢

Content: A n | Categories: Security and Compliance , IT O ons Ma Author: Syncso

Support | Downloads: 155 | Released: Sep 17, 2014 | Updated: Sep 17, 2014

splunk>
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Splunk Your z/OS Mainframe and

Get a 360-degree View of Your Entire IT Infrastructure

Intrusion Detection (port scans, floods/DoS attacks, malformed data

packets)

— z/0S Traffic Regulation Management Daemon (TRMD)
— SYSLOGD

— Network Management Component

TSO logon tracking
— SMF30

TSO account change activity
— SMF80

FTP authentications
—  SYSLOGD

— Network Management Component

FTP file change analysis
— SMF119

IP traffic analysis
— SMF119

Network events
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Syncsort Heritage

* Syncsort provides fast, secure, enterprise-grade  * Fastest sort technology in the market
software spanning “Big Iron to Big Data” = Most trusted 3™ party mainframe software

* 50% of all mainframes run Syncsort software * Over 45 years of innovation:
=25+ issued & pending patents

* Real-time MF Log data to Splunk - Ironstream

R : * Large global customer base
* DB2 transparency migration solutions
= 12,000+ deployments in 85 countries and

¢ Real-time network management and security serving 87 of the Fortune 100

software ® 1,500 mainframe customers

Our customers realize ROl and get the best customer service in the world, every day!

3 gﬁgﬁ%{}ls THOMSON REUTERS millennial r COMSCORE gglobalpaymcms HSBC &> Sprint’
(- . . o \/
Compass 'NYSE Euronext ‘“JPMorganchase g':ty";'r‘gc'gf HCA BBVA INTES4 SANPAOLO verizonirless
. . Z MONTE
Overstock.com metro ShOPZIHG °Sa badell BNP PARIBAS Q—C'— L@ BEIPASCHI

Key Partners

cloudera | AMM  hme

Hortonworks

@ eCognizant Greenplum splunk> D&LL itcbleau
VERTION
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What Now?

Come visit us our booth!
Get Ironstream® for SYSLOG for free

Make more sense of the massive machine data piled up in your mainframe.

Get started with Ironstream today!

Mainframes power mission-critical applications around the world. But many organizations are still flying blind, with no easy way to derive
operational intelligence from the vast amounts of machine data generated by these critical systems.

TRY IRONSTREAM

http://www.syncsort.com/en/TestDrive/lronstream-Starter-Edition

CONTACT
INFO@SYNCSORT.COM
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