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STEP	Up	Your	App	Development	Game	



Disclaimer	
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During	the	course	of	this	presentaMon,	we	may	make	forward	looking	statements	regarding	future	
events	or	the	expected	performance	of	the	company.	We	cauMon	you	that	such	statements	reflect	our	
current	expectaMons	and	esMmates	based	on	factors	currently	known	to	us	and	that	actual	events	or	
results	could	differ	materially.	For	important	factors	that	may	cause	actual	results	to	differ	from	those	
contained	in	our	forward-looking	statements,	please	review	our	filings	with	the	SEC.	The	forward-
looking	statements	made	in	the	this	presentaMon	are	being	made	as	of	the	Mme	and	date	of	its	live	
presentaMon.	If	reviewed	aDer	its	live	presentaMon,	this	presentaMon	may	not	contain	current	or	

accurate	informaMon.	We	do	not	assume	any	obligaMon	to	update	any	forward	looking	statements	we	
may	make.	In	addiMon,	any	informaMon	about	our	roadmap	outlines	our	general	product	direcMon	and	is	

subject	to	change	at	any	Mme	without	noMce.	It	is	for	informaMonal	purposes	only	and	shall	not,	be	
incorporated	into	any	contract	or	other	commitment.	Splunk	undertakes	no	obligaMon	either	to	develop	
the	features	or	funcMonality	described	or	to	include	any	such	feature	or	funcMonality	in	a	future	release.	



How	should	I	build	
							my	app?	



EVERYTHING	
YOU	NEED	
TO	BUILD	

Splunk	Developer	Guidance	



STEP	up	your	game	
  STEP	-	interacMve	learning	environment	
  Explore	topics	through	Techniques	and	Recipes	
  Technique:	explore	the	details	of	features	you	can	use	in	apps	
(modular	inputs,	custom	visualizaMons,	custom	alert	acMons,	…)	

  Recipe:	dive	into	the	details	of	bringing	several	techniques	together	
to	address	a	business	goal	



STEP	up	your	game	
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STEP	up	your	game	
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STEP	Preview		
2	Techniques		
1	Recipe	



Next	steps	
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Tell	us	what	techniques	and	recipes	you	need!	
	
	



STEP	into	real-world	examples	



Planning	a	journey	

Pla'orm	and	tools:		
a	kitbag	for	our	journey	

UI	and	visualiza2ons:		
what	the	apps	look	like	

Working	with	data:	where	it	comes	from	&	
how	we	manage	it	

Adding	code:	using	JavaScript	and	Search	
Processing	Language	

Packaging	and	deployment:	reaching	our	
first	desMnaMon	

Dealing	with	OAuth	

Aler2ng	

Building	in	telemetry	with		
high-performance	data	collec2on	

	splk.it/devguide	



1.	Start	with	a	QuesMons	Backlog	
  Architecture	
–  What	does	a	typical	Splunk	applicaMon	reference	architecture	look	like?	
–  What	common	paradigms	are	applicable	to	Splunk	app	development?	
–  What	are	the	typical	deployment	topologies?	Why	should	I	choose	a	specific		one?	What	are	the	confounding	factors	

on	the	choice	of	my	topology?	
–  How	do	I	parMMon	my	Splunk	soluMons?	
–  What	are	the	tradeoffs	of	various	types	of	inputs?	
–  How	do	I	architect	my	Splunk	soluMon	and	deployment	for	a	very	large	scale?	
–  How	do	I	architect	my	Splunk	soluMon	for	the	cloud?	What	are	specific	consideraMons	for	deploying	to	AWS	or	Azure?	
–  What’s	the	landscape	of	Splunk	extension	points?	
–  How	do	I	integrate	data	from	Splunk		into	exisMng	applicaMons	and	systems?	
–  How	do	I	plan	and	design	a	robust	alerMng	and	monitoring	subsystem	on	top	of	Splunk?	
–  What	should	I	consider	for	my	sizing	requirements?	
–  What	are	recommended	configuraMons	of	Splunk	deployment	to	meet	my	sizing	requirements?	
–  Should	I	architect	my	soluMon	to	index	my	data	in	local	data	center	(zone)	or	centrally?	
–  What	are	things	we	can	automaMcally	degrade	so	we	can	make	sure	our	core	experience	is	working?	
–  When	something	happens,	how	do	I	effecMvely	propagate	the	info	and	react	to	it?	
–  How	are	other	soluMons	on	Splunk	built?	What	were	the	challenges?	How	have	they	been	addressed?	

  Packaging	and	Deployment	
–  How	do	I	piece	together	various		parts	of	a	Splunk	app	(custom	search	commands,	mod	inputs	etc.)?	
–  How	do	I	package	a	Splunk	soluMon	with	a	single	install	that	automaMcally	rolls	out	all	the	necessary	dependencies?	
–  How	do	I	manage	my	Splunk	soluMon	versioning,	backward	and	future	compat?	
–  What's	the	best	way	to	split	up	custom	apps	for	deployment?		

  Development	
–  How	should	I	set	up	my	development	environment	to	be	producMve	with	Splunk?	
–  What	are	different	ways	of	how	I	develop	my	Splunk	app	?	Pros	and	cons	of	using	specific	SDK	vs	REST	APIs?		

Pros	and	cons	of	using	SimpleXML	vs	Advanced	XML	vs	Web	Framework	…	
–  How	do	I	analyze	a	data	source	for	a	TA?	
–  What	are	the	different	ways	of	enriching	the	data	in	Splunk?	What	are	their	tradeoffs?	
–  When	should	I	use	event	types	and	transacMons	for	data	classificaMon?	
–  How	do	I	extend	Splunk	to	define	a	custom	input	capability?		
–  When	should	I	use	modular	inputs	vs	scripted	inputs	vs..?	
–  What	are	streaming	vs	non-streaming	outputs	consideraMons?	
–  How	do	I	deal	with	long-running	scripts?	Handling	shutdown/restart	of	Splunk?	Concurrency?	State	persistence	etc.	

–  Why	should	I	not	use	transacMons?	
–  When	should	I	use	pivot	vs	tstats?	
–  Why	should	I	use	data	models?	
–  When	my	data	source	touches	on	many	data	models,	should	I	assume		complete	separaMon	or	heavy	inheritance?	
–  How	do	I	extend	an	exisMng	data	model?	
–  What	does	CIM	offer	and	why	should	I	build	CIM-compliant	apps?	
–  In	the	context	of	CIM,	what	are	the	tradeoffs	of	using	my	props.conf	and	transforms.conf	and	rewriMng	them	on	

indexing,	completely	discarding	the	vendor	supplied	field	names?	How	do	I	reconcile	the		advantages	of	a	clean	
interface	&	normalisaMon,	but	at	the	cost	of	losing	alignment	with	published	vendor	documentaMon,	and	a	learning	
curve	for	exisMng	users?	

–  How	do	I	manage	my	soluMon	declaraMve	configuraMon?	How	do	I	detect/troubleshoot	bad	config?	
–  How	do	I	log	and	analyze	data	that	is	not	event	driven	(certain	web	feeds,	html	parsing,	image	meta	data)?	
–  Compare	and	contrast	ad-hoc	searching	vs	background	searching	
–  How	do	I	handle	transient	faults?	
–  How	do	I	effecMvely	manage	credenMals?	
–  What’s	the	effect	of	search	head	locaMon	on	my	app	and	the	overall	user	experience?	
–  How	do	I	develop	an	integrated	mechanism	to	let	me	connect	Splunk	to	my	MOM	(messaging	middleware)	and	index	

my	messages?	
–  How	do	I	handle	the	requirement	that	app	configs	must	be	different	across	different	server	types	in	a	distributed	

environment	(e.g.	apps	on	search	heads	shouldn't	have	inputs	enabled)?	
  Quality/Compliance	

–  What	quality	gates	should	I	consider?	What	kind	of	para-funcMonal	characterisMcs		are	important	to	consider?	
–  What	heurisMcs	do	I	use	to	bless/block	a	release?	
–  How	do	I	test	a	data	model?	
–  How	do	I	prepare	event	generaMon	when	building/tesMng	an	app?	
–  What	kind	of	perf	tesMng	should	I	do	and	how?	
–  How	do	I	test	UI?	
–  How	do	I	security	cerMfy	my	soluMon?	
–  How	do	I	design	to	saMsfy	my	retenMon	and	compliance	policies?	
–  How	do	I	architect	to	design	my	availability	requirements?	
–  How	do	I	handle	geographic	disaster	recovery	/	fault	tolerance?	
–  How	do	I	properly	instrument	my	soluMon	so	that	I	know	what’s	happening?	

  Sustained	Engineering	
–  How	do	I	maintain/service/support	Splunk	apps?	
–  How	do	my	customers	handle	updaMng	their	customized	configs	once	new	versions	of	my	app	come	out?		

  Business		
–  Why	should	I	build	on	Splunk?	
–  What	kind	of	skill	do	I	need	my	devs	to	have	to	build	a	Splunk	soluMon?	
–  What	is	the	community	building?	How	are	current	devs	creaMng	unique	experiences	using	Splunk	–	I	typically	want	to	

see	some	marketplace	success 		
–  Cost	and	pricing	are	very	important	to	me	as	a	entrepreneur	developer.	If	I	am	coming	in	to	build	a	tool	that	will	be	

commercialized	I	need	to	know	that	the	cost	structure	of	Splunk	won’t	cause	my	service	to	be	economically	
unprofitable.	

	
What	does	a	typical	Splunk	applica2on	architecture	look	like?	

	

	
How	should	I	set	up	my	dev	environment	to	be	produc2ve	with	

Splunk?	
	

	
How	do	I	integrate	Splunk	into	exis2ng	systems?	

	

	
How	do	I	prepare	my	event	genera2on	when	developing	&	

	tes2ng	an	app?	
	

	
How	do	I	package	an	app?	deal	with	app	versioning	and	updates?	
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2.	IdenMfy	Extensibility	Surface	Area	
§  Data	inges2on	&	indexing	

–  Input	
ê  Modular	inputs	
ê  Custom	(trained)	source	types		
ê  Custom	sources	
ê  HTTP	Event	CollecMon	

–  Data	inges2on	pipeline	
ê  Field	extracMons		
ê  Field	transformaMons	

–  Indexing	
ê  Custom	indexes	
	
	
	
	
	
	
	
	
	

§  Searching	
–  Search	authoring	

ê  Custom	search	commands	
ê  Macros	(basic,	parametrized)	
ê  Saved	searches	

–  Data	classifica2on	
ê  Event	types	
ê  TransacMons	

–  Data	enrichment	
ê  Lookups	
ê  KV	store	collecMons	
ê  Workflow	acMons	

–  Data	normaliza2on	
ê  Tags	
ê  Aliases	

–  Data	mining		
ê  cluster	&	dedup	
ê  anomalousvalue	
ê  kmeans	
ê  predict	commands	…	

§  Processing	&	repor2ng	
–  Search-2me	mapping	

ê  Data	models	

–  CIM	extensions	

–  Custom	Visualiza2ons	

–  Custom	UI	
–  Pages,	views	&	dashboards	

ê  JS,	CSS	Extensions	
ê  Custom	setup	screens	

–  Scheduled	processing	
ê  Scheduled	reports		

–  Aler2ng	
ê  Scripted	alerts	
ê  Custom	alert	acMons	

–  Branding	&	naviga2on	
ê  Custom	app	navigaMon		
ê  App	branding	

–  Manageability	
ê  Custom	splunkweb	controllers	
ê  Custom	splunkd	endpoints	
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3.	Mine	business	requirements		
4.	Formulate	learning	objecMves	
5.	Design	around		3	and	4	

…	
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§  Data	
§  Search	language	
§  AggregaMng	siloed	metrics	into	

meaningful	KPIs	
§  Data	manipulaMon	
§  Data	normalizaMon	
§  Sub-searches	
§  Config-driven	
§  Persistence	with	KV	store	
§  Macros	

§  Viz:	
§  Dynamic	scaling	
§  Customizing	in-the	box	viz	

controls	

§  General	search	paserns		
§  Search	opMmizaMons	
§  Ux	Prototyping		
§  AdapMng	3rd	party	viz	library		
§  Composite	charts	with		interacMons		
§  Dealing	with		high-volume	data	sets	
§  TroubleshooMng	perf	issues	
§  Post-process		or	not-post-process	–		

deployment	implicaMons	
§  Automated	UI	tesMng	(w.Selenium)	

§  Setng	the	stage	
§  Overall	Splunk	app	structure	
§  UI	technology	selecMon:	

Simple	XML	vs	SplunkJS	
§  Modularity	
§  Dev		&	test	env	
§  Dev	workflow	
§  Modularity	
§  Data	onboarding	
§  CIM	compliance	
§  Tools	

§  Post-processing	
§  IntegraMng	with	3rd	party	

component	
§  Unit	tesMng	(w.Mocha)	
§  PersisMng	state	(per	user)	

§  Data	modeling	
§  Using	lookups	
§  Building	a	baseline	lookup	table	
§  Windows	of	Mme/Custom	Mme	ranges	
§  Overlaying	Mme	data	

§  Using	sub-searches	to	correlate	data	
§  TroubleshooMng	searches	

§  Custom	nav	
§  Ux	acMviMes	permeaMng	all	dev	

§  Data	mining:	
§  ExploraMon	
§  PreparaMon:	filtering/deduping/	

buckeMng	
§  Using	advanced	staMsMcs	funcMons	
§  Threshold-based	anomaly	detecMon	
§  EvaluaMng	goodness	/accuracy	

																																Plus	non-funcMonal	topics:	 §  App	versioning	
§  Packaging	InstallaMon	
§  Security	review	

§  Deployment	
§  Publishing	to	splunkbase	
§  App	cerMficaMon	



Building	SoluMons	on	the	Splunk	Plauorm	
1.   Splunk	Reference	Apps	

Complete,	working	real-world	Splunk	soluMons		
built	together	with	partners	(Conducive,	Auth0)	

2.   Splunk	Developer	Guide	
	

This	is	unbelievable,	it	covers	most	everything		
I	learned	the	hard	way…	
													–	Bernie	Macias,	Technical	Architect,	Zillow	

dev.splunk.com/goto/devguide	



Splunk	Reference	App	Demo	

Splunk	Reference	App	–	Pluggable	Audit	System	
splunkbase.splunk.com/app/1934/	
OR	search	name	from	Splunk	Web	UI	



			Takeaways	
  App	development	!=	rocket	science	

  STEP	up	your	game	with	techniques	
and	recipes	

	

  Get	in	touch	with	us	

–  STEP@.splunk.com	

–  Leave	feedback	for	STEP		

–  Come	by	our	booth,	get	some	swag	



Resources	
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Related	breakout	sessions	&	acMviMes	

20	

Faster	Splunk	App	Cer2fica2on	with	Splunk	AppInspect	
(Grigori	Melnik/Andy	Nortrup)	
Best	Prac2ces	for	Working	with	Splunk	Cloud		
(Dennis	Bourg/Eric	Six)	
HTTP	Event	Collector	in	Splunk	6.4	-	More	Super	Powers!	
(Glenn	Block/Itay	Neeman)	

Building	Splunk	Visualiza2ons	with	the	New	Custom	Visualiza2on	API	
(Marshall	Agnew)	
Dashboard	Wizardry	
(Nicholas	Filippi/Siegfried	Puchbauer)	

Best	Prac2ces	for	Developing	Splunk	Apps	and	Add-ons	

(Jason	Conger)	

How	to	Build	a	Solu2on	from	Scratch:	A	Case	Study	of	Partner	Engagement	and	Co-Development	

(Vladimir	Melnik/Igal	Vanier)	

Onboard	Your	Data	Faster	Using	the	Splunk	Add-on	Builder	

(Elias	Haddad/Guodong	Wang)	



THANK	YOU	


