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Forward-Looking Statements

During the course of this presentation, we may make forward-looking statements regarding future events or
the expected performance of the company. We caution you that such statements reflect our current
expectations and estimates based on factors currently known to us and that actual events or results could
differ materially. For important factors that may cause actual results to differ from those contained in our
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate
information. We do not assume any obligation to update any forward looking statements we may make. In
addition, any information about our roadmap outlines our general product direction and is subject to change
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract
or other commitment. Splunk undertakes no obligation either to develop the features or functionality
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.
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Your 3 key takeaways from this session

Understand challenges in ~ Learn how to collectlow  Get insights how to gain
industrial production and  layer data from production gperational efficiency with
data driven approaches environments data analytics
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Agenda

Some brief words about us
Challenges in industrial production environments based on car assembly lines
Production data acquisition

* High and low layers of production data
* Active & passive data capturing

Data collection infrastructure

Data analytics for different levels of production data
* Analysis of layer 3&4 data - MES, Historian Data

* Analysis of layer 1&2 data — raw sensor and actuator data
Some Splunk numbers

Summary, Q&A
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Computacenter AG & Co.

Europe’s leading independent provider of IT Infrastructure services

Computacenter’s ambition is to be Europe’s preferred IT provider
to enable users and their business in a digital world

Computacenter’s mission is to maximise user productivity and the business value of IT for Enterprise and Corporate organisations.
In doing so, we deliver strong returns for our shareholders and enrich our employees' careers.

Dr. Sebastian Schmerl

Head of

Production Data Analytics,
Industrial Security,

Cyber Defense

WHAT WE DO

7" Manage & ‘/. } Consult& L,_,.gf‘,--ﬂs,‘ﬁ Source & 4.2m

Transform Change <77 Deploy Users Supported

Subject Matter Expert for:

- SOCs

« |CS & SCADA Security

* Industry 4.0 & Data Science

N 0 For satisfaction in end-user service provision
® UK | Germany | France | Belgium  Whitelane Research, 2016, 2015

Contact: Sebastian.Schmerl@computacenter.com

Computacenter’s customers,
headquartered in five European
countries - UK, Germany, France,
Belgium and Switzerland, are
serviced in over 70 countries
around the globe.
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Bio: Philipp Drieger

Sr. Sales Engineer

Splunker since 2015.

Subject Matter Expert for Business Analytics, 10T and Machine Learning
Before Splunk: lots of software development, data analytics and visualization
Enjoys this year .conf with 2 talks:

* Automating Thread Hunting with Machine Learning (tomorrow 1:10pm!)

* Achieve Operational Efficiency in Car Manufacturing with Advanced Analytics

Good chance to meet me at ML or IoT Booths
Questions? Feedback? Let me know: philipp@splunk.com
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Challenges In
Industrial production
environments based

on car assembly lines

"D Computacenter
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10 - 40% reduction of
maintenance costs’

20 - 50% reduction
in time to market

Time to
market

Forecasting Supply/demand
accuracy increased
to 85+%?

Costs for quality
reduced by 10 - 20%°

Costs for inveritnry holding
decreased by 20 - 50%7

- \Jale driverg

Service! | Resource/ )

Digitization of Production

Analytics as main value drivers

Productivity increase
by 3 - 5%°

percent

30 - 50% reduction
— - of tnta_l machine
utilization downtime2

in Focus

45 - 55% increase of

- productivity in technical
professions through auto-
mation of knowledge work?*

common sense in

all market analysis reports

© 2017 SPLUNK INC.

Industrie 4.0 - increase
in productivity over 20

Plants and Analytics are
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Challenges in Car Production Environments

Large and complex systems with
plenty of components, e.g.:

* Conveyor systems, robots, gripping
systems, welding systems, cluing systems,
screwing systems, and safety-system

Unique systems, tailored to the
production process

Build by system integrators
Long lifespan ~10 years

Maintenance problems can’t be
known at construction time.

Leverage data analysis for
process optimization
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Production Analytics Challenges
No Data - No Analytics | No Analytics - No Progress

Data Acquisition

Analytics Infrastructure

.

Data Analytics

- Cloud onPremise / Actions
‘ Q D Dashboards
= Analytics SW Diagrams
......... (O RETTREEE .D.) Q P Alarming
D=2 o -0
Data Enterprise g ° o
Integration Integration Analysis
splunk>
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. —  Production data
acqguisition

%0 From data layers and
non-invasive production data extraction

@ (omputacenter
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Better prediction results

P r O d u Ct I O n Data L ayers & higher forecast precision

Example from the process industry

High aggregated data

nearly status information only Data Aggregation Example 1 2 ? =|_
ayer
— m— [0 —
Plant MGMT o Process status ° =
at —= ~ oK Analytics
Manufacturi BN =9PC  Product
MES, Data — = temperature
e = 100°C
Contro = :
- Calculation & Control
PLCs H |
_/ \ @ Temperature y
— > ::
/O Layer j IWW (A S S W v PDEX
SOHz++ 90°C 130°C 110°C 70°C

Production floor and process Layer

2% N Fine grained temporal & sensor values
of production data
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Active and Passive Data Acquisition

no data transformation non invasive
8:) * no data dissection * no changes on automation cells
o * no discussions, no re-certifications
e easy rollout
~ | configuration changes more complex
O |* polling of information
O |« PLC CPU time & memory

> N k .
= kepware
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PDEX — Extraction of Production Data

Cyclic data exchange

Manifestation in the
communicated data

o

g
. Decentralized Periphery
Industrial PROFINET Devices
Ethernet Switch

Illt\rall

(00000000000

_ Wear, different forces, resistance,
| Electric Motor component failures

splunk>
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PDEX — Extraction of Production Data

Server in data center

o

—

Decentralized Periphery
PROFINET Devices

A\

>0 X
‘§"lll’ill

PROFINET Controller Provisioning

of data

Industrial
Ethernet Switch

$PDEX
= Production data extraction

Traffic sniffing via

Port-Mirroring &  ===m @ (WS . ..........
Taps Frequency converter C. 0000000909059 ‘)
PROFINET Device _ Wear, different forces, resistance,
| Electric Motor component failures
splunk>

€D (omputacenter



© 2017 SPLUNK INC.

PDEX

Extraction of production data from network traffic

Raw network traffic with production data Production data in Splunk

M 20170505_115254,cap = o New Search SaveAs~ NewTable Close
File Edit View Go Analyze Statistics  Telephony ~ Wirel Tools  Help Q
_ index=* extracted_sourcetype="profinet:export” Values=* Date time range ¥
AW 9| W Bre==fsEEaaal
[ ]pr_io [X] ] Expression... | + 63,991 events (7/11/17 12:48:00.000 PM 1o 7/11/17 1:15:00.000 PM)  No Event Sampling + Job~ , B % ¥ Smart Mode
No. Time Source Destination Protocol  Length Type Destination Info = Events (53991) Pattemns Statistics Visualization
244 ©.119755 Siemens-_Ob:ed:4@ Siemens-_64:52:63  PNIO 244 PROFINET 28:63:36:64:52:63 RTCL, ID:@x800@, Len: 48, Cycle:18880 (Valid,Primary,.. | | 2 et et
245 @.120@25 Siemens-_G4:52:63 Siemens-_9b:ed:48 PNIO 245 PROFINET 28:63:36:9b:ed:4®8 RTCL, ID:@x888@, Len: 4@, Cycle: 7936 Format Timeline = Zoom Qut
247 ©.121149 SiemensS_bb:a9:ed Siemens-_Sb:ed:48  PNIO 247 PROFINET 28:63:36:9b:ed:48 RTC1, ID:@x8802, Len: 48, Cycle:41564
248 ©.121775 Siemens-_Ob:ed:4@ Siemens-_64:52:63  PNIO 248 PROFINET 28:63:36:64:52:63 RTC1, ID:@x880@, Len: 48, Cycle:18944 (Valid,Primary,.
249 ©.122050 Siemens-_64:52:63 Siemens- Obred:48  PNIO 249 PROFINET 28:63:36:9b:ed:40 RTCL, ID:@x8000, Len: 40, Cycle: 8000 (Valid, Prunary,... Listv  #Format 50 Per Page v jj 2 3 4« B 6 7 &8 9 Hext
e H ibb: i L L < Hide Fields = All Fields URRuL Lie
> mnr 128,0."001FF8215859. 286336!!95Es 3:774 msauzrsosszr- “42_1281_-1_2_3","2017-07-11 13:14:58.986304000", " -11176; - 32640 2012:-2:0:0:0:0: 1638410:"
: 64: : : ycle: - 1:1458986PM ,"""2017-07-11 1 _ =12 ; :
253 0.124p54 Siemens- 64:52:63 Siemens- Obied:4®  PNIO 253 PROFINET 28:83:35:0b:ed:40 RTC1, ID:@x8800, Len: 48, Cycle: 5864 (\.’al1d Primary,.. T Selected Fields 0:0:0;0;16384.0; “?Dﬂ 07-11T13:14: SB 986+0200°,13,11, 14, july 58, tuesday , 2017, local, , "DEERFSSCHNERL-C* ,process, l
a host "t ¢ \Program Files\CC_PDEX\export\20170711_094320_export.csv”, “profinet :expart” , "DEERFSSCIMERL-C
> Frame 251: 6@ bytes on wire (488 bits), 6@ bytes captured (480 bits) a source 1 640".2912, c 0,0,0,16384
I Ethernet II, Src: SiemensS_bb:ad:es (8@:1f:f8:bb:ad:es), Dst: Siemens-_9b:ed:48 (28:63:36:9b:ed:48) a saurcetype host - pariegermbpriSlocal  source - Framing_test_Engine_runs.osv  sourcetype - osv
I PROFINET cyclic Real-Time, RTC1, ID:@x3@02, Len: 48, Cycle:41568 (Valid,Primary,0k,Run) > amnr 128,0,"001FF6215659_2863368BA5E8_32774_1498027605527", “42_1281_-1_2_3","2017-07-11 13:14:58.962305000"
PROFINET I0 Cyclic Service Data Unit: 4@ bytes Interesting Fields 11458082PM " zmw-m-n 13114:58.982305000"", **001FFB215B59_2B63368B8SER_32774_1498027605527" ", “*42_1281_-1_2_
3 T e # Data Status 1 84:0; 2017-07-11713:14:58.982+0200",13,11, 14, July 58, tuesday, 2017, Local , , "DEERFSSCHMERL-C" , process. 1.
Usenueita u(dncludingaGARsanduNicRadding )audfubytes e hour 2 Diiiiiiiie*®,"Ci\Program Files\CC_PDEX\export\20170711_094320_export.csv®,“profinet:export®, “DEERFSSCHMERL-
+.212,2,0,0.0,0, 16384
a date_mday
a date_minute 26 host = pdrieger-mbpriSocal  scurce = Framing_test_Engine_runs.csv  sourcelype = csv
a date_month >ommnr 128,0,"001FF8215859_286336BBASER_32774_1498027605527" ,"42_1281_-1_2_3","2017-07-11 13:14:58.978304000"
a date_second 60 1:14:58978PM """2017-07-11 13:14:58.978304000"", ""001FF8215B59_2863368B85E6_32774_1498027605527"" '42_1281_-1_2_3"
a date_wday 1
a date_year 1 v v "
a date_zone 1051 - pdrieger-mbpriGlocal | source - Framing.test Engine_runs.csv 5o

Communication monitoring
.Rolllng Traffic Dumps
:Packet dissection
@ Data Extraction
@ Data Conversion
Data Forwardlng

(O 7 User Data (pn.user_data), 40 bifles || Packets: 90742 - Displayed: 86273 (95.1%) - Load time:
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e Data collection
Infrastructure

% From aggregation and dissection of network traffic

@ Computacenter
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Production Data Collection Infrastructure
for layer 1 & 2 data

Physical Assets of the Production Line ICS Prodcution line (OP)

IP Traffic (Office)
IP Traffic (VLAN Production line)

IP Traffic (VLAN PDEX)

Production Line Switch :— IP Traffic (VLAN Trunk)
PROFINET Traffic

(R)ISPAN Traffic (One Way)

|
|
|
IE Switch :
| — |
— |
PROFINET Network 1 I |
|
PLC 1 D — :
------------------------ (\(\q e
.......... : Splunk Server
Network TAP Cisco IE 2000 e ﬁ Cisco ISA 3000 |0 ——

' = 1oT

PROFINET Network 2

— - -

.'

PDEX

|

|

|

| |

|

PLC 2 |55 — :
- |
|

|

|

: |

|

|

|l

seseseeseseseesesesssss Profinet Network 3
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Splunk Analytics Infrastructure

Continuous
Analytics Tasks

T T J J

2
i
-
n
-
u
|
=

Layer 1 & 2
3
[ ]
||
=9
L]
||

2

-9 e

. snn sk Am M A
Search

J . Manufacturing DBX Head Dashboards
N ' Execution System
o Report
R’ Alerts
qh) | Data Historians DBX
> —p =
3 Shift books, = % H

- | 'Maintenance Logs : . -

Deployment Cluster License

.Control center Server  Master Server .
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~Analysis of working
cycles and PLC errors

7S Analysis of layer 3&4 data production data from automation cells

@ (omputacenter
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Predict Production Incidents on Assembly Line

Conveyors, screwing, gluing, robots, humans ... in one line

Assembly line with 19
automation cells and 160
PLCs

1 year data

350MB logs from shift
books, maintenance
protocols etc.

Goal: Predict incidents at
least 8 hours ahead and
reduce maintenance costs

-

OPs

S 3( ) 0600 ( ) 6 3000 00 070000 000 7:30:00 000 )8 0000 0O( 08:30:00 000 30000 00
TR 1 TN R Ll PLS Scamer 18082

I PLS-Scanner 4LK1 SK

Lichtvorhang A7 Aus

\ | Scanner A7 ausgelds

} [l :]] | - M Heizung 35 - Oberte
l _ I Lichtvorhang 100LK1
‘ —/

3| Heizung 25 - Oberte

JOARE O A ATEE 0 0 0t ot 2 i . coemrucngvere
JUR DL L RN R DR R R R e PR e
I I

orhang 100LK4

Lichtv
Schutztir 190SG6 Sc
0 — 1 L

. ! ! Lichtvorhang 90LK1

o s0.000 Maintenance
0SG Lichtvorhang 70LK1
',,||| 50.000 PI 1 g f t- Lichtvorhang 80LK1

anning of actions —
| Heizung 15 - Oberte
SK1 Zylinder 8b ELT.
SK1 Zylinder Z7 ELT

Schutztir 190SGS5 Sc

LA A 3 A 2 B2 & _J [_]
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Analysis of Working Cycles of an Automation Cell

e
—E—

» Shift in histogram of average working cycles in week by week comparison

4,000 week 1 ‘3\‘
 Product 2 remains unchanged i
§ 2,000 M count
4,000 ﬁ ﬁ week 2
Product 1 is produced slower
o Working cycles with
errors or problems
M count
IstTaktzeit _ 605 - 7OS
splunk>
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N-gram Analysis to Detect Frequent Error Chains

w9y
_ _ ——
» N-gram analyses let us construct combinations of sequential categorical s
events in a given window in time il .~
» Statistics can be applied to count frequencies, detect frequent patterns o

» Correlate subsequent event patterns to identify more complex root cause

types of events

Uberwachungs
Uberwachung

Hand

Fehler

e —

Tmax for Sp|Uhk“>
N-grams €D (omputacenter
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N-Gram Statistics
What happens when and how often

Q i an hour ago
Gesamtdauer von Meldungen (mit Taktfilter) A Haufigkeit von Meldetexten (mit Taktfilter) Ak gﬂ
other (10) Laufzeitiiberwachung inte nicht gefillt werden other (15) Absteckvorrichtusy erklemmt
Laufzeituberwachung Dosier...nte nicht erreicht werden Uberbriickung Verriegy - Andruckrolie nicht richtig po.. linke Seite
...t Betrieb nicht freigegeben
...t Betrieb nicht freigegeben Andruckrolle nicht richtig p... chte Seite
N Verkl ig gel Verklemmanzeige ausgeldst.
...t Betrieb nicht freigegeben
Laufzeituberwachung ..nte nicht erreicht werden
adcioan Hioks VerikSemait Verfahrz inten rechts verklemmt Hand.
sinten rechts verklemmt Verfahrzylir, n links verklemmt
Absteckvorrichtung verklemmt Uberbruckung Verriegelung % Laufzeituberwachung Dosier...nnte nicht gefullt werden
Hand. richtig p... Zentri 2 Laufzeituberwachung .nnte nicht gefullt werden
Storketten im Zeitverlauf mit Taktfilter A

25
AAAL A /(\MMA A MM A A MM A AN M A mA AN

© v o o~ -« © o~ -« 0 ©
- = —_ —_ —_ - — o~ o~ ~ o~ o~
s O > > > > > > > > > >
sN = ) ) ) ) © ) ) ) <
p= = = = = = = = = = =
a 5 2 5 S ° & 5 E] E 3
= = “ = = a F = A
_time
= 2_Andruckrolle nicht ric...te nicht gefillt werden| == 2_Hand.| Uberbriickung Verriegelung —— 2_Laufzeitiberwachung ... nicht gefilit werden| = 2_Laufzeitiberwachung ... nicht gefillt werden| - 2_Laufzeituberwachung ... nicht gefullt werden|
« 2_Verklemmanzeige aus... arklemmt| = 2_Verklemmanzeige aus...nten links verklemmt = 3_Hand.| Uberbriickun...manzeige ausgelost. —— 3_Verklemmanzeige aus...ten rechts verklemmt| —— 4_Hand.| Uberbriickung verklemmt|

Token values OPID, OPID2, dtmin, dtmax: OP 190, 190, 0, 60000
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€") Computacenter

ALEROrY Ad=GIETSRISESSLO



© 2017 SPLUNK INC.

N-gram Analysis
Which error chains causing production impacts?

corig ©  count © | mean(DeitaTakt) «

N-Gram with huge Impact, but rare
- Not that interesting for the customer

n
2 ng c_orig count + | mean(DeitaTak)
]

| N-grams with smaller impact, but very often
— Highly interesting for the customer

N

Ok, now we know the pain,
but we have no data to predict “E =

J

~ >piunks>
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Predictive Maintenance
for Electro Motors

% Analysis of layer 1 production data from automation cells
X

P
X ’0 \4

@ (omputacenter
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Analysis of Motor Profiles

Wear of mechanics detected by RPM monitoring

» Lag in mechanic transmission is detected with continuous RPM monitoring

0 1s 2s 3s 4s 5s 6s 7s 8s time

5.000

T i i

0

-5.000 — Motor status bits

RPM
—Torque
-10.000

j > @ ]
Frequency converter
55—

ICS Device .
Electric Motor

Effects from
slack & mechanical wear
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Analysis of Motor Profiles

» 10 Hz frequency raw data from the motor
» we have 8 OK & 3 NOK motor runs which look very similar

15.000

10.000

5.000 1 1 " avg(FEESES_value_2)
— avglFEESEE _val...ichsdrehzahl)

— avglSEEFEE_val...lwertfreigabe)

0 10s 20s 30s 40s 50s 60s 70s 80s

splunk>
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Framing and Slicing Motor Profiles

+ 42312 events (7/11/17 12:50:00,000 PM to 7/11/17 1:10:00.000 PM)  No Event Sampling ~ Frame Start Cntena fUIﬁ”ed Job v » B 4
— .

Events Pattemns Statistics (10,000) Visualization ~

Frame-Start
frame-Start

Erame-Start

--------

8 N
7 /

0 Normal profile time

1,2345678 12345678
. | 1 . T i i i i . . .
Moo | | i i, & i Deviation from
¥ - ' — -
adl | 2 | \ = normal profil
oo =t i [ I p—— splunk>
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Analysis of Motor Profiles

» 10 Hz frequency raw data from the motor
» we have 8 OK & 3 NOK motor runs which look very similar

15.000
10.000
5.000 -| avglFEESES_value_2)
= avglFEESES _val...ichsdrehzahl)
] || I| ] l' — avglSEBFEE_val.. hwertfreigabe)
15.000 16:52:41:501
' — 16:53:07.509 P91
—— e e e e o T, — 16:53-33-510 509
10.000 — 16:53-50-5 510
I'ﬁ— 16:54:25523 P23
|
5.000 | — 165451536 P23
| 6:55:17:532 P36
I
|
|:| I|

6:56-08:313 P41
6:56:34-318 P13
_time 21,2V 318

]

— 16:55-43.541 P32
w
|
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Compare frames against the normal profile

A non-conform motor run

12k

10k

« S Ya Ya

6k
Motor run:
Nt A 51
Conform outliers
2k \
o |l
-2k
02:00:00 02:00:02 02:00:04 02:00:06 02:00:08 02:00:10 02:00:12 02:00:14
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How we can visualize it...
... and how we visualize it to the customer mainly

SR AR AR ART ART in T ART ART ART in T ART ART ART ART

10k

. [P |

Bk

Motor run:

Not 51

Conform |8 qutliers
2k K
o |l

-2k

02:00:00 02:00:02 02:00:04 02:00:08 02:00:08 02:00:10 02:00:12 02:00:14
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How we can visualize it...
... and how we visualize it to the customer mainly

But information reduction is key ©

— 80
2 =
! — 60

— 40

— 20

—0

Motor run conformity
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Wrap up
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Data Volume — Business Value

» 1 assembly line with 160 PLCs a ~4 electric motors-> 400 ~ 800 GB per day

index=* sourcetype="profinet:export” Values=* | Date time range v Q
-+ 199,177 events (7/11/17 12:00:00.000 PM to 7/11/17 1:00:00.000 PM) Mo Event Sampling Job - S & Verbose Mode v
Events (199,177) Patterns Statistics Visualization
Format Timeline ~ — Zoom Out 1 minute per column
5,000 | 5,000
3,500 | 3,500
2,000 2,000
12:00 PM 1210 PM 12:20 PM 12:30 PM 12:40 PM 12:50 PM
Tue Jul 11
2m7
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Summary
Key takeaways

» Analytics of layer 3&4 data:
* Data often already exist
* This layer is good to identify the pain
* Data often not sufficient for prediction
» Analytics of layer 1&2 data:
* Active data collection results often in configuration, service, guarantee discussions
* Passive data collection is complex
* The data volume is challenging
» Data analytics

* n-grams, wave transformations, differences, profiles, ...
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Thank YouI

Don't forget to rate this session in the
.conf2017 mobile app
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