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Forward-Looking Statements

During the course of this presentation, we may make forward-looking statements regarding future events or
the expected performance of the company. We caution you that such statements reflect our current
expectations and estimates based on factors currently known to us and that actual events or results could
differ materially. For important factors that may cause actual results to differ from those contained in our
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate
information. We do not assume any obligation to update any forward looking statements we may make. In
addition, any information about our roadmap outlines our general product direction and is subject to change
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract
or other commitment. Splunk undertakes no obligation either to develop the features or functionality
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.
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Introduction
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Our Elevator Pitch
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Splunk AR

What is is
Where to get it
How to use it
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insarive Lypce Lodnuelv
Elastic IPs
Availability zone  us-west-2a
Security groups  ssh-only. view inbound r
Scheduled events -
AMIID amzn-ami-hvm-2017.03.

Title Urgency Status Owner Actions )
Suspicious instance i-_ flagged Medium New unassigned v (am|-6df1 ed1 4)
Platform -
IAM role -
nstone-snap quarantine i- t2.micro us-west-2a o stopped None ‘.4.

Adaptive Response Actions

Select actions to run.
+ Add New Response Action v

v step_function_snap

Instance ID *

mazonaws . com/snap/"
i_id + "\\\", \\\"action\\\": \\\"" + action

- Instance Action * | ¥ Terminate Instance

ateMachineArn\": \ )
Leave Instance running




Benefits of AWS Lambda

No Servers to Continuous Subsecond
Manage Scaling Metering

AWS Lambda handles: Automatically scales your Pricing
» Operations and application, running code in « CPU and Network
management response to each trigger scaled based on
* Provisioning and RAM (128 MB to
utilization Your code runs in parallel and 1500 MB)
« Scaling processes each trigger « $0.20 per
 Availability and fault individually, scaling precisely 1M requests

tolerance with the size of the workload « Pric@lbtrro s
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Turning functions into apps




Coordination by method call
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Coordination by function chaining
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Coordination by database




Coordination by queues
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AWS
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Benefits of AWS Step Functions

Productivity

Easy to connect and
coordinate
distributed components
and microservices to
quickly create apps

Agility

Diagnose and
debug problems
faster

Adapt to change

Resilience

L

L—~

Manages the operations
and infrastructure of
service coordination to
ensure availability at scale,
and
under failure
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Run Each Step in Sequence

\i Vendor B
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Application Lifecycle in AWS Step Functions

Define in JSON Visualize in the Monitor
Console Executions

Expculion Am: @ room s alalim ou ound -7 432412505426 weetul o Ivcene Now_Ovewr

( Start‘ Dorboors  Crdeme  Sow O

I New_Order
G Cods w Cxeculon Details
FetchAnOrder Wouccans WENAG © Heade et B0 Secmes i [t ey
Code I o Exccution Stous

Blate Mechine Arm

RegionChoice - s esrsenzeu-cranioah 1602410 4SS alaladdacdh i Oridoene

Cancution ID

"Comment": "An ANL example using a choice state.",

"StartAt": "FirstState", P ~—
"States" : { ’/__-f" "\.;_\\ - TING T U-sental 1482 | RIEGAGT: sz uthon Criame Ney Crder
"FirstState": { £ l N\ T Stavtnd
"Type": "Task", \ et _ i NovZ0. 201695823 A
"Resource": "arn:aws:lambda:REGION:ACCOUNT_ID:function: FUNCTION_NAME", CreateOrderA CreateQrderB I ; Cioead
"Next": "ChoiceState” . Nov 20, 2016 05K A
r —> 2 Baateatr Uravasagen
3 P )
"ChoiceState": { " o } .
"Type" : "Choice", e T T atsimiiions « Slep Dealsis
C?‘“ ces": [ | OrderOK DatabaseError | UnservedRegion }
! ! T
Wi r i wm we r w .
- /
! ProcessOrder NoOrderPossible D | e S
777777 T Bty Attt » 1 EscticoSarkd Moo 20, 2018 05522 AU
T~ — — /,// v 2 TkaEcheed Nov 20 2016 85528 A
= d » 3 LarmbtafurcionShadt ne Now 20 N6 80N AW
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Execute One or One Million
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Monitor Executions from the Console

Execution Arn: armn:aws:states:eu-central-1: S 5. execution:Orderer:New_Order

Dashboard Orderer New_Order

New Order &

Graph Code

M Success M Failed Needs retry W In progress

| start |

DatabaseError
| } /
NoOrderPossible

ID Type
» 1 ExecutionStarted
» 2 TaskStateEntered

» 3 LambdaFunctionScheduled

UnservedRegion

v~ Execution Details

Info Input Output

Execution Status

State Machine Arn

arn:aws:states:eu-central-1:|

Execution ID

arn:aws:states:eu-central-1:

Started
Nov 20, 2016 9:58:28 AM

Closed
Nov 20, 2016 9:58:32 AM

~ Step Details

155:stateMachine:Orderer

~ 55:execution:Orderer:New_Order

Timestamp

Nov 20, 2016 9:58:28 AM
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Nov 20, 2016 9:58:28 AM |k S m

Nov 20, 2016 9:58:28 AM
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Build Visual Workflows from State Types

Task

Choice

—_———————e

i NotSupportedimageType i Fa||

Parallel
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Our Step Function

M Success M Failed Cancelled M In Progress
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Architecture
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.
Snapshots are created for all volumes . ‘ I \

associated with flagged instance. Instance
2 security group is updated to “ssh-only” for

—_—

The Splunk AR framework flags an AWS predetermined IPv4 and IPv6 ranges. Instance : I
instance as suspicious. A Splunk AR action is tagged as “quarantined by Splunk”. I ;
passes this instance along to an APl endpoint N Amazon I
along with an API token. The Gateway launches I .
a step function associated with the uri. . EC2 I
: o
1 LLl Lambda I - I I
——) — A& function . - .
L B T I\ \ / I — |
. instances .
Amazon API AWS Step Functions I |
Gateway* \-/ (" ssh-only security group ) |
decider I I I .
|| = i
The lambda function reaches out to the In parallel, the AWS step function I instance I I I
worker to collect the unique token. It uses 3 creates a worker (which waits for a - . N J - I
4 | SEsto send an email to predetermined user/s trigger to move to the next st'ate) I I I .
containing two links (with the token as a uri and launches a lambda function. worker . I . I
parameter), one to approve and one to deny Lambda I N . I .
the action. These links are to preconfigured function l . I I I
API| gateway approve/deny uri’s I I . . . .
The worker generates a one time . I I I
4 token which needs to be passed to it \(/ . . . |
with any Success/Failure update. I I I I I I
Unique 1-time tokeni I . . I
| 1 I l - snhapshot snapshot - , .
Amazon SES 41 \ J )
/AmazonAPI fr—te— e e | — — i — =
Gateway*
Depending on which link is selected by the By transitioning between this lambda function
I ' ' \ 5 user, the gateway will either reject the action and the step function’s wait state, This lambda
email = 1 and leave the step function, or continue the I"""""""" 6 | function will effectively poll the snapshots to
user l ] step function and call another lambda function. ensure they are complete before performing the

terminate or stop action on the instance. After
Amazon API Lambda performing the action the step function ends

Gateway* function



