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During the course of this presentation, we may make forward-looking statements regarding future events or 
the expected performance of the company. We caution you that such statements reflect our current 
expectations and estimates based on factors currently known to us and that actual events or results could 
differ materially. For important factors that may cause actual results to differ from those contained in our 
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live 
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate 
information. We do not assume any obligation to update any forward looking statements we may make. In 
addition, any information about our roadmap outlines our general product direction and is subject to change 
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract 
or other commitment. Splunk undertakes no obligation either to develop the features or functionality 
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in 
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.
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Introduction



• If this then do that, oh and also that, then wait of a 
whatsit from a whoist
•Depending on whoist do:

−More that
−Other this 

Our Elevator Pitch
…



IRL 



Splunk AR

What is is 
Where to get it
How to use it





Continuous 
Scaling 

No Servers to 
Manage

Subsecond 
Metering 

Benefits of AWS Lambda

AWS Lambda handles:
• Operations and 

management
• Provisioning and 

utilization
• Scaling
• Availability and fault 

tolerance

Automatically scales your 
application, running code in 
response to each trigger

Your code runs in parallel and 
processes each trigger 
individually, scaling precisely 
with the size of the workload

Pricing
• CPU and Network 

scaled based on 
RAM (128 MB to 
1500 MB)

• $0.20 per 
1M requests

• Price per 100ms



λλ
λ

DBMS

λ
λ

λ
λ

λ
λ λ

λ

λ

Queue

Modern 
app



Modern 
app



“I want to sequence functions”

“I want to select functions based on data”
“I want to retry functions”
“I want try/catch/finally”

Turning functions into apps

“I have code that runs for hours”

“I want to run functions in parallel”



Coordination by method call
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Coordination by function chaining
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Coordination by database
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Coordination by queues
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Benefits of AWS Step Functions

Diagnose and 
debug problems 

faster

Adapt to change

Easy to connect and 
coordinate 

distributed components 
and microservices to 
quickly create apps

Manages the operations 
and infrastructure of 

service coordination to 
ensure availability at scale, 

and 
under failure

Productivity Agility Resilience



Run Each Step in Sequence

Vendor A

Vendor B

Vendor C



…and Unwind if My Plans Fail at Any Point

Vendor A

Vendor B

Vendor C



Application Lifecycle in AWS Step Functions

Visualize in the 
Console

Define in JSON Monitor 
Executions



Execute One or One Million

Start

End

HelloWorld

Start

End

HelloWorld
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End
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Monitor Executions from the Console



Build Visual Workflows from State Types

Task

Choice

Fail

Parallel





Our Step Function



Architecture 



Amazon	
EC2

instances

email

Amazon	SES

user

Amazon	API	
Gateway*

volume

snapshot

Lambda	
function

AWS	Step	Functions

worker

decider

Unique	1-time	token

instance

volume

snapshot

Snapshots	are	created	for	all	volumes	
associated	with	flagged	instance.	Instance	
security	group	is	updated	to	“ssh-only”	for	
predetermined	IPv4	and	IPv6	ranges.	Instance	
is	tagged	as	“quarantined	by	Splunk”.	

ssh-only	security	group

Lambda	
function

In	parallel,	the	AWS	step	function	
creates	a	worker	(which	waits	for	a	
trigger	to	move	to	the	next	state)	
and	launches	a	lambda	function.

The	worker	generates	a	one	time	
token	which	needs	to	be	passed	to	it	
with	any	Success/Failure	update.

The	lambda	function	reaches	out	to	the	
worker	to	collect	the	unique	token.	It	uses	
SES	to	send	an	email	to	predetermined	user/s	
containing	two	links	(with	the	token	as	a	uri	
parameter),	one	to	approve	and	one	to	deny	
the	action.	These	links	are	to	preconfigured	
API	gateway	approve/deny	uri’s

Amazon	API	
Gateway*

Amazon	API	
Gateway*

Depending	on	which	link	is	selected	by	the	
user,	the	gateway	will	either	reject	the	action	
and	leave	the	step	function,	or		continue	the	
step	function	and	call	another	lambda	function.

Lambda	
function

By	transitioning	between	this	lambda	function	
and	the	step	function’s	wait	state,	This	lambda	
function	will	effectively	poll	the	snapshots	to	
ensure	they	are	complete	before	performing	the	
terminate	or	stop	action	on	the	instance.	After	
performing	the	action	the	step	function	ends
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The	Splunk	AR	framework	flags	an	AWS	
instance	as	suspicious.	A	Splunk	AR	action	
passes	this	instance	along	to	an	API	endpoint	
along	with	an	API	token.	The	Gateway	launches	
a	step	function	associated	with	the	uri.

1


