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DATA SCIENCE OPS IN PRACTICE
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UNDERSTANDING THE CORE NEED




THE ROLE OF DATA SCIENCE IN CYBER OPERATIONS

* The rate of data growth is outpacing human capabilities

* We must optimize impact of the people we do have

» Data Science is a powerful tool to reduce the scale of the problem

* In response to these needs, Booz Allen Hamilton was tasked with integrating '
Data Science into the Watchfloor




CYBER OPERATIONS ANALYSTS & DATA SCIENTISTS POINTS OF
VIEW

Cyber Operations Analysts Data Scientists
* Are evaluated on quantity of output * Like to understand what the Analyst is trying to
* Have a clearly defined SOP do rather than fit existing solution to problem
 Will lose productivity every time they invest in * Are evaluated on development of novel
learning a new tool methods
« Do not need new tools to be effective * Gain honor and reputation from implementing

* Are leery of buggy prototype code cutting edge algorithms

* Have a distrust of the black box Machine * Do not like supporting legacy software

Learning algorithm * Have an unwavering trust in mathematics

| must meet my quota, The old way is out of date,
| don’t have time for toys we must improve




APPRECIATING YOUR ROLE FOUNDATIONAL KEY TO SUCCESS

* The most important lesson learned

Analysts are fully capable of meeting their current objectives
without Data Science

* Analysts are in a power position:
—They are needed
— They own the domain knowledge
— They own the tradecraft
— They own the accesses
— They own the data

* It is the responsibility of the Data Scientist to show respect and learn
— The Data Scientist is intruding into the Analyst's domain




CROSSING THE ANALYSIS CHASM




BRIDGING THE GAP BETWEEN ANALYSTS & DATA SCIENTISTS IN
OPERATIONS

* Many Analysts do not understand applied statistics or machine ‘ Minimize Number of Tools ‘
learning and do not understand how it can be applied to their
domain
‘ Provide Evidence ‘

* Data Scientists wishing to make an impact should:
— Minimize the number of new widgets an analyst needs to learn
— Provide all results with meaningful supporting evidence ‘ Ensure Interpretability ‘
— Weight clarity as much as performance in algorithm selection
— Appreciate that reporting there are no results is far better than
false positives ‘

Silence Is a Virtue ‘

* Host your end-solutions in the tool environment they use
> If Analysts Use Splunk,
You Use Splunk




LEVERAGING THE POWER & FLEXIBILITY WITH PYTHON & SPLUNK

Python Splunk
* Pros e Pros
— Provides developers with access to wide array — Single unified system for collecting,
of data processing libraries digesting and querying data
— Object-Oriented program design — Attractive 2D plotting
— Rapid prototype scripting language — Users able to seamlessly navigate to rawdata
* Cons behind plots
— Must be able to code e Cons
- Developed projects tend to be individual — Query |anguage narrows findings
objects — Lacks flexibility of programing language
- Steep learning gap for users — Limited python library within SDK

Combine the development flexibility of Python with the consistency of Splunk
to benefit Analysts




STEP #1 - WORK DIRECTLY WITH ANALYSTS TO SOURCE A USE CASE

* Our Data Science team works directly with Analysts to work together on analytic objectives
— To identify malicious or aberrant behavior within a new batch of log data
— To detect suspicious URLs

* Their work flow consisted of:
1. Digest log files into Splunk
2. Label fields
3. Explore the data with SMEs and via Splunk queries
4. Report any new Splunk queries of value

We expedite Analysts’ Splunking by
* Grouping similar observations

* Highlighting suspicious outliers

* Unlocking new features




STEP #2 — SELECT METHOD FOR INTEGRATING DATA SCIENCE
CAPABILITIES

METHOD 1

* This method has proven capable in rapid delivery situations

* |dentify a linking field and export the data out of Splunk
* Process the data with any Data Science Software

e Create a new CSV and use previous linking field to enrich original data

( Splunk \

External Software
(
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STEP #2 — SELECT METHOD FOR INTEGRATING DATA SCIENCE
CAPABILITIES

METHOD 2
* Slower to set up first time, but highly effective after that

e Use your own Python environment

* Able to leverage any library; Scikit-Learn, Tensor Flow, Theano, Scrapy, etc.

Splunk

-

.’

) Y

External Python
o )

\_ _J
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STEP #3 — EXECUTE MACHINE LEARNING ALGORITHM
DEVELOPMENT PROCESS

* Splunk is a powerful asset in many stages of the Machine Learning process

/Data CoIIection\

& Aggregation "
Splunk makes it & WD) B2 e o
easy!
/ \ / Feature \ / \ /Post Analysis of\
Extraction & Results
Vectorization Apply ML
Pre-Processing & 4 Splunk really
Cleaning > External software > pEorithm > shines when it
needed for comes time to
advanced feature present your

\ / \ calculations / K / \ results /
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ANALYSIS WORKFLOW
DEMONSTRATION




LOOK FAMILIAR?
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STEP #4 — SHOW EVIDENCE TO SUPPORT ANALYSIS RESULTS

JUST BELIEVE
ME ‘CAUSE I'M
AWESOME!

THE NOTORIOUS BLACK BOX
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BEFORE BETTER APPS...

Classic Wireshark Good ‘Ol Excel
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l| No. Time Source Destination Protocol  Length Arival Time Epoch Time Source Port Destination | Request Mef Request URI Request Ver: User-Agent Name Flags

10935 161.160121  172,16.254.128 8.8.8.8 NS Standard query 0x8069 A ninja-game.org 1024 10923 154468183 17216.254.154231.10.921CP S5 Mar17,20141426625121 52393 8 00010
10936 161.230520  8.8.8.8 172.16.254.128 DNS 98 Standard query response 0x8069 A ninja-game.org A 81,166.122.238 12;: :g;; 1::%;:: ?;::;;‘:::;:’;ﬁ;";:g :‘::’ ;;:;;:;zz::i = 3: m‘: ::g
. 154231, 17, 201¢
- 10937 161.296650  172.16.254.128 81.166.122.238 TcP 66 52439 -+ 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1 100 10008 TSAARI00] 02811097 72182505008 60 Mar 17, 201 126625121 » 06 a000
10938 161.436497  81.166.122.238 172.16.254.128 TcP 60 80 - 52439 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460 N P 10927 154493152 172.16.254.154.231.1092TCP S5 Mar 17, 201 1426625121 2398 2 00010
10939 161.436652  172.16.254.128 81.166.122.238 TcP 54 52439 - 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0 - 0050 10928 154.435204 172.16.254.154.231.10.92 TCP 55 Mar ,7:20,, 1426625121 52397 20 00010
+ 10940 161.436895  172.16.254.128 81.166.122.238 HTTP 192 GET /highscores?user=admin HTTP/1.1 10930 10929 15449634 172.16.254.154.231.10.92TCP 55 Mar 17,2011 1426625121 52395 80 00010
10941 161.437173  81.166.122.238 172.16.254.128 TCP 60 80 - 52439 [ACK] Seq=1 Ack=139 Win=64240 Len=0 10931 10930 154.49773 54.231.10.92172.16.254.1TCP 60 Mar 17, 201 1426625121 80 52398 0x0010
10942 161.573058  81,166.122.238 172,16.254.128 TP 1514 80 -+ 52439 [ACK] Seq=1 Ack=139 Win=64240 Len=146@ [TCP segment of a reassembled PDU) 10932 10931 154497732 54231.1092172.16.254.1TCP 60 Mar 17, 2011 1426625121 0 say 00010
10943 161.573060  81.166.122.238 172.16.254.128 TCP 1490 80 -+ 52439 [PSH, ACK] Seq=1461 Ack=139 Win=64240 Len=1436 [TCP segnent of a reassembled PDUJ— 10933 10332 154497733 S4231109217216.254.11CP S0 17, 201 JOMAS 1 L a0td
ammas ame mmmans amm am mma amm ma amm amm ann —— - ~n Lam - PR A maman - — 10334 10933 154.680414 172.16.254.154.231.10.92 TCP 55 Mar 17, 2011 1426625121 52394 80 0x0010
v Frame 10940: 192 bytes on wire (1536 bits), 192 bytes captured (1536 bits) 10935 10934 154.68059 54.231.10.92172.16.254.1TCP 60 Mar 17, 201 1426625121 80 52394 00010
Encapsulation type: Ethernet (1) 10936 10935 161.160121 172.16.254.18888  DNS 74 Mar 17, 2011 1426625128 ninja-game.org
Arrival Tine: Mar 17, 2015 16:45:28.176164000 EDT 1097 10936 161230528888  1721625410NS 90 Mar 17, 201¢ 1426625128 ninja-game org
[Time shift for this‘packet: 0000000000 seconds] 10938 10937 16129665 172.16.254.181.166.122.2TCP 6 ar 11, 0L 2625128 52439 80
Epoch Tine: 1426625128.17616400 seconds 10939 10938 161436497 81.166.122.2172.16.254.1TCP 0 Mar 17, 01 126625128 80 s 00012
[Tine delta fron previous captured frane: 0.000243000 seconds] 10340 10939 161436652 172.16.254.181.166.122.2TCP 54 Mar 17,2014 1426625128 52439 80 00010
© N N s 10341 10940 161.436895 172.16.254.181.166.122 2 HTTP 192 Mar 17, 2011 1426625128 52439 80 GET /highscores? HTTP/1.1  Python-urllib/2.7 00018
:;m delta fﬂflll Drekusf:HPl:Wd ff:z:f‘gég::g::ﬂw 5030']“’51 10942 10941 161437173 81166.122.2172.16.254.1TCP 60 Mar 17, 2014 1426625128 0 su 00010
ime since reference or first frame: 161. seconds 10943 10042 161573058 81.166.122.2172.16.254.1TCP 1514 Mar 17, 2014 1426625128 80 su3 00010
Frame Number: 10940 10944 10943 16157306 81.166.122.2172.16254.1TCP 1490 Mar 17, 201¢ 1426625128 80 5439 00018
Frame Length: 192 bytes (1536 bits) 10945 10944 161573104 172.16.254.181.166.122.2TCP 54 Mar 17, 201¢ 1426625128 52439 80 00010
Capture Length: 192 bytes (1536 bits) 10346 10945 161580336 81.166.122.2172.16.254.1HTTP 1227 Mar 17, 2014 1426625128 80 543 HTTP/L1 00019
. X 10347 10946 161580381 172.16.254.181.166.1222TCP 54 Mar 17,2014 1426625128 52439 80 00010
[Frame is marked: False]
IF o d: False] 10048 10047 161589351 172.16.254.181.166.1222TCP 54 Mar 17,2011 1426625128 52439 0 00011
rane is ignored: False ) 10943 10948 161611294 §1.166.122.2172.16254.1TCP 60 Mar 17, 201¢ 1426625128 80 su3 00010
le°'°§°lS in frame: eth:ethertype:ip:tcp:http) 10950 10949 16346649 172.16.254.181.166.122.2TCP 66 Mar 17,2014 1426625130 52440 80 00002
[Coloring Rule Name: HTTP] 10951 10950 163.590062 81.166.122.2172.16.254.1TCP 60 Mar 17, 2014 1426625130 0 540 00012
0000 00 50 56 f3 2 f6 00 0c 29 b6 bS5 48 08 00 45 00 10352 10951 163.550108 172.16.254.181.166.122.2TCP 54 Mar 17,2011426625130 52440 8 00010
3;3 7“ 2 :? : :: g :g :l g ;; ;: S : : :: 10953 10952 163.590543 172.16.254.181.166.122.2TCP 2974 Mar 17,201 1426625130 52440 8 0:0010
a ee cC a ZoveiPs 08840 WP 10954 10953 163.590844 81.166.122.2172.16.254.1TCP 60 Mar 17, 201! 1426625130 80 52440 00010
0030 fa f0 77 ca 00 00 47 45 54 20 2f 68 69 67 68 73 ..w...GE T /highs 10955 10954 163590845 81.166.1222172.16254.1TCP 60 Mar 17,2014 1426625130 0 50 00010
0040 63 6f 72 65 73 3f 75 73 65 72 3d 61 64 6d 69 be  cores?us er=admin 10956 10955 163590868 172.16.254.181.166.122.2TCP 5894 Mar 17,2014 126625130 52440 © 00010
0050 20 48 54 54 50 2f 31 2¢ 31 0d @a 41 63 63 65 70  HTTP/1. 1..Accep f
10957 10956 163591313 81.166.122.2172.16.254.1TCP 60 Mar 17, 201 1426625130 0 540 00010
0060 74 2d 45 Ge 63 6f 64 69 6e 67 3a 20 €9 64 65 6e  t-Encodi ng: iden 10958 10957 163591314 81.166.122.217216254.1TCP 60 Mar 17, 201¢ 1426625130 0 s 00010
0070 74 69 74 79 0d 0a 48 6f 73 74 3a 20 6e 69 6e 6a tity..Ho st: ninj y ¥ § o T
0080 61 24 67 61 6d 65 26 6f 72 67 0d 0a 43 6f Ge 66 a-gane.o rg. .Conn 10959 10958 163591314 81.166.122.2172.16254.1TCP 60 Mar 17, 201¢ 1426625130 80 5240 00010
s " Ly 10960 10959 163.591314 81.166.122.2172.16.254.1TCP 60 Mar 17, 201! 1426625130 80 52440 00010
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OUR NEW FEATURE EXTRACTION APPLICATION BRINGS NEW
INSIGHTS TO ANALYSIS

We added
Our New Feature Examples - Make Better Use of ML Toolkit 46 new

— bl

' ) . 111
- Numeric duration features!!!!

Statistical num_bytes_cli2srv, num_bytes_srv2cli, num_packets_cli2srv,
num_packets_srv2cli, packet_deltat_avg_cli2sry,

New St App Feature E | Avoid Basic S Table Overhead packet_deltat_avg_srv2cli, packet_deltat_entropy_2way,
ew Stream App Feature txamples = Avold Basic summary fable Dvernea packet_deltat_entropy_cli2srv, packet_deltat_entropy_srv2cli

Avg IP, port, time

Statistical sum(bytes), sum(bytes_in), sum(bytes_out), sum(packets_in),
sum(packets_out), sum(response_time), sum(time_taken)
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NEW STREAM APP ENABLES DIRECT ACCESS TO RAW PCAP IN
SPLUNK

List v 7 Format 50 Per Page v
< Hide Fields = All Fields L__Time Event
source
Interesting Fields
a host 1 2 Values, 100% of events Selected | Yes No
a index 1
# linecount 1 Reports
a source 2 Top values Top values by time Rare values
a sourcetype 2 Events with this field
a splunk_server
Values Count %
+ Extract New Fields stream:Splunk_Tep 20 83.333% R
stream:Splunk_Udp 4 16.667% ]

.
Show as raw text

> 3nins { (-]
4:46:25.076 PM app: dns
count: 68

endtime: 2015-03-17720:46:25.076262Z
sum(bytes): 16133
timestamp: 2015-03-17720:46:25.076262Z

}
Show as raw text
> 31115 {[-]
4:46:10.303 PM app: unknown
count: 21

endtime: 2015-03-17720:46:10.303392Z
sum(bytes): 6060
timestamp: 2015-03-17720:46:10.303392Z

>
Show as raw text
> 31115 {[-]
4:46:10.303 PM app: twitter
count: 2

endtime: 2015-03-17T20:46:10.3033922
sum(bytes): 64207




NEW STREAM APP GIVE ANALYSTS MORE INFORMATION

splunk

Informational Dashboards v Admin Dashboards v Stream Estimate Configuration v Product Tour

Splunk Stream

Analytics Overview

HTTP Requests by URI HTTP Activity by Domain
URI Errors Avg. Response Time Domain Count Bytes In Bytes Out
/i.gif 6 0 0.15008316666666666 www.thewayoftheninja.org 48 18969 175767
/ados 5 0 0.1765446 b.thumbs.redditmedia.com 22 10324 108129
/pixel/of_destiny.png 5 0 0.13797420000000002 assets-9gag-ftw.9cache.com 17 8805 232069
/submit_highscore “ 1 5.9166535 static.adzerk.net 12 6197 352458
/ 3 0 0.13564 www.redditstatic.com 12 5272 210393
/csi 3 0 0.3447486666666667 engine.adzerk.net 1n 10516 19509
/gampad/ads 3 0 0.22647 miscmedia-9gag-lol.9gaging.com 10 4587 174811
/reddit/ads.html 3 0 0.4650686666666667 img-9gag-ftw.9cache.com 9 3306 341110
/favicon.ico 2 0 0.1446315 pagead2.googlesyndication.com 6 3205 101037
/fegi-bin/dispatch.fegi 2 0 0.02872 pixel.redditmedia.com 6 3493 1998
2 3 4 6 7 8 9 10 next» ev 1 2 4 next »

Average Response Time by URI
7.5

5

Il Count

Errors
Il Avg. Response Time
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ML TOOLKIT ENABLES EXPLORATORY DATA ANALYSIS IN SPLUNK

splunk

Search Showcase Assistants v Scheduled Jobs v Docs Video Tutorials

Showcase 2 &
Welcome to the Showcase, which exhibits some of the analytics enabled by this app. Click on the name of an analytic to reach the corresponding Assistant, which will guide you through the process of applying it to your
data. Click on one of the ples to see that Assistant applied to a real dataset. Please see the video tutorials [2 for more information.

Select which examples to show

All Examples

[

Predict Numeric Fields

Predict the value of a numeric field using a weighted
combination of the values of other fields in that event. A
common use of these predictions is to identify anomalies:
predictions that differ significantly from the actual value may
be considered anomalous.

Detect Outliers in Number of Logins (vs. Predicted Value)
Detect Outliers in Supermarket Purchases

o
°
o
o Detect Outliers in Power Plant Humidity

Forecast Time Series

Forecast future values given past values of a metric (numeric
time series).

o Forecast Internet Traffic

[r—

P —

Predict Categorical Fields

Predict the value of a categorical field using the values of
other fields in that event. A common use of these predictions
is to identify anomalies: predictions that differ significantly
from the actual value may be considered anomalous.

o Predict Hard Drive Failure

o Predict Server Power Consumption futunse oL o Predict the Presence of Malware
- ' o Predict VPN Usage ":: :;; o Predict Telecom Customer Chumn

o Predict Median House Value o Predict the Presence of Diabetes

o Predict Power Plant Energy Output o Predict Vehicle Make and Model

Detect Numeric Outliers 2 Detect Categorical Outliers
Outher(s) N
}f Find values that differ significantly from previous values. Find events that i | bi of values.
Detect Outliers in Server Response Time — Detect Outliers in Disk Failures

Detect Outliers in Bitcoin Transactions
Detect Outliers in Supermarket Purchases
Detect Outliers in Mortgage Contracts
Detect Outliers in Diabetes Patient Records
Detect Outliers in Mobile Phone Activity

oo 0000

Cluster Numeric Events
Partition events with multiple numeric fields into clusters.

o Cluster Hard Drives by SMART Metrics
o Cluster Behavior by App Usage
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STOCK SPLUNK ML TOOLKIT HAS LIMITED FEATURES AVAILABLE
FOR ANALYSIS

Search Showcase Assistants v Scheduled Jobs v Docs Video Tutorials

Predict Numeric Fields

Predict the value of a numeric field using a weighted combination of the values of other fields in that event.
Create New Model Load Existing Settings
Enter a search

| inputlookup server_power.csv

v

v 31,272 results (1/1/70 12:00:00.000 AM to 8/31/16 10:02:50.000 PM)

Algorithm Field to predict Fields to use for predicting Split for training / test: 60 / 40

LinearRegression v ac_power v % _time | X total-cpu-utilization % total-disk-accesses e k‘/
% total-disk-blocks = * total-disk-utilization
X total-instructions_retired = * total-last_level_cache_references

% total-memory_bus_transactions = ¥ total-unhalted_core_cycles

Fit Intercept

Sl i 90% of ML is Pre-Processing & Feature Extraction
e Crafting Features is Necessary Before Feeding The MLTK

(optional)

Fit Model Open in Search Show SPL

.
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DATA SCIENTISTS CAN ADD NEW FEATURES DIRECTLY INTO SPLUNK

FOR EDA

Field to analyze Threshold method Threshold multiplier Sliding window (# of values)

Detect Outliers Open in Search Show SPL

Data and Outliers (2

100

50
Series 2
0

Fields to split by

- duration - Standard Deviation v 2 0 7 Include current point (¢

I
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USER EXPERIENCE AND SUPPORTING EVIDENCE FOR DATA
SCIENTISTS

Data Distribution (2

200
points within threshold

40

0 1 2 3
standard deviations from mean

Open in Search Show SPL

Data and Outliers [2

duration lowerBound upperBound isOutlier « | _time
76.59134889 -36.189956803408165 61.661112150777300 1 | 2017-09-22711:14:13.000-04:00
77.24090815 -36.189956803408165 61.661112150777300 1 | 2017-09-22T11:14:13.000-04:00
70.06722188 -36.189956803408165 61.661112150777300 1 | 2017-09-22T11:14:13.000-04:00
103.807178 -36.189956803408165 61.661112150777300 1 | 2017-09-22T11:14:13.000-04:00
1038101211 -36.189956803408165 61.661112150777300 1| 2017-09-22711:14:13.000-04:00
103.796144 -36.189956803408165 61.661112150777300 » 1 | 2017-09-22T11:14:13.000-04:00
103.8127809 -36.189956803408165 61.661112150777300 1 | 2017-09-22711:14:13.000-04:00
103.9973719 -36.189956803408165 61.661112150777300 1 | 2017-09-22711:14:13.000-04:00
104.0938311 -36.189956803408165 61.661112150777300 1 | 2017-09-22T11:14:13.000-04:00
77.79905701 -36.189956803408165 61.661112150777300 1 | 2017-09-22711:14:13.000-04:00
« prev 1 2 3 - 9 10 next»

—

Open in Search Show SPL
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USER EXPERIENCE AND SUPPORTING EVIDENCE FOR ANALYSTS

1 source="whyPy_flowmonster_output.csv" host="CO2R52JLGBWM.local" index="flowmonster" sourcetype="csv" | eventstats avg("duration") as avg stdev("duration") as stdev | All time v Q
eval lowerBound=(avg-stdev*exact(2)), upperBound=(avg+stdev*exact(2)) | eval isOutlierﬂt@‘duration' < lowerBound OR ‘'duration' > upperBound, 1, 0)

~ 149 events (before 9/26/17 10:51:17.000 AM)  No Event Sampling v Jbvy 1 m »~» & 4 B Verbose Mode v
Events (149) Patterns Statistics Visualization
Format Timeline v — Zoom Out 1 millisecond per column
Table v / Format 20 Per Page v 1 2 3 4 5 6 7 8 Next>
< Hide Fields = All Fields i _time cli_ip isOutlier duration port_cli Srv_ip port_srv num_packets_cli2srv num_packets_srv2cli num_bytes_cli2srv num_by!
> y2an7 172.16.254.128 1 76.59134889 52351 216.58.208.206 443 7 8 1524 522
_ 11:14:13.000
Selected Fields AM
a cliip 1
> yzanv 172.16.254.128 1 77.24090815 52401 31.13.933 a4z 21 37 2155 25878
# duration 100+
11:14:13.000
# isOutlier 2 AM
# 10
PR byseschiZerv 100+ > | 92217 17216254128 1 7006722188 52400 3113933 80 7 7 865 1242
# num_bytes_srv2cli 100+ 11:14:13.000
# num_packets_cli2srv 39 AM
# num_packets_srv2cli 56 >  y2an7 172.16.254.128 1 103.807178 52398 54.231.10.92 80 25 40 4216 36862
# packet_deltat_geometric_mean_sr 11:14:13.000
v2cli 83 AM
# packet_deltat_kurtosis_srv2cli 97 > 92217 172.16.254.128 1 103.8101211 52397 54.231.10.92 80 33 60 6067 55279
# port_cli 100+ 11:14:13.000
# port_srv 2 AM
a srv_ip 47 > y2znt 172.16.254.128 1 103.796144 52396 54.231.10.92 80 29 45 5208 39529
11:14:13.000
Interesting Fields A
#avg 1 > 2n7 172.16.254.128 1 103.8127809 52395 54.231.10.92 80 24 35 4979 24232
a cli_srv_two_way_conversation 99 11:14:13.000
AM
a host 1
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LIVE DEMO




ACTION ITEMS FOR YOUR PROJECTS




CULTURAL HURDLES & SUCCESSES

* Tactics used to overcome cultural barriers
- You must go to the analyst; they will show you their analysis process AND grant you keys to their data troves

You must be willing to explain what analysis techniques you are using simply using their terminology as much as possible

Someone on your team has to be willing to talk to the customers and their customers- this helps establish a new, collaborative tribe

Your work must role up into a story that tells the why and so what of the work- sometimes this is the closest one gets to ROI

Marketing & branding extremely important for breaking entrenched thinking and coaxing participation to something new & shiny
* Build an interdisciplinary team

— Unicorns are hard to find and the best solutions often are a product of divergent thought

— Data analysis is a pipeline, journey of sorts...it takes domain experts from fields other than just computer science or mathematics

- Having data scientists that have expertise in Cyber Operations mission space will accelerate success
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FOUR STEPS TO APPLYING DATA SCIENCE WITHIN CYBER
OPERATIONS

STEP #1 - WORK DIRECTLY WITH ANALYSTS TO SOURCE A USE CASE

STEP #2 — SELECT METHOD FOR INTEGRATING DATA SCIENCE CAPABILITIES

STEP #3 — EXECUTE MACHINE LEARNING ALGORITHM DEVELOPMENT PROCESS

STEP #4 — SHOW EVIDENCE TO SUPPORT ANALYSIS RESULTS
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TAKE AWAYS

1) Your data science team must go to the analyst

2) Populate your results where the user checks

3) Develop self-contained limited size products that can be iteratively updated and delivered
4) Data Scientists must be concerned with justifying their claims

5) Splunk can be enhanced by leveraging external scripting

29



INNOVATING THE CYBER DOMAIN THROUGH THE APPLICATION OF
DATA SCIENCE

/\LCHEMISTCOVE
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