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During the course of this presentation, we may make forward-looking statements regarding future events or 
the expected performance of the company. We caution you that such statements reflect our current 
expectations and estimates based on factors currently known to us and that actual events or results could 
differ materially. For important factors that may cause actual results to differ from those contained in our 
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live 
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate 
information. We do not assume any obligation to update any forward looking statements we may make. In 
addition, any information about our roadmap outlines our general product direction and is subject to change 
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract 
or other commitment. Splunk undertakes no obligation either to develop the features or functionality 
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in 
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.

Forward-Looking Statements
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▶ This idea was born out of a 
conversation with DPS Co-worker:
• I wish there was a way to alert when 

someone leaves work

So naturally we came up with an idea that 
centered around Splunk. This was my take.

Background



Sources of Information
A little bit of column A, a little bit of column B

Access Events

▶︎Log on and Log Off events
▶︎Successful email access
▶︎Web Portal activity

Networking Events

▶︎DHCP leases
▶︎Static IP traffic
▶︎DNS queries, or firewall 
sessions

Timecard Events

▶︎Clocking in
▶︎Clocking out
▶︎I’m not even supposed to 
be working today



▶ While Data plans are common, so are Wireless hotspots

▶ From airports,  and coffee shops, to libraries, and even the zoo

▶ Wi-Fi is a fire and forget technology to the customer. Enable once, and it’ll likely 
stay enabled. It makes it easier to connect to hot spots, at work and home, and 
sometimes it’ll even inform you when a wireless signal is available.

Wi-fi And Your Data Plan
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▶ The recipe isn’t new, 
but we’ve thrown in a 
couple of twists.
• Image 1 part Kali Linux 

for ARM onto a MicroSD
• Fully bake into a 

Raspberry Pi
• Season properly with 

Scripts
• Serve with Universal 

Forwarder

A Recipe for Information
Wi-Fi, data plans, and ease of use



Raw Data



Time Series Results



Interactive Drilldown For Device History
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▶ Am I connected to a 
wireless network?
• Preferred network 1, are 

you there?
• Preferred network 2, are 

you there?
• Preferred network 9, are 

you there?
• Is anybody listening 

to me?

An Unusual Source Of Information
Mobile Devices and Wi-Fi



SSID Results



SSID Results
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▶ Objectives
• See how the system 

operates while driving
• Survey the 

neighborhood security 
posture (WPA vs WEP)

• Try it out on the freeway
• Don’t look suspicious

Drive-Fi: Dessert Delivery
On the Rocky Road
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“PSA: Please do not 
Splunk and Drive”



Wireless Wanderer

▶ Encryption Stats
• 450 Unique access point 

MAC addresses
• 80%+ use WPA based 

encryption
• 16% use no security at all
• 0.25% use WEP…
• That’s 1 WEP signal in 10 

minutes of driving



Wireless Printers



▶ Municipalities measuring live reactions to road closures
▶ Live custom heat maps showing non-joined but still present mobile devices
▶ Vector and velocity of an anonymous device between two probes
▶ Measuring the effectiveness of a physical advertisement campaign
▶ Evaluation of security education on protecting mobile devices outside of the 

corporate environment
▶ Getting to know your employees, customers, and the habits of those in your 

general area
▶ Real Estate advertisement evaluation: How many people are driving by, 

and how many actually see the property?
▶ Red team activities, specifically social engineering

Possible Applications
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▶ Documentation/Links
• http://bit.ly/2x6sVKQ

▶ Contact Info
• Ryan.Adler@defpoint.com
• Or just talk to me. I’ll be 

wandering around .conf17 
too!

Thank You!
And don’t forget about the search party!
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Don't forget to rate this session in the 
.conf2017 mobile app


