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During the course of this presentation, we may make forward-looking statements regarding future events or 
the expected performance of the company. We caution you that such statements reflect our current 
expectations and estimates based on factors currently known to us and that actual events or results could 
differ materially. For important factors that may cause actual results to differ from those contained in our 
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live 
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate 
information. We do not assume any obligation to update any forward looking statements we may make. In 
addition, any information about our roadmap outlines our general product direction and is subject to change 
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract 
or other commitment. Splunk undertakes no obligation either to develop the features or functionality 
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in 
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.
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Sun Tzu, The Art of War

“ It is said that if you know your enemies and know yourself, 
you will not be imperiled in a hundred battles; if you do not 
know your enemies but do know yourself, you will win one 

and lose one; if you do not know your enemies nor yourself, 
you will be imperiled in every single battle.”

“The art of war teaches us to rely not on the likelihood of the 
enemy's not coming, but on our own readiness to receive him; 

not on the chance of his not attacking, but rather on the fact 
that we have made our position unassailable.”

https://en.wikiquote.org/wiki/Sun_Tzu
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Background
How the NNSS Splunk experience relates to your enterprise



What is the NNSS?





Prevention	is	Ideal…
But	Detection	is	a	Must

▶Splunk	is	the	primary	SIEM	for	the	NNSS
▶All	hosts	and	devices	capable	of	sending	logs	to	
Splunk	do	so

▶Cyber	has	made	logging	a	policy	requirement	
and	all	in-house	developers	or	hired	consultants	
must	write	software	capable	of	logging	and	
sending	events	to	Splunk



Data	Sources

▶ Windows	Hosts
▶ Linux	Hosts
▶ Mac	Hosts
▶ Routers	and	Switches
▶ Firewalls
▶ Endpoint	Protection
▶ Syslog
▶ Internal	Splunk	servers
▶ Databases

• VPN
• RSA
• Active	Directory
• VoIP	Phones	and	Servers
• Email	Security	Appliance
• Malware	Sandbox
• FortiMail
• DLP
• Mobile	Device	Management

“…know yourself...”



Configuration

▶A	physical	syslog	server	is	the	primary	feed	for	Splunk
▶For	security,	only	the	syslog	server	can	communicate	
directly	with	the	Splunk indexers

▶All	forwarders	and	devices	feed	the	syslog	box	directly*
▶A	10Gbps	tap	is	also	feeding	the	syslog	server
▶ If	Splunk fails,	logs	are	also	temporarily	stored	on	Syslog





Host	Logs

▶Enterprise	Snare	is	used	to	grab	logs	from	sources.		
NNSS	brought	the	Snare	developer	in	from	
Australia	to	custom	create	agents	for	Windows,	
Mac,	Linux,	SQL,	and	Epilog

▶The	Snare	Agents	are	highly	customizable	and	act	
as	the	first	filter	prior	to	Splunk,	allowing	the	
reduction	of	unnecessary	data



Snare	Configuration



Snare	Custom	Config



Epilog	Agent

▶Possible	uses:
• AV	Logs	from	Linux	hosts
• DNS	Logs	from	Domain	Controllers
• DHCP	Logs	from	Domain	Controllers

▶Can	be	used	to	monitor	any	flat	text	files	from	any	directory	or	
UNC	path



Epilog	Agent



Splunk Searching	&	Reporting
Highly	Customized	for	IR



Quick	Investigative	Searches

▶ These	searches	are	complete	
except	for	areas	for	the	incident	
responder	to	put	a	username,	
IP,	hostname,	etc.



Search	Examples	- DNS



Search	Examples	– Files	Written	to	USB

Serial	number	of	the	USB	device	is	captured,	allowing	CIRT
to	do	serial	number	lookups	and	correlation



Search	Examples	– Possible	
Compromised	Hosts

Firewall	logs	are	examined	daily	and	hosts	that	meet	two	or	three	of	the
following	are	highlighted:
1	– Hosts	with	the	most	data	flowing	out
2	– Hosts	with	the	highest	number	of	connections
3	– Hosts	with	the	longest	duration	of	connections



Search	Examples	– GET	Requests



Search	Examples	– IOCs



Search	Examples	– RSA	Activity

RSA	Activity	includes	PIN	resets,	token	
failures,	and	emergency	backup	PIN	access



Search	Examples	– Process	Execution

This	search	identifies	software,	versions,	PID,	PPID,	Hash	values
of	executable,	path,	etc.		This	is	used	with	a	lookup	table	to	identify
new	software	and	find	malware	based	on	path	and	hash



Splunk Alert	Example



Account	Activity	Dashboard



Authentication	Dashboard



Defense	in	Depth	Dashboard



File	Activity	Dashboard



Foreign	Activity	Dashboard



Network	Access	Dashboard



Network	Traffic	Dashboard



Outbound	Data	Dashboard
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1. Identify all of your logging sources

2. Identify what information from those 
sources can indicate malicious behavior

3. Prepare alerts and dashboards based 
upon those indicators

4. Prepare and save searches for repetitive, 
common searches

5. ACT ON THE INFORMATION!!!!

Key 
Takeaways


