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Forward-Looking Statements

During the course of this presentation, we may make forward-looking statements regarding future events or
the expected performance of the company. We caution you that such statements reflect our current
expectations and estimates based on factors currently known to us and that actual events or results could
differ materially. For important factors that may cause actual results to differ from those contained in our
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate
information. We do not assume any obligation to update any forward looking statements we may make. In
addition, any information about our roadmap outlines our general product direction and is subject to change
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract
or other commitment. Splunk undertakes no obligation either to develop the features or functionality
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.
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“It is said that if you knéW your enemies and know yourself,
you will not'be imperiled’in.a-hundred battles; if you do not
know your enéffiies but do know yourself, you will win one

and lose one; if you do not know your enemies nor yourself,
you will be imperiled in every single battle.”

“The art of war teaches us to rely not on the likelihood of the
enemy's not coming, but on our own readiness to receive him;
not on the chance of his not attacking, but rather on the fact
that we have made our position unassailable.”

Sun Tzu, The Art of War

......
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Richard W. McKee

Background — Experience and Education

» Principal Cyber Security Analyst — Nevada National Security Site

» 25 years in law enforcement

* Last 11 years in computer forensics and cyber investigations (criminal and national security)
» Master of Science — Information Security and Assurance
» Bachelor of Business Administration — Management Information Systems

» Certifications — CISSP, Splunk Certified Power User, EnCE, GPEN, GCIH,
GREM, GMON, GNFA, GISP

. splunk> (€onf20i7




© 2017 SPLUNK INC.

Background

How the NNSS Splunk experience relates to your enterprise

splunk> -



© 2017 SPLUNK IN

What is the NNSS?

NEVADA NATIONAL

"’,5 NINSS

SECURITY SITE

National Nuclear SecurltyAdmmlstratlon
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NEVADA NATIONAL
ININEE
J J

SECURITY SITE
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Lawrence Livermore Operations,
Livermore, CA

Nellis Air Force Range

OREGON / IDAHO

NEVADA

Remote Sensing Laboratory
Andrews AFB, MD

BATTLE
MOUNTAIN

Special Technologies
Laboratory
Santa Barbara, CA

Remote Sensing Laboratory
Nellis AFB, NV

-~

- - New Mexico Operations
New Mexico Operations Los Alamos, NM
Albuquerque, NM -

%

North Las Vegas Operations
North Las Vegas, NV

ARIZONA / UTAH




Prevention is Ideal...
But Detection is a Must

Splunk is the primary SIEM for the NNSS

All hosts and devices capable of sending logs to
Splunk do so

Cyber has made logging a policy requirement
and all in-house developers or hired consultants
must write software capable of logging and
sending events to Splunk
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Data Sources

“...know yourself...”

» Windows Hosts

» Linux Hosts

» Mac Hosts

» Routers and Switches
» Firewalls

» Endpoint Protection

» Syslog

» Internal Splunk servers
» Databases

VPN

RSA

Active Directory

VoIP Phones and Servers
Email Security Appliance
Malware Sandbox

FortiMail
DLP

Mobile Device Management
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Configuration

A physical syslog server is the primary feed for Splunk

For security, only the syslog server can communicate
directly with the Splunk indexers

All forwarders and devices feed the syslog box directly*
A 10Gbps tap is also feeding the syslog server

If Splunk fails, logs are also temporarily stored on Syslog
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DATA SOURCES
@ ' @ | @ § i | § Q
Windows Hosts Linux Hosts Mac Hosts SQL Servers DNS/DHCP/Epilog VolP Infrastructure Devices

‘o\\ SYSLOG
x

DistributeN

Forwarding

Indexer -— i Indexer

]
Distributed

Splunk Alerts IT Searchhead Splunk Dashboards Cyber Searchhead
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Host Logs

Enterprise Snare is used to grab logs from sources.
NNSS brought the Snare developer in from
Australia to custom create agents for Windows,

Mac, Linux, SQL, and Epilog

The Snare Agents are highly customizable and act
as the first filter prior to Splunk, allowing the
reduction of unnecessary data
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Snare Configuration

|
Action | .. |[Event ID Source
Required lCritkallty‘ Include/Exclude Event 1D Match | User Match |General Match Match Return Event Src
et Success
o .
- Information ||Exclude Include: * Include: * Include: * Fallure Security
Modify Error
Information
= Exclude:
 Levete | || Moo . .® Success "
Modf t ation ||Include Logon_Logoff Include: Include: Fallure Security
Y
Success
=== Failure
e
Information ||Include 5$20,4616,1102,517,4697,601 Include: * Include: * Include: * Ervor - Security
Modify Information
Warning
Critical
Success
Delete Failure
s |[informaticn ([Include User_Right_Events Include: * Exclude: Include: * Error Security
Modify Information
Warning
Success
Delete Failure
et linformation ([Include Process_Events Include: * Include: * Include: * Error Security
Modify Information
Warning
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Snare Custom Config

Logon or Logoff
Access a file or directory
. . Start or stop a process
Identify the high level event pap
Use of user rights
USB Event

Any event(s)

Event ID Search Term * Include Exclude
Optional, Comma separated: only used by the ‘Any Event' setting above *
General Search Term ® Include Exclude
Wildcards accepted *
User Search Term ® Include Exclude
User Names, comma separated. Wildcards accepted *
Source Search Term * Include Exclude

Source Names, comma separated. Wildcards accepted

¥| Success Audit

. ¢! Infi ti
Identify the event types to be captured nrormation

¥ Error
¥ \Verbose
Security
Identify the event logs P
. . S ication
(ignored if any objective other —
than 'Any event(s)' is selected): DNS Server
Legacy FRS
Select the Alert Level ® critical ' © Ppriority

Regular Expression

Microsoft-Windows-TaskScheduler

Account Administration
Change the security policy
Restart, shutdown and system

Filtering platform events

¥ Failure Audit
¥ Warning
¥ Critical

ActivityTracing

System
Directory Service
DFS-Replication

¥| Custom Event Log

e Warning '® © 1nformation O Clear
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Epilog Agent

» Possible uses:
° AV Logs from Linux hosts

* DNS Logs from Domain Controllers

* DHCP Logs from Domain Controllers

» Can be used to monitor any flat text files from any directory or
UNC path
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Epilog Agent

SNARE Log Configuration

The following parameters of the SNARE log inputs may be set:

Select the Log Type [Custom EventLog EHDNS_Log

Multi-Line Format @ single line only ¢ Fixed number of lines |0 " Line separating events |
Send Comments:

By default, lines starting with '#" will be ignored. I

Enable this option if you wish to collect these lines

Log File or Directory E: DNSLog bt

Log Name Format:
(optional) Help |DNS
Change Configuration ‘ Reset Form
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Splunk Searching & Reporting
Highly Customized for IR

& Views v Searches & Reports v

Active Directory
DHCP

DNS

Email

Errors

File Activity
Firewall

GET Requests
Internet Activity

Investigative

> |~ |I0C Scan

» Lookup Tables

> Mac Activity

> RSA

» SEP

» Snort

> VMware

> VPN

> Windows Activity

» o Avecto - Command Execution

»

>

-~
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& Views v Searches & Reports v & Views v Searches & Reports v

-~

Elevated Account Browser Execution by Q

Number of Executions

Elevated Account Browser Execution
with Host

Elevated Account Deleted
FireEye Alerts

FortiSandbox Alerts

License Usage Data Cube
Logons by Elevated AD USer
Slideshow Views Supportability

Snare - Agent Heartbeat

o

L L L L L HL P
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Quick Investigative Searches

» These searches are complete
except for areas for the incident
responder to put a username,
IP, hostname, etc.

< Back
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Search Examples - DNS

DATE/TIME (UTC) *

REQUESTER CLIENT IP

DOMAIN

clients4.google
csc3-2 0 =
rod.nexusrules

ve.com.akadns.net
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Search Examples — Files Written to USB

HOSTNAME DOMAIN USB DEVICE ID FILES WRITTEN

Serial number of the USB device is captured, allowing CIRT
to do serial number lookups and correlation splunk$ m
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Search Examples — Possible
Compromised Hosts

Firewall logs are examined daily and hosts that meet two or three of the
following are highlighted:

1 — Hosts with the most data flowing out

2 — Hosts with the highest number of connections

3 — Hosts with the longest duration of connections

splunk> m



Search Examples — GET Requests

SOURCE

P

DESTINATION | DESTINATION | DESTINATION | DESTINATION
= CITY REGION COUNTRY GET REQUEST
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Search Examples — 10Cs

< Back
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Search Examples — RSA Activity

DATE/TIME (UTC) USER ACTION RESULT

RSA Activity includes PIN resets, token
failures, and emergency backup PIN access
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Search Examples — Process Execution

This search identifies software, versions, PID, PPID, Hash values
of executable, path, etc. This is used with a lookup table to identify
new software and find malware based on path and hash
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Splunk Alert Example

Splunk
Splunk Review: [Real Time Alert] - Windows Executable Launched
B aRrT

.0 If there are problems with how this message 15 displayed, click here to view it in 3 web browser.

The alert condition for '[Real Time Alert] - Windows Executable Launched' was triggered

DATE/TIME ACCOUNT
INSTALLER HOSTNAME HOST IP INSTALLING
LAUNCHED(UTC) SOFTWARE

Feb 16 18:49:36 2016

Feb 16 18:48:34 2016

Feb 16 18:32:35 2016

EXECUTABLE

C:\Users\

C\Users

C:\Users'

AppData\LocalLow\Oracle\Java\AU\au.msi

AppData\LocalLow\Oracle\Javayre1.8.0_74\jre1.8.0_74.msi

\AppData\Local\delhdnvers\APP_WIN_R31225%dellsysmgr.msi
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Account Activity Dashboard

[Dashboard] Account Activity

[EﬁV]mﬂovJ“LIO;

Accounts Enabled Past 7 Days Accounts Disabled Past 7 Days
DATE/TIME ACCOUNT ENABLED USER WHO ENABLED DATE/TIME ACCOUNT DISABLED USER WHO DISABLED
(UTC) © (UTC) = ACCOUNT DISABLED DOMAIN © = ACCOUNT °

s a sae 1 0312201614594

2 03-11-201621:3118

3 0312016211905 2 03-11-201621:0205

4 0311:201621:1237 3 03-11-2016 20.54.06

5 03112016 211056 4 03-10-2016 23.00:05

6 03112016 21:01:56 5 03102016 225611

7 03-11-201620:5633 6 03-10-2016 224927

8 03-11-201620.5425 7 03-10-2016224827

9 03112016 20.50.56 8 03-10-201621:57:19

10 03-11-2016 20:47:46 9 03-10-2016 19.01:55

Qi io P 10 03-10-20161839:39

Accounts Created Past 7 Days

’CREATEDDA'I'EITIMEMC): | NEWACCOUNT NAME © | CREATOR : [HOSTACCOWTCREATEDON:

1 Mar102208102016
2 Mar072324412016
3 Mar 071815052016
4 Mar071659322016

Top Successful Authentications Past 1 Hour

Accounts Deleted Past 7 Days

DELETEDDATE/TIME | DELETED | USER WHO DELETED | HosT Account
uTo) - ACCOUNT * ACCOUNT © DOMAIN - | DELETEDON -
03072016 16:57:37 I . [ -

User Account Logons on Multiple Systems Past 24 Hours

1 User Account © count © l UserName © l count ©
1 450 1 5
2 300 2 4
3 288 3 -
4 2mn 4 3
1
139'69
2
I _2‘4 R
KNG
0y, 72‘2)0 [97/
’n'ts Ny 57-15682 Han 1 e
. ey 1 -0 ‘1l -lg.
o/ Il’q -0 07/ 57 Jeart.do?action=view&itemId=—¢ 54
107 bug, EST SV’: Sl Jan141 cercup-shoPP I nB C e com/caterory screen?catega, o ohoduce
05, 'tte, ~1 77545811 ET ./ sbut ttercup G action=purchazess temlgs I
“ace, Sre S&Dr Ner C [Jan 8 7:12 /Ca:EKOr .« 404 720 "NEIBSSThet 2/ /09 p(r\E.(—OmIC:"‘-_-‘_‘_:'-r" 15177200 2423 “http://butieC&Progne, “hals
Opp i, CUp. Prog,. CLR™ ;" 18:1g7:123) ¢ Y.Screen?cay. . £F10 WTTP 1.1 w404 3 rercup S AFFAADFET M N emId=EST-18&product id=AvV-cn. g30;2hopnTad
/P, ONsp C"Shg, SUCt -1.4 ‘5615 /Progy EROTY_1d=GIFTSRISESSIONID=5D15LAFF 1OAD cGADFEO HTTP ahetp /A BU O b= s Do Lt 1ty B LT TONID=5D185 1 nr k2 anp CAS I SESRE NG -
/by, 8- cop Urchy Ping ™ 95Rp | 322)u7, 98] "GET ) oTuCt SCreen?product fa=FL-DSH-018)SESSIONID=5D3SLTTECADY 1318 L RPRISEEISED L cion=c e rem o teRory_ 1d=FLOWERS&ISESSTONTo-Haal 100)
o Ytte Oms. asge S.cop, ~LI-gyn 68 135 1. /Oldlink?item jd=EST-368)SESSIONID=5D5SLOFFIADFF3 HTTE o egory 1055 et scart 00 ) “GET /9 Category oS 00T Jcat URPRISEEL
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Authentication Dashboard

[Dashboard] Authentication Eotv | Moemtov | | 4| &

Top 10 Login Failures Past 72 Hours A Top 10 Privileged Account Failures Past 72 Hours A
| UserName ' # Falled Logins © | UserName - ‘ # Falled Logins ©
1 ‘ 2628 l . ‘ 74 l
2 1015 2 44
3 927 3 35
4 823 4 3
5 754 5 26
6 460 6 20
7 a7 7 17
8 377 8 17
9 332 9 15
10 297 . 10 13 .
Top RSA Failures Past 72 Hours A Top RSA Successful Logins past 72 Hours A
| user © | coumt © | user © | coumt ©
. ' mnf] ' ] |
2 10655 83
3 5921 62
4 5016 59
5 2516 49
6 2362 43
7 1451 40
8 1258 34
9 1018 33
10 917 l 1 33

. com/cart.do?action=viewsi tomId=¢ 5y
N _shopping.<or g .COM/CAteEory . screan?catepar t%Proay.
1 7GET /eat o ,,M“,-//but::'f‘;';g.,tLcrU‘P‘S",'Z‘;?l'.iu’ut1on-m.rcna=c&-1cm|u_§g.ngz—l-x'£f~,.t\'ru.,_
11 tegor v a04 72 322 "httP  opping. <O IR 117 200 2423 “http:/sbucreose :
0. 2.3] . Y.Screen? pEF1@ MTTP 1.1 N 204 3 P FF7 "cup

1
T .

P ADFFO HT “htt

5.1\..':‘2_";51_1.. 200 1318

SCreen?product_jd=FL-DSH-01&) SESSIONID=SD :
:rreen?c“tfg?:YTa

4 ET 4o . . 0
468 125 1, 79ldlink?item ig=FST.36&)CESSIONID=5D5SLOFF1IADFF3
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Defense in Depth Dashboard

[Dashboard)] Defense in Depth Edt v | Moeltov | | & | &

IDS/IPS Past 7 Days Malware Found Past 7 Days A

TIME (LOCAL) HOSTNAME ATTACK SIGNATURE ATTACKER IP DATE/TIME (LOCAL) HOSTNAME USERNAME RISK NAME ACTION TAKEN

20160311 232453 0S Aftack: GNU Bash CVE-2014-6271 18593182151 20160308 130343 SYSTEM Cleaned by deletion

20160311 232447 0S Attack: GNU Bash CVE-2014-6278 18593182151

20160311 232442 0S Attack GNU Bash CVE-2014-6271 18593182151

20160311 232436 0S Atack GNU Bash CVE-2014-6278 18593182151

20160311 232431 0S Aftack: GNU Bash CVE-2014-6271 18593182151

20160311 232425 0S Attack: GNU Bash CVE-2014-6278 18593182151

20160311 232420 0S Attack GNU Bash CVE-2014-6271 18593182151

20160311 232415 0S Amtack: GNU Bash CVE-2014-6278 18593182151

20160311 232409 0S Amtack: GNU Bash CVE-2014-6271 18593 182151

20160311 232404 0S Attack: GNU Bash CVE-2014-6278 18593 182151
o —— Snort Network IDS/IPS Past 72 Hours (Excluding Port Scans) A

Web Attack: Coldfusicn.  ownicad CVE-2013-3306
HTTP Hylafax Faxsurvey Remcce PW Access
HTTP Hagrep CCI File Access

Webd Astack: MS 15 ASP. closwre CVE- 02

Web Attack: Coldfunicn Remote Code Dxec
HTTP MS 15 Newdia CCI Request

HTTP SCO Skuskmare ViewSee Traversa
Audit: VNC Server Banner

0% Astack: CNU Bash CVE-2014-6278

Potentially Compromised Hosts Based on Firewall Activity

P

OS5 Aracic CNU Bash CVE-2014-627)

DOLOIT ATTEMPTED - . hole site attempted
Blackhole DNS response o) 3

"APP-DETECT DNS reques._ard to domain 360.cn

O5-OTHIR Bash CCI envi _Ble injection attempy

APP-DETECT DNS reque... domain 3601afe com

INDICATOR-SCAN UPn® 5.ice discover attempr”

count
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File Activity Dashboard

[Dashboard] File Activity o~ | Moelfov | | L &
sandbox Alerts Past 72 Hours A Blocked USB Devices Past 72 Hours A
DATE/TIME RISK MALWARE SUBMISSION
(UTC) LEVEL NAME SOURCE IP SOURCE FILENAME
03-10-2016 LowRisk  N/A HTTP ps!
21:0400 No results {
A Users with Most Print Jobs Past 72 Hours A

Files Written to USB by User Past 72 Hours

] 25 50 75 100 12§ 150 175 200

0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000
Number of Print Jobs

Number of Files
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Foreign Activity Dashboard

[Dashboard] Foreign Activity €tv  Moeifov | | & | &

Foreign Downloads Past 72 Hours Foreign Snort IDS/IPS Attack Past 30 Days Foreign Firewall IPS Attacks Past 30 Days

Taiwan United Kingdom France
Kenya France Moldova, Republic of Erazil
Europe France Korea, Republic of
Tatwan

Bulgaria China o

Brazil United Kingdom China
Canada Senzeriand
United Kingdom .
Indonesia Netherfands
Canada

Cermany Netherfands Russian Federation

Cermany

Foreign Connections,

Russian Federation

Server Past 7 Days

Cermany

Foreign Connections VPN Past 7 Days
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Network Access Dashboard

e o~ | [ &

[Dashboard] Network Access
Potential Unauthorized Device on Network Past 30 Days

Confirmed Unauthorized Device on Network Past 30 Days

| DATE/TIME (UTC) * | CLENTIP = | HOSTNAME | MAC ADDRESS ©
1 0307-201617:49.57 I | [
2 02122016 17:29.00 I 7 [ ] No results found

[N DHCP Activity Past 15 Minutes Internet Only Activity Past 15 Minutes

| DATEMME(UTC) © | CLENTIP = [ | DATETIME(UTC) © | CLIENTIP
1 03132016085237 1 03-132016085258
2 0332016085208 2 03-132016085045
3 03132016085137 3 03132016084743
4 03132016085116 4 03132016084720
5 0313016084927 5 0313016084709
6 03132016084918 6 0313206084646
7 0313201608:4608 7 03132016084546
8 03-132016084505 8 0332016084032
9 03132016084308 9 0313201608394

®
ing.com/cart.do?action=viewditemId=esT. gq Sp un >
. o

3]
G
5 E
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T /e ipeeps//BUEEETCUE e rcup - Sh o S Ction=purchazesi temias foy s =Gl r g 9mry
i123) Tt€Bory o p 1.1v 404 720 373322 "hTIR L inopping CONLLI WTTP 1,17 200 2423 “hitp://buttercup oouce | M
: "G ‘SCreeny . ) @ WTT . B tercup-® LAFF amId=EST-18&product _id=Av-cp. ~shop
1.435,.56:15¢) e /Product  gerneBOTY 1dnGIFTSEISESSTONID=SDLSLATFLOME AR [ pprpa WITP Toluycep: //BUELEToN1D=SDI 010 cquant Y& LRl Gy SE s TONID- 50185 L nFr 2 ADEr S (13 oot
2)n E -SCreen?product_{d=FL-DSH-01&J SESSIONID=5D3SLITEETT, . 500 1318 | ppR1sER] 2actionsC e ke 1 tem 1 ategory 1d=FLOWERS&ISESSTONTO-4pat,
- i

4 /0 A . . p t.do2action “ezr
v, 368 125 1, 7Oldlink?item jd=£ST.3e8  CFecIONID=SD5SLOFFIADFF3 HTTP 2o eory 19=5UCer scart 09 7 GeT /o ory %

ory.screen?category ta-supenk
STo.3ealRX

B ates
SCET /cateBory ) "GET /cateB on=removes&itemId=c
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Network Traffic Dashboard

[Dashboard] Network Traffic v |[1]®
Top 10 Number of Sessions Past 24 Hours Top 10 Longest Sessions Past 24 Hours
200,000 75,000

. 150,000 ';f

£ 3 50.000

E_: 100,000 -

: :é 25,000

$0,000 3 ‘
Source IP Source IP
Top 20 Applications Past 24 Hours Top Blocked Categories Past 24 Hours
other (8) other (19)

Contractor-only_permit

Hitp Malicious Websites
Social Networking
smTe NNSS_Federal Oversight Blocked Domain Parking
ocse
Streaming Media and Download
HTTPS
DNS

Malicious_Site_per DOE-NNSA

Network Flow to Destination Country Past 24 Hours

unk>




Outbound Data Dashboard

[Dashboard] Outbound Data Eotv | Moenov | | 4| @

Email Sent Externally to Non-Government by MB Past 72 Hours Top MB Sent by Source IP Past 24 Hours

1,500 200

1,000
B N
e A 100

o

A =

: .

-, _
Sender Source IP

Data Sent via VPN Past 24 Hours Data Sent via Firewall Past 24 Hours by Country

other (10)

WPN_username

MB SENT

United States

. ) : 7action=viewsi temId=g«

+1 ng.com/cart.do —_—
cup-shopping 5 .COM/CAteROry . screen?categor o P Oduc

197/_1 18:1@..-7(’“ /cat o ..h(-;,.//m;r::\";'}'ﬁuylm-guh.<rfu:,_|1"w:n:u’;<,r1on7pu.-<n.p.‘.&,,(_"_x“ L‘:vv”":’hx';:

4a 579+ e "o 72 N "ht com/cC3 > 1" 200 2423 “http://b, Z6&pra

CLR 1n 18:197:123) ¢ F1"0'\/ SCreenzcay oEF1e MTTP 1.1 ‘0‘: 1v 404 331')”1:::“9-’-'__‘”‘,’,‘2\",1?.AADF‘ 7 T mid-EST-18&product. id-av.ca oyP

i -1.435,:56:15¢ /Product cooteBOTY _1d=GlETS&ISESSIONID=SDLSLAFFIOADETLT (conreg HTTP Tot. pepi/ /Bt 1oN1D=SD95  cquant ity &l O e JSESSIONID=5D16

~ U:RP.L 22)n 46 1 "Ger /olnF'SCreen?Droauct ld:FL—DSN—I-JI&JSPSSIUNIL)~51>5,>:_|:TP AOFED oo “:1 quPRX""'&J:";;,,“.,|n,1;:||\;”‘”h:“‘rm s

i 3 A c 10y . g r sc e

Comy . cI1-pon , %68 125 1, Oldlink?item id=FST-368ISESSIONID=SD5SLOFFIADFF3 HTTE o egory 1075 cer scart 001 “GET /0 ategory 2T ECET /eat
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Key
LELCGEWEVE

|dentify all of your logging sources

|dentify what information from those
sources can indicate malicious behavior

Prepare alerts and dashboards based
upon those indicators

Prepare and save searches for repetitive,
common searches

ACT ON THE INFORMATION!!
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