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What is App Certification?

And why should | care?

App Certification:
» Ensures your app meets our best practices
* Includes customer documentation

» Checks for security vulnerabilities
» Checks for operational issues
» Gives your app more prominent listing on Splunkbase!

. Splunk Certified

Learn more: http://dev.splunk.com/view/app-cert/SP-CAAAE2S

splunk> -



What is Cloud Vetting?

And why should | care?

Cloud Vetting:
» Checks for security vulnerabilities
» Checks for operational issues
» Is required before your app can be installed on Splunk Cloud!

Products: Splunk Cloud, Splunk Enterprise

Learn more: http://dev.splunk.com/view/app-cert/SP-CAAAE2S

© 2017 SPLUNK INC.
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How can | make my life easier?

Use Applnspect!
» Automated static analysis tool we built to assist in certification and vetting

» Check out the docs:
* http://dev.splunk.com/view/appinspect/SP-CAAAEQU
* CLI:
« http://dev.splunk.com/view/appinspect/SP-CAAAFAN
* Has custom check ability
* Web API:
 http://dev.splunk.com/view/appinspect/SP-CAAAFAQ
* Also runs installation checks
* Also runs antivirus
* Also runs Packaging Toolkit validation

splunk> -
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How can | make my life easier?
CLI output

Bad End Good End

thellmann-mbp15:apps thellmann$ splunk-appinspect inspect --included-tags splunk_appinspect ./Hello_World
Validating: Hello_World Version: 0.1
.FF...F.F....FFF. ceas

thellmann-mbp15:apps thellmann$ splunk-appinspect inspect --included-tags splunk_appinspect ./Hello_World_Final
Validating: Hello_World_Final Version: 0.1

Check that static/appIcon_2x is 72x72px or less

Check that static/appIcon_2x is a png file

Check that static/appIcon is 36x36px or less

Check that static/appIcon is a png file Hello_World_Final Report Summary

skipped: @
Check that the 'local' directory does not exist. All configuration
should be in the 'default' directory.

Check that the file 'local.meta' does not exist. All metadata

permissions should be set in 'default.meta'. (A

not_applicabl

F

Check that when decompressed the Splunk App directory name matches the
app.conf [package] stanza's id property

Check that the app has a /README file that includes version support,
system requirements, installation, configuration, troubleshooting and
running of the app, or a link to online documentation.

F3
®
-
s
o
)
=
5
S
—
a
P
o
o
°
S
-+
w
c
3
3
o
4
<

warning: @
0|

[
L4
-
°

not_applicabl

splunk> (€onf2617
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How can | make my life easier?

APl output - HTML

Hello

My first app! Status Count
Author Fallures Lines of Code
Errors

Version

nash | [ not_applicable 1 Check that setup.xml will work in a distributed topology.

Run Tin

File: default/setup.xml was not found.

Executi

Aee G [ success ] Check that apps with app.manifest are valid or apps without an app.manifest can generate one.

Directory Structure Standards

[ failure ] Check that when decompressed the Splunk App directory name matches the app.conf [package] stanza's
id property.

Field

Applnspect Versid The “app.conf® [package] stanza was not detected. Please add this stanza.
User ID

.conf2017

[ success ] Check that local/passwords.conf does not exist. Password files are not transferable between instances.




How can | make my life easier?

Step 1:

>

>

>

Get a valid token

Postman can store the
token

API with Postman

! Runner  Import [}

Authenticate

Authenticate

https://api.splunk.com/2.0/rest/login/splunk

Authorization @

Username thellmann

Password

Show Password

"status_code": 200,
success"”,

Builder

No Environment

Params

The authorization header will be generated and
added as a custom header

Save helper data to request

Successfully authenticated user and assigned a to

I

‘token": "eyJ@eXAi0i1JKV1QiLCIhbGciOiJIUZIINiI9
.eyJ1c2VyIjp7InVpZCI6IjkxMzYINSISInVuYW11IjoidGhlbGxtYWSuX3NwbHVuayIsImShbWUi0iJUZWRKIEh1bGxtYWSuIiwiZWlhaWwi
01J0aGVsbGlhbmSAc3BsdWSrLmNvbSIsImRhdGVfecmVnIjoiMTQ2MjQzNzk4MCISINNOYXR1IjoiMyIsInNhbGVzZmOyY2VfaWQiOiIwMDMzM
zAwWMDAXbHZPNDVBQUU1iLCJzYWx1c2ZvemN1X3VzZX] faWQi0iIwMDUzMzAWMDAWM1pIMLIiLCISsZGFwWX2RuIjoidGh1bGxtYW5uIiwiaXNfb2

© 2017 SPLUNK INC
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How can | make my life easier?

API with Postman

(0 Runner mport [} Builder  Team Library ('Y . N s v

N No Environment
Submit-Cloud_only

Submit-Cloud_only

Step 2:
p - 0S https://appinspect.splunk.com/v1/app/validate Params

» Upload app to
Va”date endpoint formdata  © xwww-form-urlencoded  © raw  © binary

Value

app_package Choose Files Hello_World_Vetting.tar.gz

included_tags cloud

Body

» Postman can store
the request id

Pretty

"/v1/app/validate/status/d932f182-2e76-4881-80b1-c3bdb@6fdobl",
"status"

"/v1/app/report/d932f182-2e76-4881-80b1-c3bdb@6fdobl" ,
report"

: "/v1/app/package/d932f182-2e76-4881-80b1-c3bdb@6fdobl",
package"
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How can | make my life easier?
APl with Postman

E Runner  Import [} Builder eam Library (%9 . N SYN s v

No Environment

Status

Step 3a:
p - https://appinspect.splunk.com/v1/app/validate/status/ Params

» Check for
completion

» https://appinspect.s
plunk.com/va/app/v
alidate/status/{{req —
uest_id}} e eppnamer:

"app_version": "
"checks": [

"Check that authorize.conf does not contain any modified capabilities.",
54 2017",
Thu Sep 28 04:24:54 2017",
"status": "not_applicable"

"check": "Check that app does not contain user-seed.conf as it is used to\n preconfigure default login and
password information.",

"end": "Thu Sep 28 04:24:54 2017",

"start": "Thu Sep 28 04:24:54 2017",

"status": "not_applicable" ‘.Confzo17

check": "Check that for each workflow action in workflow_actions.conf the\n link.uri property uses the
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How can | make my life easier?
APl with Postman

u Runner Import [ Builder  Team Library < . s -

No Environment

Status

Step 3b:
e p - https://appinspect.splunk.com/v1/app/validate/status/

» When the report is
ready, you'll see a
summary of the
results instead of
individual checks

Params

"warning": @

s
"links": [

"href": "/v1/app/validate/status/d932f182-2e76-4881-80b1-c3bdb06fdObl",
"rel": "self"
D
¢ "href": "/v1/app/ t/d932f182-2e76-4881-80b1-c3bdb@6fdobl"
ref": "/v1/app/repor -2e76- - -C :
"rel": "report?p ° ‘Oconf2017
}
],
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How can | make my life easier?
APl with Postman

Postman

uj Runner Import D Builder eam Library (%Y . . L v

Step 4
» Get the full report from
the report endpoint
» Click “preview” for a
human-readable view
» https://appinspect.splunk

.com/v1/app/report/{{req Hello World!
UeSt_Id}} My first app!

thellmann
0.1
d60ec3b88269f56a645f57cb01e9c6b0

2017-09-28T04:24:49.117676

.conf2017

App Certification Tooling None




How much has Applnspect helped?

I Created
Resolved

M Delta

— Open

|

u “[I“‘ \utu\huil ﬂ’ WJ[ ‘H' “NHDH».PMITIF :‘H Mlﬂml I" F'I,

s ul

splunk> (conf2oi7
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How does App Certification work?

Submit App Pre-check Code Review Security Review App Certified

splunk> (€onf20i7
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How does Cloud Vetting work?
Path 1 - on Splunkbase upload

_ B

Pass
App is available on
Enterprise and Cloud

Developer Splunkbase runs
submits app to Applnspect simple

Splunkbase cloud checks
Fail ?

App is available on
Enterprise only
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How does Cloud Vetting work?
Path 1 - on Splunkbase upload

appinspect — lknecht@lknecht-mbpr15 — ..es/appinspect — -zsh — 130x40

(venv) rlknecht@lknecht-mbprl5 ~/Repositories/appinspect <development>
“$ splunk-appinspect inspect --included-tags cloud ~/Desktop/examp1_sp1unk_app.tgzl

Builder < ‘ knecht v © # £ @

Local Machine

» Validate

POST https://appinspect.splunk.com/v1/app/validate
Body ®
form-data x-www-form-urlencoded raw binary

Key Value

app_package Choose Files meta-woot_204.tgz

included-tags cloud

.conf2017
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How does Cloud Vetting work?
Path 2 - with Certification

App is marked as
Cloud-supported on
Manual cloud review Pass cloud Splunkbase

review

& N Pass App

S N Certification
Developer

requests App Developer notified of
Certification results

App Certification

App is marked as certified on
Splunkbase

splunk> (€onf2017
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How does Cloud Vetting work?
Path 3 - on Cloud install request

Customer requests Cloud Support initiates manual App installed for customer. App

install on non-vetted app review is marked as Cloud-supported
on Splunkbase

b

Customer Notified
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> 6
I
>
s>
Instrumentation For
Your Platform
Andy Nortrup
Product Area Owner Splunk Cloud
A =
e \‘ Y
) <
* e “‘:“ .
“‘$:‘$“ss splunk>  (conf26i
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General Overview

4 Appinspect API Stats (Prod:

splunk>  App: Appinspect v LoganKnechtv ~ Messagesv  Settingsv  Activityv  Helpv | Find

Applnspect API Stats (Production Edt | Export v

Time Range

Completed Validations (Last Completed Checks Avg Duration Std Dev Max Duration Min Duration

N
s 26s

JEVO SORTITIN VRTINS

Completed Validations - Last 3 Months Check Results

Count

Top 20 Checks with Failures Top 20 Checks with Errors

Checl Result Trend Check Trend Count




© 2017 SPLUNK INC.

High Level Stats (-30d)

Completed Completed Checks
Validations

Min Duration Avg Duration Max Duration




© 2017 SPLUNK INC

Top Ten Errors

Check Result Trend
check_for_binary_files_without_source_code error
check_btool_standalone_results error
check_validate_modular_inputs_scheme error
check_validate_modular_inputs_scheme_args error

check_for_offensive_material error

check_that_app_passes_slim_validation error

check_for_default_values_for_modviz error
check_for_formatter_html_bad_nodes error
check_for_formatter_html_comments error
check_for_formatter_html_css_expressions error

2 next »

splunk> (€onf20i7



© 2017 SPLUNK INC

Top Twenty Failures

Result

failure

failure

th_valid_version_nt er failure

failure

ntain_prohibited_directories_or_files failure

conf_file failure

tion failure

lone_results failure

con_dimensions failure

failure

failure

failure

failure

failure

failure

heck_app n_is failure
heck_for_nested_apps failure
check_indexes_conf_does failure
failure

failure

splunk> (conf2oi?
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Cloud Vetting Failures

Automated Cloud Vetting: Most common Manual and Failing checks

Attempt to show which cloud checks return manual the most often so that we can improve the automated results.

20
S EEER
B B E E e .

I check_result
- count

check_name

splunk> (conf2oi7
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Top Check Failures
June 2017

splunk> -
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Logan Knecht
Software Engineer - Data Ecosystem
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Goal

e Talk about examples that certification candidates
commonly get marked for failure

e Show an example of how to correctly address
those mistakes

splunk> m
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Bad developers hate this one trick!

Don't fall asleep during this presentation and you'll see why!

splunk> -



Do You Want To Play a Game?

om plunks @B
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Yes.

splunk> -




NNNNNNNNNNNNNNN

splunk> -
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GOOD IDEA
BAD  IDEA

et tomE

Anopping.com/cart

splunk>
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Storing Splunk App Configurations

splunk> -



Quick Example

Splunk Core .conf Files

(48 - 55 total)

app.conf
commands.conf
inputs.conf
props.conf
transforms.conf
savedsearches.conf
etc...

Custom .conf Files

my_example.conf
spoopy_settings.conf
stars_wars_is_just_an_
ok _movie.conf
football _is the correct
_name_for_soccer.conf
etc...

splunk> (€onf20i7
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setup_view_example.conf — developer_guidan
<» setup_view_example.conf %
ST Tl 0 | [lexample_stanza]
appserver 2 api_url-=-https://example_url.com
default 3
2
app.conf
P
3
metadata
\ 3
Y ¢

static

README.md

2

el (

Storing Splunk App
settings in a custom .conf
file

= Line 1, Column1



oo9% e cosnce

IDEA

Storing Splunk App
settings in Splunk Core
specific .conf files

splunk
etc

anonymizer

apps
alert_logevent
alert_webhook
appsbrowser
framework
gettingstarted

introspection_generatoy addon

appserver
default
local
3
metadata
README
learned
legacy
SA-Eventgen
sample_app
search
splunk_app_stream
splunk_archiver
splunk_httpinput
splunk_instrumentation

splunk_monitoring_console

Splunk_TA_stream
SplunkForwarder
SplunkLightForwarder
user-prefs

auth

deployment-apps

disabled-apps

init.d

Line 13, Column 1

>

1
pi
3
4
5
6
7
8

9
10
11
12
13

© 2017 SPLUNK INC.

inputs.conf — splunk

inputs.conf x

[E2=8 : //example_stanza]
broker_host-=-localhost
clean_session-=-0
hec_batch_mode:=-0
hec_https:-=-0

output_type =-stdout
password-=-plain_text_password
qos-=-0

sourcetype-=-syslog
topic_name-=-example_topic
use_ssl-=:0
username-=-example_username

> .conraon7
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Network Communication Requests

splunk> -



Quick Example

e URLs
e Some of the inputs.conf stanzas

Anything that goes “over the wire”

splunk> (€onf20i7



def-validate_settings(self):

#-Post-to-the -API-to-ensure-that-username/password-are-correct:
url-=-self.api_url('oauth/token')

. result-=-requests.get(
url=url,
auth=(self.settings.get('client_id'),
self.settings.get('client_secret')),

verify=verifty ssl(),
timeout=

)

return-result.status_code:-==

\ o

[splunktcp-ss1://9997]

o
;
«
= REDACTED: REDACTED: ticket: i son
e ]

Using encrypted
communication
techniques

splunk> -



bin

default
metadata
README
static
README.md

IDEA

Ignoring secure

appserver

communication 5

data

techniques and features at S

+ inputs.conf

every possible chance

transforms.conf

-~
-
N—"

@

7/

lookups

metadata
static
README.md

nx_logger.py

def

def

inputs.conf

[tcp://514]

© 2017 SPLUNK INC
L REDACTED B

x

send(self, -address, -port, -session, - pa
header =-{'Content-Type':  'applicatio
:-sessi
Cookie':

url-=-"https://{}:{}{}".format(addres

resp =-requests.put(uri,
headers=header,
data=json.dumps(p
verify= )

return-resp.status_code

on_connect(self, -address, -port, -sessi
self.info('Sending -statistics data-to

if-self.product-is or-self.stati
self.error('Invalid-product-name
self.error('Statistics-collection

MRS REDACTED

return
inputs.conf —| REDACTED .
host-=-dns
>-=-syslog
=-1
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Sensitive Information Storage

splunk> -



Quick Example

Sensitive Information Not Sensitive Information
e identification numbers e username (conditional)
o keys e anonymous identifiers
e passwords e general settings
e tokens e opinions

Anything that could be These are general rules.
compromising if disclosed Use discretion and

experience.

splunk> (€onf20i7



" 10

0

Using the
storage/passwords
endpoint to encrypt

sensitive data

encrypt_api_key: -async- function-encrypt_api_key(
splunk _]s_sdk_serv1ce,

api_key, 1

) {

var-does_storage_password_exist =|this.does_storage_password_exisq(

storage_passwords_accessor,
realm,
username,

~

if - (does_storag word exist 2
await-this|delete_storage_passwordi(
storage_passwords_accessor,

realm,
username,

);
}

await-storage_passwords_accessor.fetch();

await-this./create_storage_password_stanza(
storage_passwords_accessor,

realm,
username,
api_key,
H
passwords.conf — developer_guidance_setup_viev
<> passwords.conf x

1 developer_guidance_setup_view |  [Bi. &redentlal setup_view_example_realm:admin:]

L appserver 2 password-=-$1$dz9h0YMLUc+8IknA3rqhq5cNY0XcCg==
default 3

2 ‘ local

3

metadata

static



Storing sensitive
information in plain-text

splunk
etc
anonymizer
apps
alert_logevent
alert_webhook
appsbrowser
framework
gettingstarted
introspection_generator_addon
launcher
appserver
default
local
* inputs.conf
metadata
README
learned
legacy
SA-Eventgen
sample_app
search
splunk_app_stream
splunk_archiver
splunk_httpinput
splunk_instrumentation

splunk_monitoring_console

Splunk_TA_stream
SplunkForwarder
SplunkLightForwarder
user-prefs

auth

deployment-apps

disabled-apps

init.d

= Line 13, Column 1

>
1
pi
3
4
5
6
7
8

9
10
11
12
13

© 2017 SPLUNK INC.
inputs.conf — splunk

inputs.conf x

[E2=8 : //example_stanza]
broker_host-=-localhost
clean_session:=:0
hec_batch_mode:=-0
hec_https:-=-0
output_type-=-stdout
password-=-plain_text_password
qos-=-0

sourcetype-=-syslog
topic_name-=-example_topic
use_ssl-=-0
username-=-example_username

SpPIUNK> ConNi2017
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Logging Splunk App Data

splunk> -
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® get_splunk_apps.py — fabrix

39 # Setup the logger
40 LOG_NAME =-"get_splunk_apps"

<> get_splunk_apps.py  x v
fabrix 28 rundir-=-'/var/run/REDACTED' E
appserver 29 H vardir-=-'/var/log/REDACTED' | =
bin 30 xmldir-=-'/default/data/ui/views' He
« get_splunk_apps.py 31 xmllocaldir-=-'/local/data/ui/views' .
default 32 output_file-=-'splunk_apps.csv’ =
lookups 33 httproot ="'
metadata 34
static 35 exten-=-'default.xml'
README 36 list_files =[] —
37 list_apps-=-I[] =
38
v
\ ’

41
42
) " 43 v def -setup_logger(ssplunk_home, - log_file):
‘. 44 |LOG_FILE =-splunk_home + vardir-+-"/" -+ log_file -+ ".log"
) 45 LOG_MAX_BYTES - = *( * Y # 10MB
’ 46 LOG_COUNT - = =
47 logger-=-logging.getLogger( ) =
48 logger.propagate = # Prevent - the-log -messages - from ===
’ 49 logger.setlLevel(logging.DEBUG)
50
/ . 51v# file_handler-=-logging.handlers.RotatingFileHandler(make_s .
52 file_handler-=-logging.handlers.RotatingFileHandler(LOG_FI °
53 formatter-=-logging.Formatter('%(asctime)s %(levelname)s %
54 file_handler.setFormatter(formatter)
55
L - t 56 logger.addHandler(file_handler)
57
Ogg I n g O 58 return- logger 5
59
60
61 v def-get_pid(splunk_home) :
62 PID_FILE:=-splunk_home + rundir-+-"/"-+-LOG_NAME -+ ".pid"
* 63 LOGGER. info("...CRE...%S..." % (PID_FILE))
$SPLUNK_HOME/var/log/<SPLUNK_APP_NAME>/*.log & |1 LOGGER. info(" . CREx.. =
. - , i< file(PID ;
J Git branch: master, index: 172, working: 18x 172, Line 1, Co'umn: ! UTF-8 Spaces: 4 Pythonimproved

| s —— splunk‘>-
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Logging outside of

$SPLUNK_HOME/var/log/<SPLUNK_APP_NAME>/*

snopp ik <
utrercup P ShOPRInNg - <
by trercur it

neep
. ae4 720 34
L y.y- aea 720 0tIE5)
1 G=G1FTSISESSIONID=SDLSLAYELOADY P10 WERE o' yrre 137 S00. //butter
1d=FL-DSH-01&JSESSTONID=SDISELTLR, (w208 1300, per1sEs)d
SSLOFF1ADFF3 WTTP 2° 0, Y29y "GET /€270 .8

’
Category, scre
Tprog.th?category
Na o Screenzproduct
INk?1tem id=EST.26RISESSIONID=SD
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Supporting User Configurability

splunk> -



Quick Example

Opinionated Settings

Themes

Stylings

Valid Input Regex
Search Duration

Focused on the Splunk
App’s user experience

Configurations

APl URL

API port

Hashing algorithm
Email addresses

Focused on Splunk App’s
run-time

splunk> (€onf20i7



To-achieve:-this, -a-local
inputs.conf-should:-be-manually
configured-or-deployed-via-a
Deployment-Server-to-monitor
REDACTED. log- file-which-default
location-is-/var/log/REDACTED/
REDACTED. log

:
:
o
L4
o
°y

In-the|__ $SPLUNK HOME/etc/apps/REDACTED/src/config.xml__
file, -enter-the: tenant-name, -base-download:URL:and: token,

for-example:

Asking users to manually
edit .conf files

Zero configurability
Hard-coding opinionated

.. settings
| e S—— splunk'>-



© 2017 SPLUNK INC

Ok, so there’s a problem.

What’s the solution?

splunk> -
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splunk>
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Disclaimer

“WINNERS DON’'T USE DRUGS”

William S. Sessions, Director, FBI




Setup View - What is That?

o Itis...
o A feature added around Splunk 6.4.0
o A Splunk Dashboard

o Able to use custom CSS and JavaScript

o Itis NOT...
o Setup.xmi
o Compatible with setup.xml

splunk> (€onf20i7
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Quick Tangent

Setup views are NOT the same as setupxml pages
Setup views are NOT the same as setupxml pages
Setup views are NOT the same as setupxml pages
Setup views are NOT the same as setupxml pages
Setup views are NOT the same as setupxml pages
Setup views are NOT the same as setupxml pages
Setup views are NOT the same as setupxml pages
Setup views are NOT the same as setupxml pages
Setup views are NOT the same as setupxml pages
Setup vitws are NOT the same as set

splunk> -
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Setup View - What does it look like?

splunk> -



Developer Guidance - Setup View Example For Splunk

2 Developer Guidance - Setur

@& Splunk, Inc. [US] https://splunkbase.splunk.com/apy

splunkbase Search App by keyword, technology... 2 My Account @ Support & Services

Developer Guidance -
Setup View Example
For Splunk <

Orating B Splunk Certified

9 20

Installs Downloads

The Developer Guidance: Setup View Example For Splunk is an example Splunk App to demonstrate how to use setup views that adhere to
Splunk Application Certification standards.

Release Notes

Version 1.0.0

.conf2017
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splunk>enterprise

splunk> -
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EJ Home | Splunk 6.6.2
> @ localhost
Administrator v Messages v  Settingsv  Activityv  Helpv Find

Explore Splunk Enterprise

splunk>




EJ Manager - Splunk
@® localhost

splunk'> App: Search & Reporting v Administrator v Messages v

The "Developer Guidance - Setup View" app has not been fully configured yet

This app has configuration properties that can be customized for this Splunk instance. Depending on the app, these
properties may or may not be required

About  Support  FileaBug  Documentation Privacy Policy

How?

app.conf

[install]
is_configured = false

Settings v

Activity v

Help v Find

© 2005-2017 Splunk Inc. All rights reserved.

splunk>
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EJ setup_view_dashboard | Spl

@® localhost

splunk> App: Developer Guidance - Setup View v

setup_view_dashboard

Welcome to Your Setup Page!

Overview

This setup view will create/modify three files in the local directory of this Splunk App.

Splunk App Directory Path: *$SPLUNK_HOME/etc/apps/developer_guidance_setup_view/local/
« app.conf
o Sets the [install] stanza's “is_configured” property to "true
« passwords.conf
o Creates and encrypts the API key, resulting in a new passwords.conf stanza
« setup_view_example.conf
o Creates a custom conf file to manage Splunk App specific settings
o Creates the stanza [example_stanza]
o Creates the property "api_url’ in the [example_stanza] and assigns the "API URL" to it

Setup Properties

API URL:

Please specify the url that will be used for API requests.
https:/

API Key:

Please specify the API Key that will be used to authenticate to the API

Complete the Setup

Please press the 'Perform Setup” button below to complete the Splunk App setup.

Perform Setup

About  Support  FileaBug  Documentation Privacy Policy

Administrator v Messages v Settings v Activity v Help v

Implementation Details

Overview

This is a setup view that is intended to serve as a point of reference for Splunk Developers.
This has been created using Application Certification approved best practices

Splunk Techniques Used

« Splunk Dashboards
o (docs.splunk.com)
« Splunk Setup View
°
« Splunk Web Framework
° (docs.splunk.com)
° (dev.splunk.com)
Technology Used
« CSS
« HTML
« JavaScript
o Backbone JS
.V are the only feature used
o JQuery

o Splunk JavaScript Software Development Kit
. (docs.splunk.com)

. (dev.splunk.com)

Find

Export v

© 2005-2017 Splunk Inc. All rights reserved.

splunk>
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EJ setup_view_dashboard | Spl

C @ localhost

splunk> App: Developer Guidance - Setup View v Administrator v Messages v Settings v Activity v Help v Find

setup_view_dashboard Export v

Welcome to Your Setup Page!

Overview

This setup view will create/modify three files in the local directory of this Splunk App.

Splunk App Directory Path: *$SPLUNK_HOME/etc/apps/developer_guidance_setup_view/local/"
« app.conf
o Sets the [install] stanza's “is_configured” property to "true
« passwords.conf
o Creates and encrypts the API key, resulting in a new passwords.conf stanza
« setup_view_example.conf
o Creates a custom conf file to manage Splunk App specific settings
o Creates the stanza [example_stanza]
o Creates the property "api_url’ in the [example_stanza] and assigns the "API URL" to it

Setup Properties

API URL:

Please specify the url that will be used for API requests.
https:/

API Key:

Please specify the API Key that will be used to authenticate to the API

Complete the Setup

Please press the 'Perform Setup” button below to complete the Splunk App setup.

Perform Setup

About  Support  FileaBug  Documentation Privacy Policy ©2005-2017 Splunk Inc. All rights reserved

splunk> (conf2oi7




EJ setup_view_dashboard | Spl

C @ localhost

splunk> App: Developer Guidance - Setup View v Administrator v

setup_view_dashboard

Welcome to Your Setup Page!

Overview

This setup view will create/modify three files in the local directory of this Splunk App.
Splunk App Directory Path: *$SPLUNK_HOME/etc/apps/developer_guidance_setup_view/local/"
« app.conf
o Sets the [install] stanza's “is_configured” property to "true
« passwords.conf
o Creates and encrypts the API key, resulting in a new passwords.conf stanza
« setup_view_example.conf
o Creates a custom conf file to manage Splunk App specific settings
o Creates the stanza [example_stanza]
o Creates the property "api_url’ in the [example_stanza] and assigns the "API URL" to it

Setup Properties
API URL:

Please specify the url that will be used for API requests.
https:/

API Key:

Please specify the API Key that will be used to authenticate to the API

Complete the Setup

Please press the 'Perform Setup” button below to complete the Splunk App setup.
Perform Setup

Please provide a value

ease de a val

Messages v

Settings v

Activity v

Help v

Find

Export v

17 SPLUNK INC
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EJ setup_view_dashboard | Spl

C @ localhost

splunk> App: Developer Guidance - Setup View v Administrator v

setup_view_dashboard

Welcome to Your Setup Page!

Overview

This setup view will create/modify three files in the local directory of this Splunk App.

Splunk App Directory Path: *$SPLUNK_HOME/etc/apps/developer_guidance_setup_view/local/"
« app.conf
o Sets the [install] stanza's “is_configured” property to "true
« passwords.conf
o Creates and encrypts the API key, resulting in a new passwords.conf stanza
« setup_view_example.conf
o Creates a custom conf file to manage Splunk App specific settings
o Creates the stanza [example_stanza]
o Creates the property "api_url’ in the [example_stanza] and assigns the "API URL" to it

Setup Properties
API URL:

Please specify the url that will be used for API requests.
https:// http:/example.com

API Key:

Please specify the API Key that will be used to authenticate to the API
12345
Complete the Setup
Please press the ‘Perform Setup’ button below to complete the Splunk App setup.

Perform Setup

Messages v

Settings v

Activity v

Help v

Find

Export v

17 SPLUNK INC
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k4 Search | Splunk 6.6.2

@® localhost
splunk‘> App: Developer Guidance - Setup View v

Search

How to Search What to Search

If you are not familiar with the search features, or want to learn 400,496 Events
more, see one of the following resources.

Documentation 2 Tutorial (2 Data Summary

Search History

About Support File a Bug Documentation Privacy Policy

6 years ago

Administrator v Messages v

ayear ago

Settings v

Activity v

Help v Find

Last 24 hours v Q

© 2005-2017 Splunk Inc. Al rights reserved

splunk>
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splunk>

%Ppj

Urey -
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o Comy “Nage, 'B.coy, LIgy



Setup View - Why?

Allows the ability to sanitize/validate inputs
Create opinionated configurations, while
supporting user configurability

Allows the ability to enforce standards

o e.g. https as the protocol for web traffic
Provides clarity to the user about your Splunk

App

splunk> (€onf20i7
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Implementation Details

splunk> -



Setup View - app.conf
e If the [install] stanza’s ‘is_configured property
is false (or 0) setup view is used

e Splunk will retrieve the [ui] stanza’s
‘setup_view property

e Setup view points to

o $SPLUNK_HOME/etc/apps/<APP_NAME>/default/data/ui/views/<SETUP_VIEW_NAME>.xml

splunk> (€onf20i7
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Setup View - app.conf

app.conf — developer_guidance_setup_view_example

> app.conf x v
developer_guidance_setup_view_exa 1 #
-git 2 # Splunk-app-configuration-file
appserver 3 it
default 4
data 5 | [install] 11
6 =0
7
n 8 [packagel
3 =-develiper_guidance_setup_view
* app.con .
metadata 11 [ui]
screenshots 12 =1 . .
13 =-Develcver-Guidance - Setup View

static

14 # Points to-a W\ile in:

15 # $SPLUNK_HOME{& ¥ c/apps/<SPLUNK_APP_NAME>/default/data/ui/views/*
¥ _# Tt does not nevd- the extension of the file name-provided

17 =-setup_view_dashboard

README.md

19 [launcher]

20 =-Logan-Knecht

21 =-This-is-an-example-Splunk-App-that -demonstrates how to-use-a-setup-view to-configure
.22 =-1.0.0




Setup View - XML Dashboard

Can specify JavaScript and CSS files

Files are searched for in

$SPLUNK_HOME/etc/apps/<APP_NAME>/appserver/static/*

Relative pathing is used

File extension must be included

splunk> (€onf20i7
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Setup View - XML Dashboard

® setup_view_dashboard.xml — developer_guidance_setup_view_example

setup_view_dashboard.xml x v
developer_guidance_set -
-git Both-of - the -<dashboard>-element's - "styles’ -and- ‘script’ -attribute-search- for
appserver files in- "$SPLUNK_HOME/etc/<SPLUNK_APP_NAME>/appserver/static/*’
static

javascript Documentation link:
jew http://docs.splunk.com/Documentation/Splunk/latest/Viz/PanelreferenceforSimplifiedXML#dashboard_or_form

setup_page.js I

San s sdashboard-isDashboard="false

script="javascript/setup_page.js
e stylesheet="styles/setup_page.css'|>

<row>
<panel>
<htpls
: <div-id="main_container"></div>
views </htmi>
setup_view_dash| </panel>
app.conf </row>
metadata </dashboard>

screenshots

static
README.md




Setup View - JavaScript Setup Page

Can import other JavaScript files
Can not import text files (css, html)
File extension should not be used
Files are searched for in

$SPLUNK_HOME/etc/apps/<APP_NAME>/appserver/static/*

Relative pathing is used

splunk> (€onf20i7



Setup View - Setup Page

W setup_page.js — developer_guidance_setup_view_example

setup_page.js X v
developer_guidance_setup_view_exa var-app_name-=-"developer_guidance_setup_view";
.git
appserver // This-is-an-undocumented Splunk-solution for -how-to-include- javascript logic
static // from-other files.
javascript // Declare-a require.config() and proviade a dictionary that has a ‘paths’ keys.
jow // In-the ‘paths’  key provide another -dictionary that declares custom classes.
// Each key should be-the-class name, -and-the value the path-to-the javascript file
— " //../app/<extracted_folder_name_of_app>/<path-to javascript file>(no-extension)
styles // Then-include those in the require method's array, -and-function.
setup_pag
default // -Common -gotchas:
etaiate //-1) The -path-to-the script-autmatically-appends-.js, so-don't-include it
//-2) This-only provides supprt- for-JavaScript- files, -plain-text -html files won't work
screenshots A . ’ y
. //-3) The "../app" is required-as a‘preflx‘and your-app-name - 1s required-to-follow- it
—— N 4) After the app name, the path is provided-as though it were from-the
// $SPLUK_HOME/etc/apps/appserver/static/* directory
.config({
paths: {

// _e¢CSDI IINK HOME/etc/annc/SPILINK APD MNAME/anncerver/ctatic/iavaccrint/views/catun ViC exam,
SetupViewExample: "../app/" + app_name + "/javascript/views/setup_view_example”, "_

};
require([
// -Splunk Web Framework Provided files
backbone", - // From the SplunkJS stack
jquery", -// From-the SplunkJS- stack
// Custom- files 3
SetupViewExample",
1, function(Backbone, jquery. SetunViewFxamnle) {

sxanplentatupmiihe i inew - SetupViewExamp le(
//-Sets - the element - PPy vegseuT o™ rendgring

el: jquery("#main_container")
}); *

- .render(); A
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Setup View - Backbone View Page

setup_view_example.js — developer_guidance_setup_view_example

setup_page.js setup_view_example.js o v
developer_guidance_set use - strict H =
git
appserver define(
static ["backbone"”, - "jquery"”, “splunkjs/splunk”],
javascript unction(Backbone, jquery, splunk_js_sdk) {
views
TR T var-ExampleView = Backbone.View.extend(am,
setup_page.js });// End-of -ExampleView-class-declaration

styles

setup_pege.css return-ExampleView; .
default }, /7 ENQ-oOr require asynicrronous moaucle agerinicion fUﬂCthﬂ

roe );-// End-of require-statement

ui -
nav
views
setup_view_dash
app.conf
metadata
screenshots
static
README.md




Setup View - Backbone View Page

developer_guidance_set

git
appserver
static
javascript
views
* setup_view_exam
setup_page.js
styles
setup_page.css
default
data
ui
nav
views
setup_view_dashi
app.conf
metadata
screenshots
static
README.md

<»

® setup_view_example.js — developer_guidance_setup_view_example

setup_page.js setup_view_example.js x

use strict"”;

define(
["backbone", - "jquery", “splunkjs/splunk”],
function(Backbone, jquery, splunk_js_sdk) {
var -ExampleView = Backbone.View.extend({

// EE————— — —=
// -Backbon - Functions, These are -specific to-the Backbone- library

[/ — — — -
initialize: function-initialize() am;

’

events: @,

’

render: function() am;

’

// - - - -

// Custom Functions, These are unrelated to the Backbone  functions

/7 - — -

// - ———

// Main-Setup-Logic

// —_—

// This performs-some-sanity-checking and-cleanup on the inputs that
// the-user-has provided-before kicking-off -main-setup process
trigger_setup: - function-trigger_setup() @}

’

// This is where the main-setup -process-occurs

perform_setup: async function perform_setup(splunk_js_sdk, api_url, api_key)

[}

create_custom_configuration_file: -async  function create_custom_configuration_filemm,

) @m;

© 2017 SPLUNK INC.



What About Server Side Validation?

e This solution is a client-side solution using
Splunk JavaScript SDK
e If concerned about server side validation
o Use these Splunk techniques
m Restmap.conf
m Web.conf
o Left as an exercise for the reader

splunk> (€onf20i7
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Example Splunk App Resources
Example Splunk App Source Code

o https://github.com/splunk/Developer Guidance Setup View Example

Example Splunk App on Splunkbase
o https://splunkbase.splunk.com/app/3728/

Splunk Dashboard API

o http://docs.splunk.com/Documentation/Splunk/latest/Viz/Panelreferencef
orSimplified XML

Splunk Web Framework
o General - hitp:/dev.splunk.com/webframework
o API = nttp://docs.splunk.com/Documentation/WebFramework

Backbone JS View
o http://backbonejs.org/#View

splunk> -
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Additional Links

e Application Certification Survey
o https://www.surveymonkey.com/r/application certification conf 2017

e Splunk Applnspect Documentation
o http://dev.splunk.com/view/appinspect/SP-CAAAE9U

e Storage/Passwords Tutorial
o http://www.qgeorgestarcher.com/splunk-stored-encrypted-credentials/

splunk> -
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Contact

For Applnspect

appinspect@splunk.com

For Application Certification and Cloud Vetting

appcertadmin@splunk.com

splunk> -



Question Time!

sWOW My

Whar you 6O
e, splunk> -
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Applnspect API

Data to drive platform decisions

Runs Completed Checks Unique Users

Month of July 2017

splunk> -



