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What is App Certification?
And why should I care?

App Certification:
▶ Ensures your app meets our best practices

• Includes customer documentation
▶ Checks for security vulnerabilities
▶ Checks for operational issues
▶ Gives your app more prominent listing on Splunkbase!

Learn more: http://dev.splunk.com/view/app-cert/SP-CAAAE2S
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What is Cloud Vetting?
And why should I care?

Cloud Vetting:
▶ Checks for security vulnerabilities
▶ Checks for operational issues
▶ Is required before your app can be installed on Splunk Cloud!

Learn more: http://dev.splunk.com/view/app-cert/SP-CAAAE2S



© 2017 SPLUNK INC.

How can I make my life easier?

Use AppInspect!
▶ Automated static analysis tool we built to assist in certification and vetting
▶ Check out the docs: 

• http://dev.splunk.com/view/appinspect/SP-CAAAE9U
• CLI: 

• http://dev.splunk.com/view/appinspect/SP-CAAAFAN
• Has custom check ability

• Web API: 
• http://dev.splunk.com/view/appinspect/SP-CAAAFAQ
• Also runs installation checks
• Also runs antivirus
• Also runs Packaging Toolkit validation
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How can I make my life easier?
CLI output

Bad End Good End
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How can I make my life easier?
API output - HTML
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How can I make my life easier?
API with Postman

Step 1: 
▶ Get a valid token
▶ https://api.splunk.com/

2.0/rest/login/splunk
▶ Postman can store the 

token
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How can I make my life easier?
API with Postman

Step 2: 
▶ Upload app to 

validate endpoint
▶ https://appinspect.

splunk.com/v1/app
/validate

▶ Postman can store 
the request id
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How can I make my life easier?
API with Postman

Step 3a: 
▶ Check for 

completion
▶ https://appinspect.s

plunk.com/va/app/v
alidate/status/{{req
uest_id}}
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How can I make my life easier?
API with Postman

Step 3b: 
▶ When the report is 

ready, you’ll see a 
summary of the 
results instead of 
individual checks
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How can I make my life easier?
API with Postman

Step 4: 
▶ Get the full report from 

the report endpoint
▶ Click “preview” for a 

human-readable view
▶ https://appinspect.splunk

.com/v1/app/report/{{req
uest_id}}
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How much has AppInspect helped?
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How does App Certification work? 



© 2017 SPLUNK INC.

How does Cloud Vetting work? 
Path 1 - on Splunkbase upload
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How does Cloud Vetting work? 
Path 1 - on Splunkbase upload
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How does Cloud Vetting work? 
Path 2 - with Certification
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How does Cloud Vetting work? 
Path 3 - on Cloud install request
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Instrumentation For 
Your Platform

Andy Nortrup
Product Area Owner Splunk Cloud
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General Overview
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High Level Stats (-30d)



© 2017 SPLUNK INC.

Top Ten Errors
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Top Twenty Failures
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Cloud Vetting Failures
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Top Check Failures
June 2017

btool

Packaging Toolkit Validation

Config File Parsing
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How to Speed Up 
Certification Review Time

Logan Knecht
Software Engineer - Data Ecosystem
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Goal

● Talk about examples that certification candidates 
commonly get marked for failure

● Show an example of how to correctly address 
those mistakes
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Bad developers hate this one trick!

Don’t fall asleep during this presentation and you’ll see why!
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Do You Want To Play a Game?
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Yes.



© 2017 SPLUNK INC.



© 2017 SPLUNK INC.



© 2017 SPLUNK INC.

Storing Splunk App Configurations
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Quick Example

Custom .conf Files

● my_example.conf
● spoopy_settings.conf
● stars_wars_is_just_an_

ok_movie.conf
● football_is_the_correct

_name_for_soccer.conf
● etc...

Splunk Core .conf Files
(48 - 55 total)

● app.conf 
● commands.conf
● inputs.conf
● props.conf
● transforms.conf
● savedsearches.conf
● etc...
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Storing Splunk App 
settings in a custom .conf 

file 
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Storing Splunk App 
settings in Splunk Core 

specific .conf files
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Network Communication Requests
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Quick Example

● URLs
● Some of the inputs.conf stanzas

Anything that goes “over the wire”
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Using encrypted 
communication 

techniques
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Ignoring secure 
communication 

techniques and features at 
every possible chance
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Sensitive Information Storage
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Quick Example

Not Sensitive Information
● username (conditional)
● anonymous identifiers
● general settings
● opinions
These are general rules.

Use discretion and 
experience.

Sensitive Information
● identification numbers
● keys
● passwords
● tokens

Anything that could be 
compromising if disclosed
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Using the 
storage/passwords 
endpoint to encrypt 

sensitive data

1

2

3
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Storing sensitive 
information in plain-text
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Logging Splunk App Data
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Logging to
$SPLUNK_HOME/var/log/<SPLUNK_APP_NAME>/*.log
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Logging outside of
$SPLUNK_HOME/var/log/<SPLUNK_APP_NAME>/*
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Supporting User Configurability
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Quick Example

Configurations
● API URL
● API port
● Hashing algorithm
● Email addresses

Focused on Splunk App’s 
run-time

Opinionated Settings
● Themes
● Stylings
● Valid Input Regex
● Search Duration

Focused on the Splunk 
App’s user experience
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● Asking users to manually 
edit .conf files

● Zero configurability
● Hard-coding opinionated 

settings
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Ok, so there’s a problem.

What’s the solution?
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Disclaimer
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Setup View - What is That?
● It is...

○ A feature added around Splunk 6.4.0
○ A Splunk Dashboard
○ Able to use custom CSS and JavaScript

● It is NOT…
○ Setup.xml
○ Compatible with setup.xml



© 2017 SPLUNK INC.

Quick Tangent
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Setup View - What does it look like?
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Developer Guidance - Setup View Example For Splunk
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[install]
is_configured = false

app.conf

How?
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Setup View - Why?

● Allows the ability to sanitize/validate inputs
● Create opinionated configurations, while 

supporting user configurability
● Allows the ability to enforce standards

○ e.g. https as the protocol for web traffic
● Provides clarity to the user about your Splunk 

App
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Implementation Details
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Setup View - app.conf

● If the [install] stanza’s `is_configured` property 
is false (or 0) setup view is used

● Splunk will retrieve the [ui] stanza’s 
`setup_view` property

● Setup view points to 
○ $SPLUNK_HOME/etc/apps/<APP_NAME>/default/data/ui/views/<SETUP_VIEW_NAME>.xml
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Setup View - app.conf

1

2

3
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Setup View - XML Dashboard

● Can specify JavaScript and CSS files

● Files are searched for in○ $SPLUNK_HOME/etc/apps/<APP_NAME>/appserver/static/*

● Relative pathing is used

● File extension must be included
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Setup View - XML  Dashboard
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Setup View - JavaScript Setup Page

● Can import other JavaScript files
● Can not import text files (css, html)
● File extension should not be used
● Files are searched for in○ $SPLUNK_HOME/etc/apps/<APP_NAME>/appserver/static/*

● Relative pathing is used



© 2017 SPLUNK INC.

Setup View - Setup Page

1

2

3

4
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Setup View - Backbone View Page
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Setup View - Backbone View Page
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What About Server Side Validation?

● This solution is a client-side solution using 
Splunk JavaScript SDK

● If concerned about server side validation
○ Use these Splunk techniques

■ Restmap.conf
■ Web.conf

● Left as an exercise for the reader
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● Example Splunk App Source Code
○ https://github.com/splunk/Developer_Guidance_Setup_View_Example

● Example Splunk App on Splunkbase
○ https://splunkbase.splunk.com/app/3728/

● Splunk Dashboard API
○ http://docs.splunk.com/Documentation/Splunk/latest/Viz/Panelreferencef

orSimplifiedXML
● Splunk Web Framework

○ General - http://dev.splunk.com/webframework
○ API - http://docs.splunk.com/Documentation/WebFramework

● Backbone JS View
○ http://backbonejs.org/#View

Example Splunk App Resources
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● Application Certification Survey
○ https://www.surveymonkey.com/r/application_certification_conf_2017

● Splunk AppInspect Documentation
○ http://dev.splunk.com/view/appinspect/SP-CAAAE9U

● Storage/Passwords Tutorial
○ http://www.georgestarcher.com/splunk-stored-encrypted-credentials/

Additional Links
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For AppInspect
appinspect@splunk.com

For Application Certification and Cloud Vetting
appcertadmin@splunk.com

Contact
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Question Time!
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AppInspect API
Data to drive platform decisions

Runs Completed Checks Unique Users

2,811 200,829 130

Month of July 2017


