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Making Sense of Web Fraud
With Splunk Stream

An in-depth look at Stream use cases and customer
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Forward-Looking Statements

During the course of this presentation, we may make forward-looking statements regarding future events or
the expected performance of the company. We caution you that such statements reflect our current
expectations and estimates based on factors currently known to us and that actual events or results could
differ materially. For important factors that may cause actual results to differ from those contained in our
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate
information. We do not assume any obligation to update any forward looking statements we may make. In
addition, any information about our roadmap outlines our general product direction and is subject to change
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract
or other commitment. Splunk undertakes no obligation either to develop the features or functionality
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.
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Making Sense of Web Fraud with
Splunk Stream

» Introductions
» Stream Architecture
» Web Fraud Detection

» Customer Success
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What is Stream?

What is ré(a)l 'tim/?
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Time is a Nonrenewable Resource

Layer Examples
7. Application HTTP, SMTP

6. Presentation | TLS

5. Session SCP

4. Transport TCP, UDP

3. Network IPv4, IPv6

2. Data Link Ethernet

1. Physical Ethernet, WiFi
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Example of Applications in Search
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Web Fraud Detection
With Stream

Using Stream to “sessionize” clicks into complete web

o clickstreams
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Web Fraud Detection

&N

» "Sessionization” 101

» Use Case #1 '
* Profile Change < g
* Large Purchase

» Use Case #2 =3

do?action=viewsiitemId=gs
scre

.com/cart

shoppin

.rcup ohping.com/category ol
a wptep://butter ”luu,un-uw -0 Pt de7action=purchazess Taege
. 5 t hetp:// g . com/car 242 1ttp
Ttegory o ] - 104 720 htt snoppinB . <OMICE e > 2423 "http:/ bury.
*Creen? HTTP 1 rcup AFFAA! 18&product
5SIONID=5D

1" .
CALEROry 1d=GlFTS&ISESSTONID=SDISLAFF1OADEFLO WL o p://BUtLe a0ty
L 206 S

$56:) ’ /progd _ DF
v ;156) s f-screen?proguct_fd=FL-DSH-01&)SESSIONID=SDSSLIE

! "GET 4
oldli i 3 HTTP 1 g t.do
125 15 22l9link?item jq=FST-36&ISESSIONID=SDSSLOFFIADFF3 HTTE 2 egory 1871



“Sessionizing” 101

» Enrich
» Add Context
» Sessionize

» Platform
» Data (clicks
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» Session Analytics
» History (15t time X
» Outliers

» Risk
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“Sessionizing” 101
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“From this mess of Clicks To these nice clickstreams
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“Sessionizing” 101

Pre-Login Clicks
SessionlD=1234 —

Login Page Click
SessionlD=1234,5678

Username=Newman

LoginSucess=1 Post Login Clicks __
SessionlD=5678,9012

\4

CheckOut Clicks
SessionID=9012 —
OrderTotal=$435.23
CCNum-<hash> .
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“Sessionizing” 101

sSessi
11

Pro Tip: the "transaction” command will accept a
multivalue field and will link on **any** of the sqggifigdD

22 field values 1111

session _ _
— transaction sessionl|D — 2222

2222 3333

3333 4444
sessioniD

3333

4444
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“Sessionizing” 101
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“Sessionizing” 101

[rex field=cookie max_match=>5 "fronten[*=]+=(?<splSessionid>\w+)"
[transaction splSessionid maxpause=10m maxspan=2h

splSessionid uri_path
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KgExmCu
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Use Case: Profile Change + Large Purchase

Single Stream with Profile Edit and Large Purchase
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Use Case: Profile Change + Large Purchase
GOAL: Find a profile change occurring before a large purchase

[search index=wiredata sourcetype=stream:http dest port=80 OR dest_port=443 splGrandtotal="*"
http_content_type="text/html; charset=UTF-8" [fields splGrandtotal src_ip|rex field=splGrandtotal mode=sed
"s/,/"|where splGrandtotal > 500|stats values(src_ip) as src_ip]
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Use Case: Profile Change + Large Purchase
GOAL: Find a profile change occurring before a large purchase

[reverse

ltable _time cookie uri_path splGrandtotal splUsername

[rex field=cookie max_match=5 "fronten[*=]+=(?<splSessionid>\w+)"

leval splLoginTime=if(uri_path="/index.php/customer/account/loginPost/", time,NULL)
leval splPurchaseTime=if(uri_path="/index.php/checkout/onepage/success/", time,NULL)
leval splProfileEditTime=if(uri_path="/index.php/customer/account/editPost/", time,NULL)
Irex field=splGrandtotal mode=sed "s/,//"
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Use Case: Profile Change + Large Purchase

GOAL: Find a occurring before a large purchase

splUsername duration ProfileEditTime PurchaseTime LoginTime splGrandtotal + splSessionid uri_path

I 2017-08-08 2017-08-08 2017-08-08 1865.22
08:49:40 08:53:49

¢ irts.html
dex.php/men/shirts/plaid-cotton-shirt-485.html
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se Case: Profile Change + Large Purchase

ProfileEditTime PurchaseTime

2017-08-10

splUsername duration LoginTime splGrandtotal splSessionid uri_path
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George

Guglie

o Limitte:5:URIs to make pr

Westinghouse@y:

moMarcon

i*Remove the 'where’ constraint

etty ...

@yahoo.com
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10
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/index.php/
/index.php/ch
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/index.php/ch
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Use Case: Multiple Accounts -> Same Address
How does this happen?

» Account Take-Over
» Account Harvesting

» Often preceded by
Account Peeking

&
&

$$9

3

Same Address
Unsuspecting Mule

oy
oy
2
o
& 63
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Use Case: Multiple Accounts -> Same Address

index=wiredata sourcetype="stream:http" dest_port=80 OR dest_port=443

[search index=wiredata sourcetype=stream:http dest_port=80 OR dest_port=443 splShippingStreet="*"
http_content_type="text/ntml; charset=UTF-8" |stats values(src_ip) as src_ip]

[fields splPurchaseTime splUsername splPassword splSessionid splGrandtotal splShipping* cookie uri_path dest_content
[rex field=cookie max_match=5 "fronten[*=]+=(?<splSessionid>\w+)”

|leval splPurchaseTime=if(uri_path="/index.php/checkout/onepage/success/", time,NULL)

[rex field=dest_content "Your order # is:[*>]+>(?<splOrderNumber>[">]+)<”

[reverse

[transaction splSessionid maxpause=10m maxspan=2h

|eval PurchaseTime=strftime(splPurchaseTime,"%F %T")

|stats list(splOrderNumber) as OrderNum list(splUsername) as Username list(splPassword) as Password
list(splShippingFirstname) as ShippingFirstname list(splShippingLastname) as ShippingLstname list(splShippingPhone) as
ShippingPhone list(PurchaseTime) as PurchaseTime count by splShippingStreet splShippingCity splShippingZip
splShippingCountry

|where count > 2
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Use Case: Multiple Accounts -> Same Address

index=wiredata sourcetype="stream:http" dest_port=80 OR dest_port=443

[search index=wiredata sourcetype=stream:http dest port=80 OR dest_port=443 splShippingStreet="*"
http_content_type="text/html; charset=UTF-8" |stats values(src_ip) as src_ip]

[fields splPurchaseTime splUsername splPassword splSessionid splGrandtotal splShipping* cookie uri_path dest _content
[rex field=cookie max_match=>5 "fronten[*=]+=(?<splSessionid>\w+)”

|leval splPurchaseTime=if(uri_path="/index.php/checkout/onepage/success/", time,NULL)

[rex field=dest_content "Your order # is:[*>]+>(?<splOrderNumber>[*>]+)<”

[reverse

[transaction splSessionid maxpause=10m maxspan=2h

|eval PurchaseTime=strftime(splPurchaseTime,"%F %T")

|stats list(splOrderNumber) as OrderNum list(splUsername) as Username list(splPassword) as Password
list(splShippingFirstname) as ShippingFirstname list(splShippingLastname) as ShippingLstname list(splShippingPhone) as
ShippingPhone list(PurchaseTime) as PurchaseTime count by splShippingStreet splShippingCity splShippingZip
splShippingCountry

|where count > 2

splunk>  (€onf20i7
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Use Case: Multiple Accounts -> Same Address

index=wiredata sourcetype="stream:http" dest_port=80 OR dest_port=443

[search index=wiredata sourcetype=stream:http dest_port=80 OR dest_port=443 splShippingStreet="*"
http_content_type="text/html; charset=UTF-8" |stats values(src_ip) as src_ip]

[fields splPurchaseTime splUsername splPassword splSessionid splGrandtotal splShipping* cookie uri_path dest _content
[rex field=cookie max_match=>5 "fronten[*=]+=(?<splSessionid>\w+)”

|leval splPurchaseTime=if(uri_path="/index.php/checkout/onepage/success/", time,NULL)

[rex field=dest_content "Your order # is:[*>]+>(?<splOrderNumber>[*>]+)<”

[reverse

[transaction splSessionid maxpause=10m maxspan=2h

|leval PurchaseTime=strftime(splPurchaseTime,"%F %T")

|stats list(splOrderNumber) as OrderNum list(splUsername) as Username list(splPassword) as Password
list(splShippingFirstname) as ShippingFirstname list(splShippingLastname) as ShippingLstname list(splShippingPhone) as
ShippingPhone list(PurchaseTime) as PurchaseTime count by splShippingStreet splShippingCity splShippingZip
splShippingCountry

|where count > 2
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Use Case: Multiple Accounts -> Same Address

index=wiredata sourcetype="stream:http" dest_port=80 OR dest_port=443

[search index=wiredata sourcetype=stream:http dest port=80 OR dest_port=443 splShippingStreet="*"
http_content_type="text/html; charset=UTF-8" |stats values(src_ip) as src_ip]

[fields splPurchaseTime splUsername splPassword splSessionid splGrandtotal splShipping* cookie uri_path dest _content
[rex field=cookie max_match=5 "fronten[*=]+=(?<splSessionid>\w+)”

|leval splPurchaseTime=if(uri_path="/index.php/checkout/onepage/success/", time,NULL)

[rex field=dest_content "Your order # is:[*>]+>(?<splOrderNumber>[">]+)<”

[reverse

[transaction splSessionid maxpause=10m maxspan=2h

|eval PurchaseTime=strftime(splPurchaseTime,"%F %T")

|stats list(splOrderNumber) as OrderNum list(splUsername) as Username list(splPassword) as Password
list(splShippingFirstname) as ShippingFirstname list(splShippingLastname) as ShippingLstname list(splShippingPhone) as
ShippingPhone list(PurchaseTime) as PurchaseTime count by splShippingStreet splShippingCity splShippingZip
splShippingCountry

|where count > 2

splShippingStreet splShippingCity splShippingZip splShippingCountry OrderNum Username Password ShippingFirstname ShippingLstname ShippingPhone PurchaseTime

s0tGame185¢
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Use Cases
It all started with EASY fraud detection use cases...

» Single IP address » Multiple user IDs » Multiple user IDs
using multiple user using the same CC using same
IDs number (hashed) complex password
» Single user ID for purchases (hashed)
being accessed by » Single user ID with » User IDs created
< 3 IP addresses multiple shipping with email
addresses used accounts with high
shannon entropy
scores

. splunk> -
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tream:HTTP

Everything you need in one sourcetype

» HT TP headers
» HTTP arguments
» Form data

» Cookie data
» HTML content
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Customer Architecture

Deploying Stream with Splunk Cloud

» Used Deployment Server to push out
Splunk_TA stream to 120+
webservers

» Configure Stream app on
Deployment server for pushing
stream configs

» Install Stream app on Cloud for
dashboards

» Gathering data in minutes

© 2017 SPLUNK INC.
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DevOps Use Cases

Enter DevOps and stream:tds (Tabular Data Stream)

» Troubleshoot » Real-time capacity » Provide visibility in
application calls to planning for calls transition to
internal and 3™ to 3" party microservices
party systems systems where architecture

license is usage
based

Business
Development
Operations
Customer
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DevOps Success Metrics

“Stream is essential to any organization migrating to microservices”

» Eliminated lost » 40% reduction in » Rapid transition to
revenue APIl/SaaS usage microservices
associated to by showing real- architecture and
outages which time application speed of DevOps
previously tuning Cl/CD
happened 4-5 effectiveness » 80% reduction in
times a year instead of monthly DevOps lifecycle

» Saved 100 FTE repo_rts from SaaS
hours a month in provider

productivity




What Now?

Call to Action

» Visit the Fraud Detection Booth in the
source=*Pavilion

» Contact your Splunk representative for a free
Fraud Workshop

» Attend the next Fraud talk: “Using Splunk for
Retail Banking Cross Channel Fraud Analysis,
Detection & Investigation” tomorrow, Thursday
at 1135

» Schedule a BOTS 2.0 engagement:. Now with
Fraud use cases!
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Thank You
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Don't forget to rate this session in the
.conf2017 mobile app
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