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Agenda

» Challenges in Managing Enterprise Level AWS Services
» Get Data In — AWS Add-on

» Data Analysis and Visualization — AWS App

» Case Study

» Q&A
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Challenges

in Managing Enterprise Level AWS Services

$ Cost Optimization —
» Multi accounts

» Budget planning

‘".’ » RI planning
':'amaz,on » Cost forecasting
webservices™ » Anomaly detection

» Smart alerting
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Challenges

in Managing Enterprise Level AWS Services

NN w Security Strategy
wAi'¥amazon » Access monitoring
V¥ \yebservices™ » API call monitoring
» User management

» Anomaly detection
» Smart alerting
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Challenges

in Managing Enterprise Level AWS Services

» Config Rule » EBS

- - » Inspector » EIP
Ay EC2 SG
';'alpaz,on i ELB i IAM
™ > >
WEDSEIVICES {Ii’ Best Practice
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Challenges

in Managing Enterprise Level AWS Services

'-" amaz,on
W \vebservices™

» Change management
» Network topology
» Association analysis

,i:r Troubleshooting
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Get Data In
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AWS Add-on

Get Data In

Multi accounts ‘ Assume Role ' High throughput ‘ Real-time collection

Distributed job ‘ Scale out ‘ Easy configuration ‘ Health Monitoring
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Key New Features in AWS Add-on 4.3 and 4.4
New Input: SQS-Based S3

l S3 Event Notification » Real-time ingestion

- ................ - » Cost efficient
Fail over

» High availability

» Scale out capability
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Key New Features in AWS Add-on 4.3 and 4.4

Health Overview
Host oput Type
Al * Al

Errors

Total

12:00 PM
T

Ju
01

Errors by Input Names Over Time

60

Throughputs (MB) by Hosts Over Time

ategory
en?pro

?item id=ES

Trouble Shooting: Health Dashboard

Administratorv  Messagesv  Settingsv  Activityv  Helpv  [Find

Input Name Keyword Time Range

Al Last 1 day

Configuration Authentication Throttling Network Others

M Generic

12:00 PM 4 8:00 PM
18

M datainput_test_1
datainput_test_1(

I datainp st_11
datainput_test_12
atainput_test_2

o
Il datainput_test_

atainput_test_S
M datainput_test_
datainput_te:

8:00 PM 8:00 AM W OTHE

00 PM 12:00 A
Wed Jul 19

Throughputs (MB) by Input Types Over Time Throughputs(MB) by Input Names Over Time

I Generic $3
n tal S3
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Key New Features in AWS Add-on 4.3 and 4.4

Easier Configuration: New Designed Configuration GUI

S App: Splunk Add-on for AWS v Power User v @ Messagesv  Settingsv  Activityv  Helpv Find
Ui Pp: Spl

Inputs  Configuration  Search  Health Check v Splunk Add-on for AWS

Settingsv  Activityv  Helpv Find

Splunk Add-on for AWS
CloudWatch

Inputs » Create New Input

Namespace Dimension? Dimension Value? Metrics? Metric Statistics m

AWS/ApiGateway .
AutoScalingGroupName [('AutoScalingGroupName™:" *" All Average | | x Sum || x SampleCount Source

AWS/ApplicationELB Maximum | | x Minimum Input Billing

AWS/AutoScalin "
vloseaing $QS-Based S3 (Recommended) | < CloudTrail

AWS/BIll

e CloudTrail CloudWatch

AWS/CloudFront Imageld [{"Imageld":"*"}] » « Average | | x Sum || x SampleCount

e el Generic S3 Cloudfront Access Logs

x

WS/Cl h

AWS/CloudSearc Incremental S3 Config

AWS/DX aws:cloudwatch Config Rule

AWS/DynamoDB Instanceld [{"Instanceld"" *}] x Average | | x Sum || % SampleCount aws:cloudwatch Description

¢ Maximum | | % Minimum aws:cloudwatch
AWS/EBS ELB Access Logs

aws:cloudwatch
AWS/EC2 Inspector

aws:cloudwatch

AWS/EC2Spot

InstanceType S3 Access Logs

[{"InstanceType"".+}] » Average | | x Sum || x SampleCount aws:cloudwatch

AWS/ECS Maximum | | % Minimum VPC Flow Logs
aws:cloudwatchlogs:vpcflow

AWS/ELB : Others

AWS/ES aws:cloudtrial Edit | Clone | Delete
+ Add Another

AWS/ElastiCache

AWS/ElasticMapReduce

AWS/Events

AWS/Kinesis

AWS/Lambda

AWS/Logs

AWS/ML

Cancel m
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Best Practice of Get Data In
Example 1: Get CloudTrail Data of Hundreds Accounts in Real-time

CloudTrail Files SQS-Based S3 Input

Cross account delivery

Account 1 Forwarder 1

Centralized account

Account 2 S3

S3 event
notification Forwarder 2
Bucket 1 |ndeX

Cluster

|

Bucket 2 )

Bucket 3
Heke Forwarder 3

Account 100

- J
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Best Practice of Get Data In
Example 2: Get Data More Securely

Config CloudWatch  CloudTrail

-

Kinesis SQS Billing

N

4

1
EC2 with .

Instance Role AssumeRole Account 1

d

Account 3 ti I — = I
S3 Config Rule Inspector

splunk> -




NNNNNNNNNNNNNNN

Data Analysis and
Visualization
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AWS App

Data Analysis and Visualization

Data Transformation

Search Acceleration

Report

Acceleration Lookup Data Models Summary Machine Learning

Saved Search
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Key New Features in AWS App 5.1

Reserved Instance Inventory and Planner

» Add support of “Instance Size Flexibility”

Region

Regional Instance Size
Benefit Flexibility

AZ Scope
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Key New Features in AWS App 5.1

Reserved Instance Inventory and Planner

» Add support of “Instance Size Flexibility”

i AccountID Region Platform Tenancy Instance type Existing Rls Optimal RIs @
> 880758383673 EU (Ireland) Linux/UNIX default c4 48 (unit) 4 (unit)

> 880758383673 Asia Pacific (Tokyo) Linux/UNIX default t1 0 (unit) 0.5 (unit)

v 880752863673 US West (ivwCalifornia) Linux/UNIX default t2 5 (unit) 1 (unit)

Existing Rls:
You already had 3 reserved instances in tivis category, converting to unit: 5 = 2 x 2 (medium) + 1 x 1 (small).

e 2 t2.medium with Region scope
e 1 t2.small with Region scope

Optimal Rls:
Optimal reserved instances are 1 in unit withbut considering existing ones.
With instance size flexibility, any combination of instance type from the t2 family can get your Rl benefit. For example:

e 1=4x0.25 (nano)
e 1=1x1 (small)

e —

splunk> -




Key New Features in AWS App 5.1

Reserved Instance Inventory and Planner

» Add support of Platform and Tenancy in Rl planer
» Support window selection in Rl Planer

Edit v More Info v

anner Details
063605715280 Basis for insight @ Payment option(one-year term)
“’gion. ASia PaCiﬁc (Singapore) History Prediction All upfront Partial upfront No upfront
j’iform: Windows with SQL Server |

nancy. default
\Kam“y: c4 Optimal Reserved Instances

weamanees J0 202.00  §53,574 3

Running instances over time

Estimated Cost

12.5k
0(.16,2016

10k

T
5 7.5k :
o — The past year
Aug 01,2016-Nov 30,2016
5k : - Adjust the history time range
: by horizontal dragging

2.5k

A(K)J: 01,2016 Aug 21,2016 Sep 10,2016 Splu nk &> :Conf2017/

Sep 30,2016 Oct 20,2016 )ov 09,2016 Nov 30,2016
Time



Key New Features in AWS App 5.1

Anomaly Detection Modular Visualization

Alert  AWS 911: Too many error of API calls triggereq
by specific user

Description )

Alert type Scheduled Real-time

Run on Cron Schedule v

New Search

Time Range Yesterday »

‘aws-description-sourcetype’ 063605715280 source=*ec2_instances state=running | timechart span=1d dc(id) running_instance_count Cron Expression
Trigger Conditions
_ _ Trigger alert when Number of Results v
13,383 events (7/10/17 12:00:00.000 AM to 7/31/17 12:00:00.000 AM)  No Event Sampling v Job v

s greater than v 0

Events Patterns Statistics (21) Visualization

Trigger Once For each reg

jattle

Anomaly Detection Visualization

Patterns Schedule job

2017-07-20 08:00:00
214

/ — running_instance_count

2017-07-1008:00:00 2017-07-14 08:00:00 017-07-18 08:00:00 2017-07-22 08:00:00 2017-07-26 08:00:00 2017-07-30 08:00:00
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Key New Features in AWS App 5.1

Dedicated Dashboard for Anomaly Detection

Anomaly Detection Overview

Export v
Name Priority Schedule type Tags (match all)

All

Time Range
All All

Last 7 days

» Manage anomaly
detection jobs

e > Manage alerts

# of instance launched
I # of running instances

, ) » View anomalies
detected

_time Job name Field name

Severity
error of API calls ¢

# of error of A
# of error of A

# of error of A

# of error

unning instances

stance launched

Anomaly Detection Jobs

Name Priority Schedule type Tags

Last anomaly time Action
v # of error of API calls grouped by user High

Daily security 2017-07-27 00:00:00 Opel
Job Details

Search

*aws-cloudtrail( (aws_account_id="063605715280") , (region="*") )" userName="*"| "cloudtrail_service("*", 1) | eval error=if(errorCode=="success", 0, 1) | timechart limit=20 useother=false span=1d sum(error) by userName | fillnull
Description .

Alert Settings
Name: AWS 911: Too many error of API calls triggered by specific user
App! splunk_app_aws

Permissions: Private. Owned by power.

Alert Type: ....... Scheduled. Cron Schedule

Trigger Condition Number of events greater than 0.

| slunk> .conf2017
>  # of instance launched High cloudtrail,ec2 2017-07-26 00:00:00 Open in $ c dit G i . EEEEEEEEE———

> #of running instances Medium ec2 2017-07-26 00:00:00
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Key New Features in AWS App 5.1

More Insights

COST OPTIMIZING

. SECURITY

£'5” PERFORMANCE

FAULT TOLERANCE

com/category
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Key New Features in AWS App 5.1
Decoupled Dependency of AWS Add-on

Search Head

~

.

© 2017 SPLUNK INC.

» Not available in hybrid environment

» Not able to connect multiple forwarders

Forwarder

-

Forwarder A

splunk> -



© 2017 SPLUNK INC.

Key New Features in AWS App 5.1
Decoupled Dependency of AWS Add-on

a B
Search Head

Indexer Cluster Accounts Info

Inputs Info

Summary index

Forwarder Forwarder

)

OTY.Screen?
C /Product,
GET /'Q“”in
17 14 <.

o P
LAFF10OADFF1@ HT v
STONID=5D55L7FF (.:Tml.
. 2 HTTP
SL9FF1ADFF3 II' TE 3¢ L egory
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Typical Use Cases
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Use Case — Manage Billing Report

3 kinds of reports, different granularity

Budget planning and tracing
» CloudWatch Estimated Cost

» Monthly Report
» Detailed Billing Report

Cost analysis on different grouping rules
Cost analysis on customized tags

Budget Planner

169,000 13,000

splunk> (conf2017



Case Study — Optimize Reserved Instance

Statistics of RI

» Distribution & utilization
» Detail information

Ris by Region

Rl Plans

AccountID = | RIID

Best purchase plan of RI

» Based on historical data » Support 3 payment options
» Based on forecasting » Support Regional RI
» Based on adjusted forecasting » Support Size Flexibility

Ris by Payment Option Reserved Instance Planner Details Edit v | Morelnfo v
Payment optiol term)

All upfront upfront | No upfront

Tenancy:  default
Family: ¢4

Existing Reserved Instances Optimal Reserved Instances Estimated Cost

48.00  252.00 $53,574.

12.5k

Running instances over time :‘ » i
iNov

Oct 16,2016 |

ok 3 3
Aug 01,2016 Sep 10,2016 Sep 30,2016 Oct 20,2016 Nov 09,2016 Nov 30,2016
Time
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Case Study — Topology

Interactive network topology Multiple overlays
Interactive IAM association presenting Playback of changes
Export to picture
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Case Study — Anomaly Detection

Custom visualization on any time chart Native support of alerting

» Number of instance launched daily » Email, SNS, ServiceNow
» Amount of money spent daily

New Search

sourcetype="aws:cloudtrail" eventName="RunInstances" aws_account_id=063605715280 | spath output=instanceld path="responseElements.instancesSet.items{}.instanceId" | timechart =1d dc(instanceld) Custom time v Q

runInstancesCount fields - _spandays

258 events (7/12/17 12:00:00.000 AM to 8/2/17 12:00:00.000 AM)  No Eve

Events Patterns Statistics (21) Visualization

Schedule job

2017-07-15 08:00:00
0
— runinstancesCount
|
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Thank You

'
l

Don't forget to rate this session in the
.conf2017 mobile app
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