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Forward-Looking Statements

During the course of this presentation, we may make forward-looking statements regarding future events or
the expected performance of the company. We caution you that such statements reflect our current
expectations and estimates based on factors currently known to us and that actual events or results could
differ materially. For important factors that may cause actual results to differ from those contained in our
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate
information. We do not assume any obligation to update any forward looking statements we may make. In
addition, any information about our roadmap outlines our general product direction and is subject to change
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract
or other commitment. Splunk undertakes no obligation either to develop the features or functionality
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.
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Speaker Intro

Who are we and why are we here?

Jeremy Haggard

| Manager Platform Systems

Genesco, Inc.
Nashville Splunk User Group Leader
Husband to my wife Misty and Dad to my daughter Allison.

Michael Nobles

Senior Sales Engineer

Splunk (based out of Atlanta)

Happily married to my wife Janelle for 26 years.
Four kids, two grown and married, two still at home.
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You will learn..

...new exploration techniques

Xt - for various areas within your
ch 5 T machine data.
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Todays Agenda

For_ensics_ App Monitoring Splunk Apps & A
Domain Admins Point of Sale Free and Custom
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-
Who is Genesco?
We are an international, retail company
based in Nashville TN
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Splunk Environment

What does Splunk machinery look like at Genesco?
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Data Flows and Splunk Architecture

High-level Environment Overview
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- Splunk Usage
High Level Summary
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Splunk Team @ Genesco

You don’t need a full time Splunk team to get a ROI

o O ege
= =

Tools & Automation

Administrator Splunk Userbase

splunk> splunk>

CERTIFIED CERTIFIED

POWER USER 6.3 ADMIN 6.3
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Genesco’s Journey

Forensics, POS (point of sale) and Useful Apps
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FORENSICS

WHO / WHAT / WHERE / WHEN
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Monitoring Active Directory
Where's Waldo... And what's he doing?

» The Problem:
* We had a legacy account enabled on our network.

* |t was used for an old application service years ago, but
was never disabled.

* Last activity time on account was < 2 weeks.
* Active timestamp would update approx every 2 weeks.
* No leads when looking at Palo Alto logging.

» The question:

* What would break if we just disabled this old account?

* What services/applications were hardcoded to use it
that we didn’t know?

1-800-wALDO

© 2017 SPLUNK INC.

HAVE YOU SEEN ME?

it

Last seen wearing red and white striped
hat and sweater with blue jeans
REWARD FOR ANY INFORMATION
CONTACT WENDA AT 1-800-WALDO

1-800-WALDO
1-800-WALDO

1-800-WALDO
1-800-WALDC |
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Splunk Trials — Value in 15 Days

Knowing WHERE to look was the key Splunk provided.

Splunk Alerts
Research started Triggered — Event All Clear to
May 4, 2016 === | Analyzed disable the
Manual Process for 5 S55=—= = May 16, 2016 — May 23, 2016 account
days. ——— Real-'l_'lme searchesz prove valtje. May 25. 2016
= Index=UserActivity “username O—e —0
. . ~“... . ek
Splunk Trial Last remnants
Installed removed

May 9, 2016
Data Ingest Started on
Domain Controllers

May 24, 2016
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“For a moment, nothing happened.

Then, after a second or so,
nothing continued to happen.”

“The Hitchhiker’s Guide to the Galaxy” - Douglas Adams
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A APP MONITORING

r—3 POINT OF SALE
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"Big things have small beginnings.”

T.E. Lawrence (Lawrence of Arabia) / Michael Fassbender (Prometheus)
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What the machine data looks like

Publisher
@G:] 2017-08-08 16:27:25,250 ERROR [ReplicationResequencingPublisher_6::0{549}..<1234] [FAILED_PERSISTENCE_LOG]
central.log Persistence Failed: dtv.data2.access.exception.PrimaryKeyViolationException:

java.sql.SQLIntegrityConstraintViolationException: ORA-00001: unique‘constraint (DTV.PK_INV_INVCTL_TRANS_ DETAIL)
violated Caused by --> java.sql.SQLException: ORA-00001: unigt  Publisher TV.PK_INV_INVCTL_TRANS_ DETAIL)
violated 2017-08-08 16:27:28,414 ERROR [ReplicationResequencingPublisher_6::0{549}..<1234]
[dtv.data2.access.pm.PersistenceManager] Primary Key Violation while persisting object:  Store #
[dtv.xst.dao.inv.impl.InventoryDocumentDAO@9df1254Object Id: [98765432::SHIPPING::6::5555\DaoState: [UPDATE] Id:
98765432::SHIPPING::6::1234 Values: documentld=5851452 documentTypeCode=SHIPPING orgaxizationld=6

recordCreationType=HOME_OFFICE originatorAddressld=999999999999 , Store #
dtv.xst.dao.inv.impl.InventoryDocumentL Stgre # e pject 1d: [642465842::SHIPPING::1::6::5555} DaoState:

[6::5555::646652484::SHIPPINC Store # - |UPDATE] Id: 6::5555::99988887::SHIPPING::1::1 Va
organizationld=6 retailLocationld=5555 documentla= 9999 documentTypeCode=SHIPPING shipmentS SREIYYs
lineltemSequence=1 createDate=201 createUserld=0 update 17-08-08 16:32:54.139 updateUserld=989898
inventoryDocumentLineNumber=1 shipQuantity=0 , dtv.xst.dao.inv.impl.Inve ansactionDetailDAO@9999999cObject
Id: [6::5555::1502150400000::2::4184::1} DaoState: [INSERT] Id: 6::5555::987987900000" Store # 1 Values:

organizationld=6 retailLocationld=5555 businessDate=2017-08-08 00:00:00.0 workstationld=1 transactionSequence=6543

splunk> I




PrimaryKeyViolationException

BROADCASTER3

BROADCASTER4

Illegal character §

Couldn't stop broadcaster threads

java.sql.SQLException: Protocol violation:

Failed to save replication data to db

BROADCASTERS

[ 140580687-1209]

[stp206874

Failure in queryForNextBatchOfPosLogs()
Java Jang. NullFainterException

FailedPersistence Broadcaster Errors

String length must be & multiple of four

330

SQL Error. 1, 5QLState: 23000" (REPQUEUE.PK_RPL_REPLICATION_DATA) violated

Java.lang.NumberFormatException

524

(ot 243407350:3%6)

javax.crypto.BadPaddingException

failed to get a batch of replication objects from the BROADCASTER2

replicationPersistentQueue

ConnectionPartition

U, UT 1

Error 404

BROADCASTERG

108

{gen tax washington.id max.range. start}

{gen.pos.control.number max wait time. imit}

rce bundle found for base resource name
res/config/XadminSettingsMetadats]

[BoneCP-max-alive-scheduler-Local]

© 2017 SPLUNK INC.
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ALLOTHER ERRORS DEBUG Messages

PrimarykeyViolstionException Failed to save replication datato db FaegPersistence Broadcaster Emors

0 0 0

BROADCASTER3 BROADCASTERS Sting length must be a mutiple of four Java.Jeng.NumberFomatException BROADCASTERG

0 0 0

BROADCASTER4 [qtp1149589687-1299] SQLEnor. 1, SQLState: 23000° (REPQUEUE.PK_RPL_REPLICATION_DATA)violsted [qtp243497350-396) {gen.tax washington.id. mex range.start)

0 00

llegal character § atp906874578-283) javex.crypto.BadPaddingException {gen. pos.control.number max. wait time.imt)

0

Couldn' stop brosacasterthreads Falurein queryFomiextBatcnofPosLogsi) v Jang NulPointerException fadeato geta betch of repicstion objects fom the replcstionPersistentQueve BROADCASTER?2 Noresource bundle found for bese resource name [atv/es/config

“ “ “ -

jave.sq. SQLException: Protocol violstion ConnectionParttion [BoneCP-max-alive-scheduler-Local]

I 0




Building the
Dashboard

|dentify the specific error you want to find
look at raw logs, events or Splunk statistics tab.

Build the SPL for that error
Index=AWSPROD “ERROR" “primarykeyexception”

Save the result as a dashboard widget.

Repeat.

splunk> m



Even if you are starting

with millions of events.

© 2017 SPLUNK INC.

Build your SPL and each time you make a new widget
add the error to a master SPL to help you drill down to
quickly get through every error.

Example:
index=AWSPROD "ERROR"
* NOT "The server sent HTTP status code 404"
* NOT "Failed to save replication data to db"
* NOT "FailedPersistence”
* NOT "PrimaryKeyViolationException"
* NOT "{gen.tax.washington.id"
* NOT "${gen.pos.control.number.max.wait.time.limit}"
* NOT "[qtp243497350-396]"
* NOT "String length must be a multiple of four”
* NOT "(REPQUEUE.PK_RPL _REPLICATION_DATA) violated®

* Etc...... splunk”> m
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Pinpointing Error Origination

“This always happens” — Every end user ever

» TRUTHS:

* Sometimes we don'’t get the
whole truth.

* Emotions get in the way when
going across teams/depts.

* With data in hand

* Quickly gets you to the
Issue.

* Allows you to focus on the
problem and not the
perception.

* It's hard to argue FACTUAL

DATA.
splunk>  (conf20i7
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“The system never works.”

An example scenario
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POS Server Data Captured

Straight from application log files.

Q. New Search SaveAsv NewTable Close
index=awsprod Yesterday v Q ‘
Lv )
v 3,536,428 events (6/28/17 12:00:00.000 AM to 6/29/17 12:00:00.000 AM)  No Event Sampling v Jobvy 11 m ~ & L 4 Fast Mode v
Events (3,536,428) Patterns Statistics Visualization
Format Timeline v — Zoom Out + Zoom to Selection x Deselect 1 hour per column
180,000 180,000
160,000 160,000
140,000 140,000

3,536,428

o Total POS Events in one day o
o Can you spot the problems? -

splunk> I
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POS Server Data Captured

The timeline tells a story and reduces time to resolve
Q NeW Search SaveAsv NewTable Close

index=awsprod "error” Yesterday v Q

v

v 5493 events (6/28/17 12:00:00 Job v o & 1 ® Smart Mode v

Events (5,493) Patterns

Format Timeline v — Zoom Qut 1 hour per column
4,000 4,000
3,500 3,500
493
2,500 5 ] 2,500

2,000 E rrors 2,000

1,500 1,500
1,000 1,000
500 -— 500
1 12:00 AM 4:00 AM 8:00 AM 12:00 PM 4:00 PM 8:00 PM

\lz‘-é)e]d7.£un 28
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POS Server Data Captured

Drill down further to capture the minute and second in time this started.

10 milliseconds per column

Lok I

5:40 PM 541 PM 5:40:38.400 PM 5:40:38.600 PM 5:40:38.800 PM

“Factual data is actionable data.”
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POS Server Data Captured

Easily pin-point the source of the errors

Q NeW SearCh SaveAsv  NewTable Close
index=awsprod error Yesterday v Q

/;,493 events (6/28/17 12:00.00.000 AM to 6/29/17 1200.00.000 AM)  No Event Sampling v Job v ~ & 3 $ Fast Mode v

Events (5493) Patterns Statistics Visualization

S patterns based on a sample of 2,836 events Smaller Larger

44K

View Events

(index=awsprod error) scheduleFileDropDeployment

Save as event type Create alent

scheduleFileDropDeployment

6.77% 2017-06-28 22:43.56 882 [autoFileD/autoFileDeploymentScheduler. ERROR [com micros_retail xadmin deployment filedrop AutoFileTransferDeploymentTask] U
nable to archive auto process file{autoFileDeploymentSchedulerjautoFileDeploymentScheduler jautoFileDeploymentSchedulerjaufautoFileDeploymentScheduler,

lautoFileDeploymentSchedulerautoFileDeploymentScheduler,

55% 2017-06-28 22:4244,094 [autoFileDiautoFileDeploymentScheduler. ERROR [autoFileDeploymentScheduler oyment filedrop AutoFileTransferDeploymemTask] U
nable to rename the pending auto process file lautoF lleDeploymentScheduleriautoFileDeploymentSchedulerautoF lleDeploymentSautoFileDeploymentScheduler,
lautoFlleDeploymentScheduleidutoFileDeploymentScheduler,

187% 2017-06-29 02:13.00,097 ERROR [ReplicationResequencingPublishefautoFileDeploymentScheduler3SISTENCE_LOG] PersistenciautoFileDeploymentScheduler.
ption. PrimaryKeyViolationException: java sql. SQLIntegrityConstraintViolationException: ORA-00001: unique constraint (DTV.SYS_C0020023) violated Caused b

y ~> Java.sql SQLException: ORA-00001: unigue constraint jautoFileDeploymentScheduler,

1.87% 2017-06-29 02:13:00,097 ERROR [ReplicationResequencingPublisher jautoFileDeploymentautoFileDeploymentScheduler [autoFileDeploymentSchedulerxceptio
n: Falled to save replication data to Xcenter db

splunk>
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POS Server Data Captured

And see who is impacted using a number of views

Example SPL: index=awsprod error| stats count by tag::host

ul Column Chart ~ Format 28 Trellis Johnston_Murphy

2,500
2,000 Journeys_Canada

1,500

1,000

500

Journeys

Johnston_Murphy Journeys Journeys_Cai

tag: host

splunk>
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APPS

SPLUNKBASE & CUSTOM
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Splunkbase Apps = Time Saver
Secret sauce to a fast ROI
SplunkBase:
» Splunk App for AWS
» NMON Performance by Octamis
» Splunk App for Windows Infrastructure
» Website Monitoring
» Template for Citrix XenApp
» Template for Citrix XenDesktop 7
» Palo Alto
» Detailed License Monitoring and Alerting for Splunk

splunk> I



Tip!

Be sure to research

best practices

Setup and maintain a “sandbox’/Splunk Development area
(obtain your own free, 50 GB/day Personal Developer license)

Feel free to run Splunk on your own machine to quickly explore
new data and new Apps from the Splunkbase app “store”

Sign up for Splunk “Answers” and become part of the community
Google is your friend

Run Splunk (free version) at home to get even more value
and more comfort

splunk> m
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Custom Apps

Easier than you think to get your data.

We currently use 10 custom apps to monitor our POS environment.

» These custom apps mostly run scripts on our linux environment to pull specific
data.

* count of files, file permissions, md5sum, etc...

» App/bin directory

* sample_script.sh

» App/local directory
* Inputs.conf
— [script://opt/splunkforwarder/etc/apps/sample_scripts/bin/sample_script.sh]
- interval = 900
— [monitor://opt/sample/logs/]

o7 1825 msourcetype = sample_script e Splunk®> -
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Summary

For_ensics_ App Monitoring Splunk Apps & A
Domain Admins Point of Sale Free and Custom
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Explore

Explore your data without fear
of the great unknown!

splunk>  (€onf20i7
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Don't forget to rate this session in the
.conf2017 mobile app

s Jeremy@SplunkNashville.com
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