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whoami
• Sr. Sales Engineering Manager, Boulder CO of 

some of the hardest working SEs in Splunk

• Supports Major Accounts for Splunk in the 
West

• Splunk Security Architects Crazy Uncle

• Splunking the Endpoint! .conf2015, .conf2016

• BOTS 1.0, 2.0 BOTN 1.0

• CSC 20 Whitepaper, FFIEC Whitepaper (co-
author), Tripwire apps, blogs, Sysmon 
contributions, etc, etc....



It’s a hands-on session.
Eventually. But first slides.
Lots of slides.



Even if you’re Shatner you still 
need to have brought a 
functional, modern computing 
device.

And it needs to be on the 
Internet.

And it needs a relatively 
modern browser.



roll d20 to 
determine 

your server!

left side of 
room=“a”

right side of 
room=“b”



= https://conf17-bots-endpoint-14a.splunkoxygen.com

= https://conf17-bots-endpoint-14b.splunkoxygen.com
or

Depending on what side of the room you are on.

roll d20 to determine your 
server!

left side of room=“a”

right side of room=“b”

prepend with “0” if single digit

alice/epsecurity



https://splunk.box.com/v/conf2017-endpoint-ho-detailed



What we’ll cover



▶Where have we been?
▶What’s new over the past year or so?

• Hands-on adventure #1
▶Endpoints aren’t limited to Windows

• Hands-on odyssey #2
▶The part where we all have a group cry

• Hands-on journey #3
▶Q&A

Agenda
90 whirlwind minutes…



We’re still talking about this…

…because frankly there’s something new to talk 
about every year.



• Windows focus

• Using the Universal Forwarder (UF) as an EDR

• Target Breach RAM Scraper Demonstration

• Example UF configurations (many of which have since been updated)

• First introduction to wonders of Sysmon

• No hands-on



• Ransomware focus (Cerber) from BOTS v1 Data

• Detection, Prevention, Forensics

• Almost completely hands-on

• Updated information about UF configurations

• Many example searches provided



730 days later…still relevant.

*Including powershell!



Our new communications 
director has some updates to 
communicate about endpoint 

topics and Splunk.

And then he has to leave.



Update: Sysmon Love 
Fest



Microsoft Sysmon: It keeps getting better.

Current Version: 6.10



What’s new in Sysmon (past 2 years)?
• Event Code 11: File Creation

• Poor mans FIM
• Log when a file is created or over-written – monitor creation of things in autorun locations or with 

usually-suspicious extensions (.bat, .vbs, .ps1, .docm, .xlsm)

• Event Codes 12, 13, 14: Registry key creation and modification
• More flexible/performant than registry monitoring built into UF
• More persistent delivery than UF due to event log mechanism

• Event Code 15: Alternate Data Stream Creation
• Tracks if/when files are created with ADS that have suspicious content (.bat, .vbs, .ps1, .cmd, 

etc…)
• Browser Drops (Mark Of The Web)

• Event Code 10: Process Access
• One process accessing the memory of other processes
• Probably too noisy to use



And on 9/11/17, moar Sysmon…

• Event Codes 17 and 18: Pipe Events
• Sometimes malware uses named pipes for interprocess communication

• Event Codes 19, 20, and 21: WMI Stuff
• WMI event filter, event consumer, and event consumer to filter activity

For a good example of recent malware using BOTH of these techniques, research “Nyetya” 
derivative of Petya/NotPetya/Goldeneye.

http://blog.talosintelligence.com/2017/06/worldwide-ransomware-variant.html

Sysmon TA has been 
updated in two places – we 

will see in 3.5 minutes…



• You are a wonderful person that 
knows how useful Sysmon is*.

• If you aren’t using SwiftOnSecurity’s
Sysmon config, you should. Google 
“taytay swift sysmon” and you’ll find 
it.

• And if you’d like some Splunky tweaks 
to it...those are on the next page.

How awesome are you, Taylor 
Swift?

*Not yet inclusive of latest 3 WMI Sysmon
event codes.



Exclusions for 
EventCode 1

Exclusions for 
EventCode 2

Linked in the companion document



If you’re using a Sysmon
configuration based on 
something other than 

TaySwifts…

…shake it off.



10,000 hosts, 7 days, 
~130GB.

~19GB a day.

Or, about 2MB per 
endpoint, per day.

(Your Mileage May 
Vary.)



Yesterday, This Happened.
You should check out this talk from 9/27. Seriously.

~1700 endpoints, ~10MB Per, Sysmon and Windows Events!



A cool community Sysmon app by HAGGIS!



Tayswift Config in Action

whut?
with network 
events

without network 
events



Clever network 
filtering (the config is 

chock full of stuff like this)

Late-Night BOTS 
scenario testing!



Recently Updated Splunkbase Sysmon TA. Why?



Additional Field Extractions

better extractions for hashes, 
commandline data



Better support for Change Analysis DM



It’s still not perfect.
We need a real, standard Common Information Model for endpoint process data.

There is progress being made. Thank you, Security Research team.

CIM



Recently Updated Github Version of Sysmon TA



Update: Many Other 
New Things



Michael 
Gough’s 
Excellent 
Windows 
logging 
content.

All updated.



Our old 
friend, URL 
Toolbox…

Great for URL 
manipulation 

and string 
analysis!



…has a new 
friend, 

“JellyFisher.”

Also written 
by Cedric Le 

Roux



Leverages 
Python 

“jellyfish” 
Library for 

approximate 
and phonetic 

string 
matches



URLParser:

URL/domain 
manipulation 
portions of 

URL Toolbox in 
“turbo mode”

No stats 
analysis.



URLParser:

URL/domain 
manipulation 
portions of 

URL Toolbox in 
“turbo mode”

3x-4x faster…



David Veuve is My SPL Patronus

…and he will be yours too after you review his stuff.



BUT WHAT ABOUT MACHINE LEARNING?

machine learnin’



Practical Endpoint ML Example #1
DGA Analysis using MLTK – released this week!



“Collect all my DNS (or Netflow) data? Nope. Splunk is too expensive.”



New Pricing for DNS or Netflow data is 33% of 
what you will pay for a normal Enterprise 
Term license.

• 500GB minimum

• Term, not permanent

• License tied to those two sourcetypes

• Call your Splunk account team

Not anymore.



Practical Endpoint ML Example #2
Windows Process Name Analysis in MLTK – from Tuesday!

https://splunk.box.com/v/Buildingasecurityapp



Exercise 1: Sysmon in 
BOTS - APT and 
Ransomware Scenarios



= https://conf17-bots-endpoint-14a.splunkoxygen.com

= https://conf17-bots-endpoint-14b.splunkoxygen.com
or

Depending on what side of the room you are on.

roll d20 to determine your 
server!

left side of room=“a”

right side of room=“b”

prepend with “0” if single digit

alice/epsecurity



Get ready to cheat learn.



Did you play?

Let’s recap the first scenario…



Theme: How to go from finding an unusual process executing on an 
endpoint to full-blown exfiltration of corporate secrets via DNS in 12 easy 
searches.



About this dataset...



How to go from finding an unusual process executing on an endpoint to full-
blown exfiltration of corporate secrets via DNS in 12 easy searches.

Please log into your Splunk systems.



Something like this

index=bots-apt sourcetype="XmlWinEventLog:Microsoft-
Windows-Sysmon/Operational" EventCode=1| eval
allcommand=CommandLine+":"+ParentCommandLine | eval
set="@base64@" | `ut_countset(_raw,set)` | spath
input=ut_countset | rename ut_countset.sum AS 
base64charcount| dedup allcommand | eval totallen=len(_raw)| 
eval commandlen=len(allcommand)| eval ratio = 
base64charcount/totallen| stats values(allcommand) by 
ratio,totallen,base64charcount,commandlen| where ratio>.90| 
sort -ratio



Additional .conf2017 Content Worth Looking At!
Review these talks when you are able



Not Everyone Runs 
Windows



Browsing Yelp reviews of 
all avocado toast food 

trucks within 500 yards.

NOT worried about 
malware, amirite?



(2016 JAMF ”Managing Apple Devices in the Enterprise”)

You most likely have some Macs.



(2017 McAfee)



You could, and should, have a traditional endpoint A/V 
solution on your corporate Macbooks.

But what could you do with Splunk?



Here’s what we said about Windows…



UF + nix TA + Stream + osquery!



Query your 
endpoints via 

SQL syntax for 
gobs of 

OS/IR/forensic 
info.

Linux, macOS, 
Windows, etc…

Open source.



Ad-Hoc or 
Scheduled.

JSON output 
gathered by UF.

Highly scalable 
(started by 
Facebook)

FIM!
Community App written by Thomas Przelomiec (Splunk)



Community-Contributed Query Packs and Guidance



Don’t forget about the *NIX TA



Exercise 2: osquery, 
Stream, *NIX TA in BOTS 
Ransomware Scenario



Theme: Let’s save the day by using osquery to find ransomware that royally 
messed up some critical marketing files, and then decrypt them!



Upon further review…
Learn more about osquery



You may have heard. 
Ransomware is still a 

thing.



Stream?

‘member this?



(2017 Malwarebytes)



Friday, May 12th, 2017



▶ Most malware/ransomware behaves in predictable ways.
▶ Assuming you instrument your environment appropriately (with the UF, or other) 

you should be searching for certain things.
▶ Searches that we’ve been talking about for the past two years would have 

helped with:
• WannaCry
• NotPetya
• EternalRocks
• …and whatever comes down the pike next.

Behavioral Approach to Malware Detection
Splunk searches to find ransomware, early!





This is a pike.



Yes, also a pike.

BOSS



Indeed, a pike.



Indeed, a pike.

Pipes.



Believe it or not, the original term is “pike.”

…and now you can say you learned 
something at .conf. Tell your manager!



Stream?

What were we talking about, again?



#alternativepricing



User-based Pricing (up to 1000 users)
(not stackable)



Let’s revisit 
Ransomware’s 
Greatest Hits.



Exercise 3: WannaCry, 
EternalRocks, and 
NotPetya



Theme: Yes, Ms. Chief of Information Security. This expensive solution 
called Splunk that we bought can help us detect and defend against 
WannaCry/NotPetya/TheFlavorOfTheWeek.



Ransomware, Schmansomware
Early detection, prevention…



Q&A



© 2017  SPLUNK INC.

Don't forget to rate this session in the 
.conf2017 mobile app

Thank You

…or there won’t be a Splunking the Endpoint IV!


