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Forward-Looking Statements

During the course of this presentation, we may make forward-looking statements regarding future events or
the expected performance of the company. We caution you that such statements reflect our current
expectations and estimates based on factors currently known to us and that actual events or results could
differ materially. For important factors that may cause actual results to differ from those contained in our
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate
information. We do not assume any obligation to update any forward looking statements we may make. In
addition, any information about our roadmap outlines our general product direction and is subject to change
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract
or other commitment. Splunk undertakes no obligation either to develop the features or functionality
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.
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Introduction

» What is an instrumented enterprise?
» How we started out

» Hurdles to Implementation

» Building the Instrumented Enterprise
» Digital Transformation
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What is an Instrumented Enterprise?

SPAD VIl (single logs) Modern Aircraft (Splunk >)
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In the beginning....

» Splunk for logging
» Core Splunk for security correlation

» F-35 program (https://www.splunk.com/blog/2015/04/08/splunk-lockheed-f-35-
lightning.html)
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Then Came DFARS

» Systems with Defense Information had to be logged
» Data from logging started being useful in other areas

» Lockheed Martin Security became interested

DFARS Framework Other v

DFARS Framework

Edit Export v

An example of some of the DFARS controls that Splunk can help gain insight into. This is a demo application, and more template dashboards may become available. Depends on Common Information Model, and Enterprise Security Splunk Apps.

Control Dashboards

3.1.1 - Limit information system access

3.1.8 - Limit unsuccessful logon attempts

3.3.4 - Alert in the event of an audit process failure
3.3.7 - Audit Time Synchronization

3.5.3 - Use multifactor authentication...

Control Dashboards

3.5.5 Prevent reuse of identifiers for a defined period

3.5.6 Disable identifiers after a defined period of inactivity

3.14.4 Update malicious code protection mechanisms when new releases are available.

3.14.6 Monitor the information system including inbound and outbound communications traffic, to detect attacks and indicators of potential
attacks.

Absent from Reporting Failed Logins / Hour Failed Priviledged Logins /Hour Failed RDP / Hour Accounts Locked / Hour
in last hour Failed Login / Hour Failed Priviedged / Hour Failed RDP Attempts / Hour Accounts Locked Out / Hour
Q L i O 2

Splunk Datatypes Received in Last Hour

smiracedefault-23
MSWindows:2008R2:1IS
stash

netscreen firewall
juniper;junos:firewall
syslog

opsec

pan:traffic

Authentication Sources Currently Being Monitored / Hour

WinEventLog:Security

sysiog | ——
juniper:system I

linux_secure. |

opseciaudic I

authiog

naf_sysiog N

net_syslog NN

netscreen-firewal| | NNRRMEN

o

Authentication Source

10 100 1,000

pulsesecure:ssivpn: kv I

WinEventLog:Security

bluecoat:proxysg:access:kv

I Number Events Received

10,000 100,000 1,000,000 10,000,000

Splunk logging and
reporting became the

choice for DFARS
compliance
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Lockheed Martin CIRT

» World Famous Lockheed Martin Computer Incident Response Team (CIRT)
» Cyber Kill Chain

» Laika Boss

» International Reputation as a Security Thought Leader

What could Splunk do to support top gun security?
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Splunk and Expanding the Knowledge Base

» Greater breadth of insight from broader range of collection
» More data points, more data correlation

» Splunk and CIRT tools side by side, greater insight
* FISMA App
* Machine Learning Tool Kit
* Apps from Splunkbase
* Home Grown Apps

» Splunk ES (under construction)
» Splunk as a force multiplier

splunk> I



Organizational Issues

» Who pays for what?

» Who owns the data?

» Who controls access to Indexes?
» Who decides?
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Two Factor Authentication

OCKHEED MARTIN ’$

SecurlD Sign On

Two Factor
authentication to access
the search heads

Sign on Cancel
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Who pays for what?

» Several Options
* Use charge back system (cumbersome overhead)
* Use licensing pools (distribute the per day license overrun risks)
* Limit usage (innovation killer)
» Use per-seat tax
* Providing IT services on a per seat basis (email, network, office applications, etc.)
* Encourages “citizen data scientists”
* Control data ingest at the Splunk administrator level
» Unlimited License
* True up at end of the year (budget uncertainty, but encourages innovation)
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Who owns the data?

» Splunk service owner ultimately owns all indexes and data
» Data generators, i.e. network, server, manufacturing, etc. co-own their data

» Bigger question: What data do you want in Splunk?
* What kinds of knowledge do you need from your data
* What kinds of data will provide that kind of knowledge
* How much is needed to be ingested? All of it? Extracts? Parts of the logs?

» Requires finesse between data generators and Splunk administrators to balance
cost and benefits, remembering that what is not collected is lost.

splunk> I



Who controls access to Indexes?

» Privacy concerns
» Security data
» Proprietary data

» Control by Indexes
* Create user roles and access to indexes
* Some roles may need access to all indexes (Security)
* Other roles can be limited (just network, just manufacturing, etc.)
* What indexes can your Apps see/use?

» Good Index, data, and knowledge object management helps control costs,
indexing/search performance, etc.
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Who decides?

» Organizational issue

» Splunk Drawback: Easy to use and set up and get started

» Gartner: develop a corporate data plan, collect data, choose analytics tool
» Which approach is more rational?

» Which do you think will be accomplished faster?
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Splunking the Enterprise

» AWS (Government)

* Splunk for AWS to manage our cloud infrastructure

* Splunk is also on AWS

* Used the AWS App and Splunk to look for ethereal machines and compliance
» Network

* Manage network traffic and operations

* Significant savings from mean-time to resolution, efficient use of resources, etc.

» ITSI

* Newest installation
* Under development to manage service infrastructure and supported business processes
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AWS and Splunk

Find
Timeline Usage v Security v Insights v Billing v Search v Splunk App for AWS
Overview Export v
Account ID Regions Tags (match all) Time Range
All [x] 1= ‘ x All ‘ ‘ Select a tag key and value Last 7 days v Hide Filters
Configuration Changes Notable CloudTrail Activity by Origin
CREATES UPDATES DELETES

1,000 Q L i O 1imag &

\
750 ‘ “States -
- - - - - -

N E— Mexico Cuba
Wed Aug 2 Fri Aug 4 Sun Aug 6 Tue Aug 8
2017
Compute Instances Storage
VPCs RUNNING INSTANCES TOTAL INSTANCES UNUSED EBS VOLUMES TOTAL EBS SIZE (GB) S3 SIZE (GB)
ELB CloudFront
ELBs REQUESTS REQUESTS TRAFFIC (MB)
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Network and Splunk

splunk Ap etwork Operations Cente g Settings Activity Find
NOC Overview CHIRP Command Center v Windows Environment v Unix Environment v LAN/WAN Network Environments v Storage Environments v VMWARE ESX Environment v F5/Load Balancer Environment v Custom Apps v Search v Network Operations Center
NOC Overview Exeoithy
NOC Overview Service Dashboard
Timeframe
Last 15 minutes 7 Hide Filters
Windows System Info Network Infrastructure Info Unix Infrastructure Info Storage Infrastructure Info
Windows Highlights Network Highlights Unix Server Highlights Storage Highlights
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LICENSE-1...ORCEMENT authpriv.info cpeer.pm.update.wam Nblade.cifsS...onnectFailed
0 2,500 5,000 7,500 10,000 12,500
LICENSE-2-EXPIRED auth.info
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Top 5 FAILED Account Logins orl-asw-e922 knights amazon-03
0 2,000 4,000 6,000 8,000 0 5 10 15 20
Account_Name count count count
svc_s 4322
1. 3 3035 Top 10 LMDC LAN Hosts by SYSTEM EVENTS:
Shop 2553
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Splunk is a data platform, not tool.

» Start small, plan for big, then expand.
» Like chess, keep planning two or three moves ahead
» Splunk WILL grow and expand. (You can quote me)
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Digital Transformation
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» Data is Essential to Digital Transformation

* Digital manufacturing
* From Art to Part
* Internet of Things

* Operational Technology
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Expanding the Knowledge Base

» Getting data from OT systems
» Using data from manufacturing to be more secure, plan for digital resiliency
» Using data to manufacture better, smarter

cfoud™
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Tracking Autoclave Temperatures
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Tracking Quality

Search & Reporting

Dashboard Edit v | Morelnfo v + &
Vendor Name Defect 1st Level Description Defect 2nd Level Description Full Text Search
x ALL x ALL x ALL |
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The Instrumented Enterprise

» Expand knowledgebase to all aspects of the business
» Supply chain to sustainment, from shop floor to the sky
» Collect and use data to be secure, efficient, nimble

» Digital transformation requires transforming your thinking, your organization as
well as transforming your data
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» The P-38 Lightning was a fighter
of the “Greatest Generation”

» The F-35 Lightning Il is the
fighter of the “Next Generation”

Splunk is the platform for Lockheed
Martin to build a next generation
enterprise to respond to digital
transformation, emerging cyber
threats, and agile operations by striving
to be nimble as a fighter jet.
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To get to a new place, start from a new place.

» “If your want to change the world, first change yourself” — Leo Tolstoy

» We are changing how we look at data, our organization, and ourselves
» Splunk is helping change our enterprise to be as nimble as a fighter jet

F-35 F-22 Raptor C-130 UH 60 Blackhawk Orlon Spacecraft
Lightning Il
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Questions

» Rob Frazier
» robert.p.frazier@Ilmco.com
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