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Forward-Looking Statements

During the course of this presentation, we may make forward-looking statements regarding future events or
the expected performance of the company. We caution you that such statements reflect our current
expectations and estimates based on factors currently known to us and that actual events or results could
differ materially. For important factors that may cause actual results to differ from those contained in our
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate
information. We do not assume any obligation to update any forward looking statements we may make. In
addition, any information about our roadmap outlines our general product direction and is subject to change
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract
or other commitment. Splunk undertakes no obligation either to develop the features or functionality
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.
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Utilizing Splunk Enterprise Security to:
Reduce alert chaos
Tame your PANW Threat Intelligence Feeds

Saving time with a Splunk/PANW API
Fusion

Knowing the “who” at all times by
populating PANW'’s User-1D

Utilizing the Splunk Universal Forwarder
to fix all of your problems
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Splunk Enterprise Security & Palo Alto Networks

splunk' paloalto » Incident Response

— Pp—y * Single pane of glass

i | - Adaptive response based on
correlated information

» Threat Intelligence
* Centralized repository
* Easy to maintain

* Deduplication and content filtering
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Splunk Enterprise Security & Palo Alto Networks

Integrating PANW into Enterprise Security

Create Notable Events geared
towards your PAN Firewall

Auto-Wildfire submissions

Per-Notable event tagging for PAN
Dynamic Block Lists

Utilize Threat Intelligence Data
Models to feed your Palo Alto
Network Firewalls:

De-duplicate and publish filtered threat
intel

Auto-add trusted intel to dynamic block

lists via tags
splunk> EZ5TD
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Splunk Enterprise Security & Palo Alto Networks

Correlation Search

Description

Mode

Search *

Time Range

Earliest time

Latest time

Cron Schedule *

Scheduling

Discovers potential botnet within the network

Guided Manual

category="malware” client_location="10.0.0.0
10.255,255.255°

| fillnull values"-" src_user

| stats count by url, src_user, dve, client_ip,
dest_location, filename, dest_ip

| table dvc, src_user, client_ip, dest_ip,
dest_location, filename, url, count

| sort -count

| eventstats sumicount) as sCount by client in

15m@m

now

AR

Realtime Continuous

Adaptive Response
Actions

- Add New Response Action v

> m PAN : Tag to Dynamic Address Group X
> @ Risk Analysis X
> M PAN : Submit URL to WildFire x

> A Notable X

index=*_pan sourcetype="pan:threat" category="malware" client_location="10.0.0.0-10.255.255.255"
| fillnull value="-" src_user

| stats count url, src_user, dvc, client_ip, dest_location, filename, dest_ip
| table dvc, src_user, client_ip, dest_ip, dest_location, filename, url, count

| sort -count

| eventstats sum(count) sCount client_ip
| where sCount > 4

| lookup ut_parse_extended_lookup url
I

fields - sCount
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Splunk Enterprise Security & Palo Alto Networks

Correlation Search

Description Auto-tags malicious IPs into a dynamic blocklis

Mode Guided Manual
Search * from
datameodel Threat intelligence.|P_Intelligence”
e 011 T e | from datamodel:"Threat_Intelligence.IP_Intelligence"
p»;féld p tag="infected-host” - "
| search threat_key="trusted_threat_source

| pantag device="x.x.x.x" action="add" ip_field=ip tag="no_bueno"

lime Range

Earliest ime 24h

Latest ime now

Cron Schedule * 000) **+

Scheduling Realtime Continuous
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pantag

The pantag command shares context with the firewall by tagging IP addresses found in Splunk into
Dynamic Address Groups.

Command added in App version 4.1. New parameters added in App version 5.0.

Syntax:

pantag device=<hostname>|panorama=<hostname>
[serial=<serial-of-device-in-panorama>] [vsys=<vsys
[action=<add|remove>] [ip_field=<field-containing-IPs>]
tag=<tag>|tag_field=<field-containing-tags>

pantag

Parameter Default Added in Usage

device 4.1 IP or hostname of firewall

panorama 5.0 IP or hostname of Panorama

serial 5.0 Serial of firewall (required if using panorama parameter
VSYS 5.0 VSYS ID (eg. vsys2)

action 4.1 Add or remove the tag

field 4.1 Same as ip_field parameter (deprecated in 5.0, use ip_field)
ip_field 5.0 Log field containing IP address to tag

tag 4.1 Tag for the IP, referenced in the Dynamic Address Group

tag_field 5.0 Log field containing the tag for IP address in the same log
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APl Harmony

Splunk, Palo Alto Networks, and their API’s

> "l i
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splunk / splunk-sdk-python ©Watch 84  Star 243 YFork 127

<> Code

Splunk Software Development Kit for Python http://de

D 967 commits

master «

f shakeelmohamed U

Splunk SDK for
Python
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PAN-OS® and Panorama™ 7.1 XML API Usage Guide

The PAN-OS and Panorama XML API| allows you to manage fire Is and Panorama through a pr¢

PA N -0 S X M I API. Use this API to acc and ma vall through a third-party service, application, or script.
The PAN-OS XML APlusesat of XML n s to map firewall or Panorama functionality. To make

must specify the (XML Path Langu ) to the XML node that corresponds to a specific setting or action. XPath

A P I a 5 you to na 2 through the hierarchical XML t structure for firewalls and Panora
e the PAN-OS XML API| to autorr 2 such

2. update, and modify firewall and Panorama configurations

execute operational mode commands, such as restart the system or validate configurations

retrieve reports

manage users through User-1D

update dynamic objects without ing to modify or commit new config

web interface and CLI, familiarize yourself with both. Reading

Because PAN-OS XML API functionality mirrors that of th

tions of the will help you get a better ur tanding of firewall functionalities

ould also be knowledgeable about web service APIs, HTTP, XML, and XPath
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pantag - Extended

Auto-tag trusted Domain and HTTP IOCs to Dynamic Block Lists

» Use your Splunk Enterprise » Splunk Cloud customers are
Security Data Models currently limited to IP and HTTP

1 env pyt

2 splunklib.client client
3 requests

4 re

5

6 service - client.connect(
7 username="'admin',

8 password-'password’,
9 host='10.1.1.2",

10 port='8089"')

11

12 urlstart = "https://10.1.1.1/7type=configlact ion=setikey=irororixpath=/config/shared/profiles/custom-url-category/entry [@name="Malicious-Domains']/list&element=<menmber>"
13 urlend - “</member>"

14

15 search - '| from datamodel:"Threat_Intelligence.HTTP_Intelligence" | search threat_key="trusted_threat_source" | table threat_key url'
16  results - service.jobs.oneshot(search)

17

18  rexRemover - re.compile("\s+|\<value\>\<text\>|\<\/text\>\<\/value\>")

19

20 line results:

21 match - re.search("\<value\>\<text\>", line)

22 match:

23 value - rexRemover.sub('', line)

24 urlMod - urlstart + value + urlend

25 requests.get(url-urlMod, verify False)

26

27  requests.get(url-"https://10.1.1.1/api/7type=commitidkey=krercricnd=<commit></commit>" , verify-False)
28
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How About Using the APIs to
Maintain Your Address Objects?

» Pre-existing address object
library? No problem.

» Need it done now? No problem.

» Create new address object library
managed by Splunk data

» Regularly update address objects
with pre-defined tags

1
UM, YEAII m&n‘m NEEII

X ﬂx
| snwnnuv B
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Updating PAN-OS Address Objects

splunklib.client client

requests
re

def pan_name_wpdate (adDict, apikey):

url « None
tagStripper - re.compile(™\»\<ip\-netmask\>(\d{1,3}\. ) (3N, 3N/3I2N\\/ 1p\-netmask\>*)
dictin) dictlist:

host - dictOej['host')

ip - tagStripper.subl‘*, dictobj(*ip'))

wrl « "hitps://10.1.1.1/api/ Ttypesconf ighact lonsrenamelxpathe/conf Lg/shared/address/ent ry [§names'%s ' | Snewnameshsias™ & (ip,
requests.get(url wrl, verify False)

def pan_tag_update (adDict, apiKey):
wrl = None
host - adDict['host’)
1p - adDict['ip')
tags - adDict['tags’)
spaceStripper - re.compile("~\s+")

url_prelim - “https://10.1.1.1/apl/Ttype=configiact ionsshowGxpatie/conf Lg/shared/address/ent ry [@aanes"4s ' | SAs™
respoase - requests.get(url-url prelim, verify False)
f .data - resp JSplit(*in®)
re.search"No\ssuch\snode”, response_datalo]):
wrl = "https://10.1.1.1/api/ Ttype=cont ighact lon=setbxpaths/conf ig/shared/address/ent ry [gname="4s ' | Lo lement=tshsbns”
requests.get(url wrl, verify False)

(host, apiKey)

(host

current_tags - Nooe

desc - "
resp_obj response_data:
match_ip - re.search{™\<\ip\~*, resp_obj)
match_ip:

pan_ip - spaceStripper.sud('’, resp_obj)
pan_ip
match_desc - re.search(*\<description\>*, resp_obj)
match_desc:
desc - spaceStripper.subl’’, resp_obj)
desc

satch_mes - re.search{™\<sesber\>", resp_obj)

satch_senm:
tog_mesber - spaceStripper.sub('’', resp_obdj)
current_tags -~ None:

current_tags - "%s™ . tag mesber

current_tags - "waha™ . (current_tags, teg _mesber)

“<tagoha</tag" . curreat_tags

current_tags

ip '~ pan_ip current_tags:

url - "attps://10.1.1.1/apl/Ttype=conf ighact icameditixpathe/conf 1g/shared/address/ent ry [@nane="4s ' jielementwaent ry nase
requests.get(url wrl, verify False)

service - client.comnect(
usernane ‘adain',
password ~ 'password’,
host ‘10.1.1.2°,
port = '0089' )

apiKey - ' key=AF HIAETAMFIOIIOFOQIIOFASFIOTQMIOF IIAFKI JRIASTAISFAIFLKFKL) TFODQ T FMKLAMFMIEQQPFMA
kwargs_oseshot - {“count™: 0}

search
results

‘search index=s_scripts sourcetypesscriptiwinsocreset “server” earliest=-24h | eval hostsupper{host) | rex field=_raw 05\
service. jobs.oneshot (search, « loargs_oneshot)

» Address object:
* Standardization
* Creation
* Modification

» Splunk query that contains all
necessary data

» + crontab

splunk>

© 2017 SPLUNK INC.




NNNNNNNNNNNNNNN

Palo Alto Networks User-ID

Why we all want it...

SHUTUERNDE =

o »

* Improved visibility

* Policy Control

* Logging, Reporting and Forensics
» Use Cases

* Security

* Legal
TAKE "v "0"!" * Human Resources

splunk> -
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Palo Alto Networks User-ID

Why we had some problems...

v
0“"““["“08“ » Non-Microsoft endpoints
» No centralized point of reference

for User-ID Agent
» Cloud-based systems
» Lack of historical data




Palo Alto Networks User-ID — Solution Overview

[

merak
[ /
-

endpoint

/-

RADIUS F

T

J
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Updating User-ID With RADIUS Logs

» X amount of incomplete sources

index=meraki mac=* src=10.* src!=0.0.0.0

| eval src_mac=upper(replace(mac,”:","-")) Can dep|Ct a fU“ plCture
| rex field=src "(?<src_ip>(\d{1,3}\.){1,3}\d{1,31)" .

| dedup src_mac src_ip » Wireless AP Logs

| table src_mac src_ip

| outputlookup meraki_src.csv ® DeVICe MAC

* Device IP

index=wineventlog host=radius1 Client_IP_Address=* Security_ID!=*$ src_ip=*
| mvexpand Security_ID

| mvexpand src_ip > RADIUS LOgS
| dedup Security_ID src_ip

| search Security_ID!="NULL SID" e User

I

I

I

rename Security_ID user
panuserupdate panorama=x.x.X.X serial=001234567890 e DeV|Ce MAC

fields user src_ip status

* Automatic Lookups

splunk> m



panuserupdate
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panuserupdate

The panuserupdate command synchronizes user login events with Palo Alto Networks User-ID.

More information: User-I1D with Splunk

Added in App version 5.0. For previous versions, refer to the panupdate command.

Syntax:

panuserupdate device=<hostname>|panorama=<hostname>
[serial=<serial-of-device-in-panorama>] [vsys=<vsys
[action=<login|logout>] [ip_field=<field-containing-IPs>]
user_field=<field-containing-usernames>

Parameter Usage

device IP or hostname of firewall

panorama IP or hostname of Panorama

serial Serial of firewall (required if using panorama parameter
VSYys VSYS ID (eg. vsys2)

action Tell the firewall user logged in or logged out

ip_field Log field containing IP address

user_field Log field containing the username

splunk> (conf2017



Updating User-ID With SIP and “Best Guess” Scenarios

index=*_pan url="*/?sipuri=*"

rex field=url "\/\?sipuril\=(?<user>[\w\-\.\@]+)" > KnOW your apps

mvexpand user

dedup user src_ip » Know the data from those apps

search user!=unknown

zz:z:raz:itirSizgrzTZz:Sxxx serial=001234567890 > NOW apply that knowledge

index=*_pan (user=unknown user="no user") ("@domain1i.com" "@domain2.com") > Examples

eval tmp=lower(_raw)

rex field=tmp "\=(?<userTmp>[a-z\.]+@(domain1|domain2)\.com)"

rex field=userTmp "(?<pre>[a-z\.]+)@(?<suf>(domaini|domain2)\.com)" ° SIP Data from LynC/Skype

eval user=pre+"@*"+suf . .

dedup user sre_ip * Raw URL Logs passing user info

panuserupdate panorama=x.x.X.X serial=001234567890
fields user src_ip status

splunk> m
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“Best Guess’” Scenarios and Timeouts...

splunklib.client client
requests
re

Palo Alto Networks User ID Agent Setup [o]

service - client.connect(
ame ‘admin’,
rd = 'password’,
*10.1.1.2°,
'8089"' )

apiKey ' key=ASFIKONFOQNFOIASFIOEJOIFJOKVMKMFPINFPOIQNIPOFUNIPUNNFAKSKLNFPOWHFOINLKAFN
kwargs_oneshot {"count": @}

search 'search index=%_pan (user=unknown OR user="no user") (“@domainl.com" OR “@doma
results - service.jobs.oneshot(search, kwargs_oneshot)

resultList - ([])
xm10bj results:
resultList.append(xml0bj)

count

@ [ ] | ] ] L}
::gf::pr:’)er 're.conplle("\u|\<value\>\<tezt\>|\<\/rext\>\<\/value\>") > I n d IVI d u a | Ized U Se r- I D tl m eo Ut

obj resultList:
match - re.search("\<field\sk\=\"user\'\>", obj)

S e » Increased customization

ip = rexStripper.sub('', resultList[count-4])
entry ‘centry name="%s" ip="%s" timeout="360"/>' (user, ip)
fullEntry - ' - (fullEntry, entry)

» APIs are your best friend...

xmlStart '<uid-message><type>update</type><payload><login>'
xm1End '</login></payload></uid-message>"
xmlString : . (xmlStart, fullEntry, xmlEnd)

url = "https://10.1.1.1/api/?type=user-id&vsys=vsys1&cmd=%s&as” = (xmlString, apiKey)
requests.get(url-url, verif) )

splunk>



Updating User-ID with Custom Scripts

$0s (gwmi -Class win22_operatingsystem).caption

"i%(s:&-

b

"server"){

wmic computersystem get username
$1 gwmi -Class win32_networkadapterconfiguration ?{3_.defaultipgateway
foreach($a in SipL){

SipA = e()

$ipA f$a.ipaddress

foreach(Sip in $ipA){

Write-Host "IP = $ip"

3

¥

index=*_scripts sourcetype=Script:UserAffinity IP=*

rex field=_raw "UserName\s+(?<user>\w+[\x5C]\w+)"

rex max_match=5 field=_raw "IP\s\=\s(?<src_ip>(\d{1,3}\.){3}\d{1,3})"
mvexpand src_1ip

dedup user src_ip

fillnull value="No User" user

panuserupdate panorama=X.X.X.X serial=001234567890

fields user src_ip status

Snull} select ipaddress

» Endpoints are your true source
* Contain LAN/WAN IPs
* Contain User Info

» The Splunk Universal Forwarder
are also your best friend

» Historical evidence of all User/IP
mappings... completed.
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Other Splunk Universal
Forwarder Use Cases

As it relates to Palo Alto Networks...

» GlobalProtect Install Validation
» Version Checks

» Setting Checks

» Assess your egress

» Bug Workarounds

© 2017 SPLUNK INC.




GlobalL protect Bug Workaround Utilizing The Splunk
Universal Forwarder

» v3.0.X

» Ubiquitous VPN on Windows

» Ungraceful Network Disconnects
» Internal DNS Settings Frozen

gwmi -class win32_product | ?{5_.name "globalprotect"}

ull{
eckGP.name
SV ScheckGP.version
Write-Host "Name = $n
Write-Host "version
wmic computersystem

if (! (Test-Connection -ComputerName validationurll.com -Count 2 -ErrorAction SilentlyContinue) (Test-Connection -ComputerName validationurl2.com -Count 2 -ErrorAction SilentlyContinue)) {
write-Host "External Test Completed. No Connection Found.™”
if (' (Test-Connection -ComputerName validationIP1 -Count 1 -ErrorAction SilentlyContinue) (Test-Connection -ComputerName validationIP2z -Count 1 -ErrorAction SilentlyContinue)) {
Write-Host "Internal Test Completed. No Connection Found."

\wi s\ System32\ipconfig.exe /all

: \System32\netsh.exe int ipv4 reset
\System32\netsh.exe int ipvé reset
\System32\netsh.exe winsock reset ¢
\System32\netsh.exe interface ip se
\System32\netsh.exe interface ip se

o
s name= "Wireless Network Connection” dhcp
s name= "Local Area Connection" dhcp

splunk>
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Questions, Comments, Concerns?

You're my bestfriend
becauvse

| wouldnt dare
to be

= | this Weird
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