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Objective
OBJECTIVE

* Learn how to use NetFlow with the Splunk Stream Forwarder for outlier detection

USE CASES

* NetFlow: Endpoint outlier detection (overall) and insider threat
* NetFlow: Anomalous connections by host

* NetFlow: Possible data exfiltration

* NetFlow: Extra-Credit — Adding proxy data in the mix!

BENEFITS

* ldentify anomalies and outliers respective to network usage by time of day, port, bytes
sent/received, geographic location, or by functional group.

splunk> I
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NetFlow for Outlier (Insider Threat) Detection

NetFlow, when used in conjunction with Splunk Stream, is an effective and
rather simple solution to capture wire data moving across an environment.

SPLUNK STREAM USED AS A FLOW COLLECTOR

Sph.l‘lIC’ App: Splunk Stream v Administrator v Messagesv  Settingsv  Activityv  Helpv Find
- Use One Or many Stream FO rWarder(S) aS need ed Informational Dashboards v Admin Dashboardsv  Stream Estimate Configuration v uct Tour Splunk Stream
Stream Forwarder Status Edit | | Export v
FAST AND SIMPLE SETUP o N e 3
- Configure flow data ingestion (streamfwd.conf) Sveam Fovarders
- Configure forwarding of flows to Stream el (OO L OO L. 0 PO N e OO i
kfeagans-  kfeagans- Darwin 711 Inactive 3 < Active  defaultgroup A

Forwarder
- Supported Flow Protocols: NetFlow v5, v9,

otal Events
4,000
IPFIX; sFlow v5, jFlow i
E “LSO‘S —VAV ccccc
$* arning
— Error
FIND OUTLIERS, ANOMALOUS CONNECTIONS, 8:30 AM 8:40 AM 8:50 AM 9:00 AM 9:10 AM 9:20 AM 8:30AM 8:40AM 8:50AM 9:00AM 9:10AM 9:20 AM
Sun Sep 17 Sun Sep 17
2017 2017
L 1

DATA EXFIL, ETC
- . Start searching!

splunk> I



. < /rf'*v’/;kv'v XXX IBPETS
< QRR ALK
splunk> GG L
.. Vog% %,
A 4 P & f' <
ad ¢
oo
4 0.6%
u mgm ¢ ® “:‘:’3
Security Hands-on @ Pavilion PR
. . 200002020
Use Case 1 : Find the Outlier (by bytes & port) S0t
KK
K
Q

Kelly Feagans | Sales Engineering

September, 2017 | Washington, DC




© 2017 SPLUNK INC.

Use Case 1: Find the Outlier by Port

017 NetFlow Hands-. Administrator v Messagesv  Settingsv  Activityv  Helpv Find

O BJ E CTIVE Use Case 1: Find the Outlier by Port (80) 7 EdtglllgBxnorty
° Use NetFIOW da_ta tO fi nd _the Ou.tl ier by por.t This search evaluates NetFlow data for the following matches: Search String - Find the Outlier

1. Destination IP is NOT internal index=netflow sourcetype="stream:netflow" earliest=09/05/2017:08:00:00 latest=09/0
2. Source IP is internal PP PR
3. Data Flow direction is "egress search dest_ip!=10.* src_ip=10.* flow_dir=egress dest_port=80
4. Destination Port is 80 sort 0 _time
5. Standard Devation is calculated at TEN times above the average eventstats first(bytes_in) as AVG stdev(bytes_in) as STDEV
Benefits: eval AVG=round(AVG,2), STDEV=round(STDEV,2)
| eval lowerBound=(AVG-STDEV), upperBound=(AVG+(10*STDEV))
1. Easily view outliers and how far away from the average they land eval isOutlier=if(bytes_in < lowerBound OR bytes_in > upperBound, 1, 0)
2. View number of outliers and how tightly grouped (by time) table _time bytes_in lowerBound upperBound

3. (Second Panel) View unigue outliers by SRC_IP

USE CASE
* User activities tracking by port (80)

Port 80 Outliers Found
6M

* Use an extreme number (standard deviation) -

above the mean (like 10x) 12

0 W_LWM
B E N E I S o
I I 08:00 08:15 08:30 08:45 09:00 09:15 09:30 09:45 10:00 10:15 10:30 10:45

* Quickly visualize the outlier(s) (different than all
y index=netflow sourcetype="stream:netflow" earliest=09/05/2017:08:00:00 latest=09/0 _time sre_ip bytes_in upperBound
' . 5/2017:12:00:00 oy _

search dest_ip!=10.* src_ip=10.* flow_dir=egress dest_port=80 2017-09-05 08:54.23 10zaz4n7 343028.5

U I I sort 0 _time 2017-09-05 11:13:50 10.247.24.171 2695880 343028.5
eventstats first(bytes_in) as AVG stdev(bytes_in) as STDEV o
G AT e ), GRS TSR 2017-09-05 11:31:58 10.235.22.22 847107 343028.5
eval lowerBound=0, upperBound=(AVG+(10*STDEV)) 2017-09-05 09:13:29 10.226.200.12 814936 3430285

eval isOutlier=if(bytes_in < lowerBound OR bytes_in > upperBound, 1, 0)

* View how tightly the outlier(s) are grouped by
table _time src_ip bytes_in upperBound 2017-09-05 08:42:55 10.244.3.7 595352 343028.5
.I:' dedup src_ip

Sort Ty Tactin 2017-09-05 08:07:21 10.240.18.78 412617 3430285

splunk>



Use Case 1: Find the Outlier by Port (80)

This search evaluates NetFlow data for the following matches:

1. Destination IP is NOT internal

2. Source IP is internal

3. Data Flow direction is "egress”

4. Destination Port is 80

5. Standard Devation is calculated at TEN times above the average

Benefits:

1. Easily view outliers and how far away from the average they land
2. View number of outliers and how tightly grouped (by time)
3. (Second Panel) View unique outliers by SRC_IP

Port 80 Outliers Found

© 2017 SPLUNK INC.

Use Case 1: Outlier - SPL

Edit Export v

Search String - Find the Outlier

index=netflow sourcetype="stream:netflow" earliest=09/05/2017:08:00:00 latest=09/0
5/2017:12:00:00

| search dest_ip!=10.* src_ip=10.* flow_dir=egress dest_port=80

| sort 0 _time

| eventstats first(bytes_in) as AVG stdev(bytes_in) as STDEV

| eval AVG=round(AVG,2), STDEV=round(STDEV,2)

| eval lowerBound=(AVG-STDEV), upperBound=(AVG+(10*STDEV))

| eval isOutlier=if(bytes_in < lowerBound OR bytes_in > upperBound, 1, 0)

| table _time bytes_in lowerBound upperBound

6M
M
aM
N
Series 2 12
™M outliers
™M
° M_WMM
™
08:00 08:15 08:30 08:45 09:00 09:15 09:30 09:45 10:00 10:15 10:30 10:45
Search String - Unique Outliers by SRC_IP Unique Outliers by SRC_IP
index=netflow sourcetype="stream:netflow" earliest=09/05/2017:08:00:00 latest=09/0 time sre_ip bytes_in upperBound
5/2017:12:00:00 oy _snaz
search dest_ip!=10.* src_ip=10.* flow_dir=egress dest_port=80 20170905 08:54:23 102424117 05g 3430285
sort 0 _time 2017-09-05 11:13:50 10247.24171 2695880 3430285
eventstats first(bytes_in) as AVG stdev(bytes_in) as STDEV
evall AVBeround(AVE 2) . STOEV=round(STDEV.2) 2017-09-05 11:31:58 10235.22.22 847107 3430285
eval lowerBound=0, upperBound=(AVG+(10*STDEV)) 2017-09-05 09:13:29 10.226.200.12 814936 3430285
eval isoutlier=if(bytes_in < lowerBound OR bytes_in > upperBound, 1, 0)
whareTisoutlier=1 2017-09-05 08:23:37 10226.7.137 755612 3430285
table _time src_ip bytes_in upperBound 2017-09-05 08:42:55 10.244.3.7 595352 3430285
dedup src_ip
2017-09-05 08:07:21 10.240.18.78 412617 343028.5

sort - bytes_in

index=netflow sourcetype="stream:netflow"
earliest=09/05/2017:08:00:00
latest=09/05/2017:17:00:00 src ip=10.232.117.%*

| bucket time span=1h@h

| stats dc(dest _ip) as count by src ip, time

| eventstats max(_time) as maxtime

| stats count as num data samples max(eval(if(_time
>= relative time(maxtime, "-1h@h"), 'count',null)))
as "count" avg(eval(if( time<="" or="" 'count'="">
upperBound) AND num data samples >=7, "YES", "NO")
| eval vs="current vs last hour”

| eval howFarAway=count/avg

| table src ip, vs, isOutlier, count, avg,
howFarAway, lowerBound, upperBound

| where isOutlier="YES”

| sort - howFarAway

splunk> I



Start with a look at the first search - Find the Oultlier:
Hover over the panel, and click on the magnifying glass icon to
launch search
*  How many Stats rows do you see? (Statistics Tab)
«  Change flow_dir from“egress” to “ingress”
*  How many outliers do you see?

For the second search — Unique Outliers:
- Hover over the panel, and click on the magnifying glass icon to
launch search
«  Change flow_dir from "egress” to “ingress”
* What SRC _IP do you see as "the” outlier?

splunk> I
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Use Case 2: Anomalous Connections by Host

OBJECTIVE

* Learn how to use NetFlow data to evaluate
“*anomalous connections by host”

splunk App: conf2017 NetFlow H... v Administratorv  Messagesv  Settingsv  Activityvv  Helpv Find

Overview  UseCasesv  Reports  Dashboards  Search conf2017 NetFlow Hands-On

Use Case 2: Anomalous Connections by Host Edit || Export v

This search evaluates the following: Search String - Anomalous Connections by Host

1. Source IP is in the 10.232.117.* range

2. Calculates last hour of connections (dest_ip) by src_ip

§ Coouaes snda eyt oot o Comnecions) | bucket_tine spn-rh
‘ . o stats dc(dest_ip) as count by src_ip, _time
5. Calculates “isOutlier" if upper or lower bounds are exceeded l ( —1p) Y Y =0 S5

| eventstats max(_time) as maxtime
U S E CAS E Benefits: | stats count as num_data_samples max(eval(if(_time >= relative_time(maxtime,
) "-1h@h"), 'count’,null))) as "count" avg(eval(if(_time<relative_time(maxtim

1. Find hosts that are deviating by numbers of connections when compared to last timeframe e,"-1h@h"), 'count’,null))) as avg stdev(eval(if(_time<relative_time(maxtime,"-
2. View the "count” as how far "above or below” the bounds the host has been 1heh"), 'count’,null))) as stdev by “src_ip"

* Find hosts that have deviated in the count of sy 2 LTSSt 10072 2, Loparsneroun

| eval isOutlier=if(('count' < lowerBound OR ‘count' > upperBound) AND num_dat

connections, as compared to last hour e e 1 e

eval howFarAway=count/avg

index=netflow sourcetype="stream:netflow" earliest=09/05/2017:08:00:00 latest=
09/05/2017:17:00:00 src_ip=10.232.117.*

table src_ip, vs, isOutlier, count, avg, howFarAway, lowerBound, upperBound
where isOutlier="YES"
sort - howFarAway

sre_ip vs isOutlier count avg howFarAway lowerBound upperBound
B E N E F I I S 10.232.117.90 current vs last hour YES a1 5020 [ 635 | 31.54 87.04

. 10.232.117.98 current vs last hour YES 84 50.14 4196 76.32
° |dent|fy hOStS tha-t Could be abnorma”y aﬁected 10232.117.91 current vs last hour YES 76 54.86 1.385 35.11 74.61

10.232.117.142 current vs last hour YES 125 110.57 1.1305 100.38 120.76

by Malware e-tC 10.232.117.130 current vs last hour YES 122 109.00 11193 96.04 121.96
y .

Note: “Anomalous Connections by Host” is borrowed
from a search in the Splunk Security Essentials App.

Thank you David Veuve!!! T — splunk> (ZIIFTH
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Use Case 2: Anomalous Connections - SPL
index=netflow sourcetype="stream:netflow"
earliest=09/05/2017:08:00:00 latest=09/05/2017:17:00:00

Edit | [ Export~ | [ ... src_ip=10.232.117.%*
| bucket time span=1h@h

Search String - Anomalous Connections by Host | stats dc(dest ip) as count by src ip, time

index=netflow sourcetype="stream:netflow" earliest=09/05/2017:08:00:00 lates | eventstats max (_time) as maXtime

t=09/05/2017:17:00:00 src_ip=10.232.117.%* . . _
T gt | stats count as num data samples max(eval(if( time >=
[ AR ) o SR TR R relative time(maxtime, "-1h@h"), 'count',null))) as "count"
| eventstats max(_time) as maxtime —_

| stats count as num_data_samples max(eval(if(_time >= relative_time(maxtim avg ( eval ( if ( time<relative time (maxtime ’ "

e, "-1h@h"), ‘count',6null))) as "count" avg(eval(if(_time upperBound) AND nu " , —' -

m_data_samples >=7, "YES", "NO") 1h@h"), '"count',null))) as avg

| eval vs="current vs last hour" . . . . .

| eval howFarAway=count/avg stdev(eval(if(_ time<relative time(maxtime,"-

(|’ table src_ip, vs, isOutlier, count, avg, howFarAway, lowerBound, upperBoun 1h@hu ) , 'Count' , null) ) ) as StdeV by " SrC_ip"

| where isOutlier="YES"
| sort - howFarAway

| eval avg=round(avg,2), lowerBound=round((avg-stdev*2),2),
upperBound=round( (avg+stdev*2),2)
| eval isOutlier=if(('count' < lowerBound OR 'count' >

t avg howFarAway lowerBound upperBound upperBound ) AND num data samples >=7 , n YES n , n NO n )

- 5014 4196 6.3 | eval vs="current vs last hour

76 5486 | 1385 3511 7461 | eval howFarAway=count/avg

25 110.57 1.1305 100.38 120.76 | table src ip, vs, isOutlier, count, avg, howFarAway,
22 109.00 1.1193 96.04 121.96 lowerBound, upperBound

| where isOutlier="YES"
| sort - howFarAway

i I splunk> (5D



Start with a look at the search “Anomalous Connections by Host”:
* Hover over the panel, and click on the magnifying glass icon to launch search
- How many Stats rows do you see out of how many events returned?
« Try changing the bounds (avg+/stdev*2) ....toa 4 ....
*  How many outliers do you see now?
- What do you think this could tell you about hosts in your environment?

splunk> I
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Use Case 3: Possible Data Exfiltration

splunk>  App: conf2017 NetFlo... v Administrator v~ Messagesv  Settingsv  Activityv  Helpv [ Find

OBJECTIVE

¢ Gal n an U nderStand l ng Of Wh ICh hOStS This search evaluates NetFlow data for the following matches: Search String - Possible Data Exfiltration to Non-U.S. Locations
internal to an environment are sending 1 Source P sinh nrnl ange (10 netword

. . . ; index="netflow" sourcetype="stream:netflow" flow_dir=egress dest_ip!=10.* b
2. Destination IP is NOT in the internal range (10.* network) yp — g _1p y

. 3. Flow Di L N tes_in>=2000000 earliest=09/04/2017:16:00:00 latest=09/04/2017:16:30:00
a large amount of data outbound in 4 Couniy s e fom st .
ighuiyly X . N . . eval src_ip = if(cidrmatch("10.0.0.0/8",src_ip),"71.56.239.115",src_i|
5. This search is looking for "individual flows" that are associated with 2MB or greater all ¢ { =1 -1p)

: iplocat dest fix=end
“Si n |e” _ﬂOWS 6. The bottom "Missile Map" chart is a visual of the stats table above it SPLELLL () G [T
9 :

Benefits:

Use Case 3: Possible Data Exfiltration Edit | | Export v

iplocation src_ip prefix=start_
eval color="#FF0000"

| where end_Country!="United States"
1. List sources that are communicating with foreign (non U.S.) countries, that are sending | where mb > 2

large amounts of data in a single flow | table _time,src_ip,dest_ip,mb,dest_port,end_Country
2. This statistics table could be set as a scheduled search/alert for notification

Secure hosts sending too much data outside - Possible Data Exfiltration - Single Flow > 2MB (egress)

_time src_ip dest_ip mb dest_port end_Country

2017-09-04 16:19:26 71.56.239.115 87.121.161.3 2.29 4000 Bulgaria

PY Flﬂd Internal hOStS that are ﬂOt 201;09401.416:19:26 71.56.239.115 162.105.131.198 187.86 80 China
' . ' Exfiltration Ma
permitted to send data outside their .

network, and/or to prohibited sites.

BENEFITS

* List sources that are communicating
(large byte counts, single flow) with ., P T
non-U.S. endpoints. - L e
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Use Case 3: Possible Data Exfiltration - SPL

index="netflow" sourcetype="stream:netflow" flow dir=egress dest ip!=10.*
bytes in>=2000000 earliest=09/04/2017:16:00:00 latest=09/04/2017:16:30:00

eval mb=round(bytes in/1024/1024,2)

eval src_ip = if(cidrmatch("10.0.0.0/8",src _ip),"71.56.239.115",src_ip)
iplocation dest ip prefix=end
iplocation src_ ip prefix=start
eval color="#FF0000"

where end Country!="United States”
where mb > 2 Edit
table time,src ip,dest ip,mb,dest port,end Country

Administrator v  Messagesv  Settingsv  Activityv  Helpv Find

conf2017 NetFlow Hands-On

Export v

Search String - Possible Data Exfiltration to Non-U.S. Locations

index="netflow" sourcetype="stream:netflow" flow_dir=egress dest_ip!=10.* byte
s_in>=2000000 earliest=09/04/2017:16:00:00 latest=09/04/2017:16:30:00

| eval mb=round(bytes_in/1024/1024,2)

eval src_ip = if(cidrmatch("10.0.0.0/8",src_ip),"71.56.239.115",src_ip)
iplocation dest_ip prefix=end_

iplocation src_ip prefix=start_

eval color="#FF0000"

where end_Country!="United States"

where mb > 2

table _time,src_ip,dest_ip,mb,dest_port,end_Country

splunk> I



Start with a look at the search “Possible Data Exfiltration”:
- Hover over the panel, and click on the magnifying glass icon to launch search
- How many Stats rows do you see returned?
- Try remove the 'where’ command “end_Country!=United States”
- What do you see now?

- Take a look at the second panel ... "Missile Map”:
* Hover over the panel, and click on the magnifying glass icon to launch search
« Try remove the 'where’ command “end_Country!=United States”
- What do you see now when clicking on the “Visualization Tab™?

splunk> I
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Extra Credit: Proxy + NetFlow

ministrator v Messages v Settings v Activity v

OBJECTIVE
Extra Credit: Proxy + NetFlow Edit | | Export v

¢ Gai n an U n d erstan d i n g Of h OStS that This search evaluates IP addresses that are found in both NetFlow and Proxy indexes:
are seen in both NetFlow and Proxy o sttty

3. Data Flow diretion is "egress”
4. Destination Port is 80

d ata (C rOSS - refe re n C e) 5. Standard Devation is calculated at TEN times above the average

Benefits:

1. View how many IP addresses intersect two distinct datasets
2. Use that intersection of data to feed the following search for destination sources, and whehter or not those destinations are prohibited, OK, etc.

Search String - Hosts in both Proxy & Netflow Data IP Addresses that appear in Proxy & Netflow Data Sources

U S E CAS E (index="netflow" src_ip=*) OR (index="proxy" src=*) ipAddr netflow proxy
eval ipAddr=if(isnull(src),src_ip,src)

fields index ipAddr 10.232.4.55 205 1127

chart c(ipAddr) AS count over ipAddr by index 10.247.30.120 116 4

search netflow>1 AND proxy>1

where netflow >= proxy OR netflow <= proxy

* Find internal hosts that are outside of
SeC U rity pO| icy (COm m U n icati ﬂg Wit h Search String - Hosts Visiting Prohibited Sites Proxy Info for IPs found
forbidden hOS‘tS Or Sites) é:d::z:%(‘);i;l;glﬁ:;:typeﬂbluecoat:proxysg:access:syslog" src=10.232.4.55 src dest bytes_in bytes_out © | range

| stats sum(bytes_in) as bytes_in sum(bytes_out) as bytes_out by src,dest 10.232.4.55 profile.ak fbedn.net 105277932 14510095 0
(\)of\)/al ok=case(dest="www.facebook.com","100",dest="googletb.skype.com","1 10.232.4.55 platform.ak.facebook.com 19341272 3142993 o
| sort - bytes_out 10.232.4.55 www.facebook.com 45722802 1966758 )
| rangemap field=ok severe=100-1000 default=low
| fields - ok 10.232.4.55 ad.doubleclick.net 4916678 1310207 o
10.232.4.55 photos-a.ak.fbcdn.net 13806220 1047114 o
B E N E F ITS 10.232.4.55 photos-f.ak.focdn.net 14651846 1047024 0
10.232.4.55 photos-g.ak.fbedn.net 10479682 814795 o
- 10.232.4.55 photos-e.ak.fbcdn.net 10475464 814272 o
* Search through hundreds to millions of o wese @
. 10.232.4.55 photos-h.ak.fbcdn.net 8327204 787914 o
records to find hosts that fall out of e ko me e @
| H 10.232.4.55 photos-c.ak.fbcdn.net 7651281 582120 0
po ICy 10.232.4.55 photos-d.ak.fbcdn.net 5666225 453339 o
10.232.4.55 m1.2mdn.net 14406599 381548 0
10.247.30.120 googletb.skype.com 165792 62304 o

splunk>



Extra Credit: Proxy + NetFlow

(index="netflow" src ip=*) OR (index="proxy" src=¥*)
| eval ipAddr=if(isnull(src),src_ip,src)

| fields index ipAddr

| chart c(ipAddr) AS count over ipAddr by index

| search netflow>1 AND proxy>1

| where netflow >= proxy OR netflow <= proxy

index="proxy"
sourcetype="bluecoat:proxysg:access:syslog"”
src=10.232.4.55 OR src=10.247.30.120

| stats sum(bytes in) as bytes in sum(bytes out) as
bytes out by src,dest

| eval
ok=case(dest="www.facebook.com","100",dest="googletb
.skype.com","100")

sort - bytes out

| rangemap field=ok severe=100-1000 default=low

| fields - ok

IP Addresses that appear in Proxy & Netflow Data Sources

ipAddr
10.232.4.55
10.247.30.120

Proxy Info for IPs found

src

10.232.4.55

10.232.4.55

10.232.4.55

10.232.4.55

10.232.4.55

10.232.4.55

10.232.4.55

dest

profile.ak.fbcdn.net
platform.ak.facebook.com
www.facebook.com
ad.doubleclick.net
photos-a.ak.fbcdn.net
photos-f.ak.fbcdn.net

photos-g.ak.fbcdn.net

netflow

205
116

bytes_in
105277932

19341272
45722802

4916678
13806220
14651846

10479682

proxy
1127

bytes_out range

14510095
3142993
1966758
1310207
1047114
1047024

814795

splunk> I
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Start with a look at the search “Possible Data Exfiltration”:
- Hover over the panel, and click on the magnifying glass icon to launch search
- How many Stats rows do you see returned out of how many events?
*  Which is the most interesting row?
« Click on “10.232.4.55”, then “View Events”
- What does that data tell you?

- Take a look at the second panel ... “Proxy Info for IPs Found”:
* Hover over the panel, and click on the magnifying glass icon to launch search
*  What are the apps most in use by these hosts?

splunk> I
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