BA1529

Splunk Business

Flow + Splunk Connect
for Kubernetes

= Happy Containers

Tom Martin
Staff Practitioner | Splunk

Matt Modestino
Staff Practitioner | Splunk

splunk> Eili)



© 2019 SPLUNK INC.

Session ID:
BA1529

Session Title:
BA1529 - Splunk Business Flow + Splunk Connect for Kubernetes = Happy Containers

Session Abstract:
Splunk Business Flow.

splunk> EEI)



© 2019 SPLUNK INC.

Tom Martin Matt Modestino

Staff Practitioner | Splunk Staff Practitioner | Splunk

splunk> €T



© 2019 SPLUNK INC.

F d During the course of this presentation, we may make forward-looking statements
| . -
O rwa r regarding future events or plans of the company. We caution you that such statements

k - reflect our current expectations and estimates based on factors currently known to us

Loo I n g and that actual events or results may differ materially. The forward-looking statements
made in the this presentation are being made as of the time and date of its live

State m e nts presentation. If reviewed after its live presentation, it may not contain current or

accurate information. We do not assume any obligation to update

any forward-looking statements made herein.

Va4

In addition, any information about our roadmap outlines our general product direction
and is subject to change at any time without notice. It is for informational purposes only,

O and shall not be incorporated into any contract or other commitment. Splunk undertakes
no obligation either to develop the features or functionalities described or to include any
such feature or functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud,
Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in the
United States and other countries. All other brand names, product names, or

trademarks belong to their respective owners. © 2019 Splunk Inc. All rights reserved.

lunk>
s splunl> (LD



Today’s
Agenda

SO/

.conf19

Las Vegas, Nevada

October 21-24

1) Splunk for Kubernetes (SCK)
2) SCK Demo

3) Splunk Business Flow (SBF)
4) SBF with SCK data Demo

5) Q&A
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Splunk Connect \\\

for Kubernetes

Kubernetes Data Collection by Splunk
& the Opensource Community!
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splunk/splunk-conn

& github.com

Pull requests Issues Marketplace Explore

splunk / splunk-connect-for-kubernetes © Watch~ 45 % Unstar 128 YFork 87

<> Code Issues 29 Pull requests 4 Projects 0 Wiki Security Insights

Helm charts associated with kubernetes plug-ins

helm

kubernetes chart heim-chart

spiunk

® 174 commits 7 24 branches L 9 releases 22 23 contributors &k Apache-2.0

Create new file Find File

Branch: develop ~ New pull request Upload files

& chaitanyaphalak added indexed fields to logging and obj Latest commit 897175¢c 4 days ago

i _circleci Suppress stdout and remove sensitive logs (#179)

| .github Separating out CLA and adding PR template (#1

B helm-chart added indexed fields to logging and objects (#231) 4 days ago

B manifests Add linux node selector to deployments (#182)

N test Suppress stdout and remove sensitive logs (#179)

o

Il tools Added automated release for github (#100) 6 months ago

gitignore Added back "_helpers.tpl”, fixes #13 ast year

CLA.md Separating out CLA and adding PR template (#158)

=) CODE_OF_CONDUCT.md Create CODE_OF_CONDUCT.md (#

CONTRIBUTING.md Updating contrubution guidelines (

CONTRIBUTORS.md Added LICENSE.

LICENSE Update all references from v1.0.1 to v1.1.0, doc updates, chart (#104) 6 months ago

Makefile Make systemd components persist a position file (#96)

o) (11 /& .conf19



Splunk Connect for Kubernetes

Kubernetes Data Sources

© 2019 SPLUNK IN C.

7> 0

Splunk Kubernetes Splunk Kubernetes Splunk Kubernetes
Logging Metrics Objects
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Splunk Kubernetes Logging

Application & OpenShift Cluster Logging

D — W

- splunk>

kubernetes fluentd
Docker/CRI-O Logs in_tail HTTP Event Collector
Journald systemd Event Index
Kubernetes API Audit Logs jq_transformer
Custom Log Sources fluentd-hec
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Splunk Kubernetes Objects

OpenShift Metadata Collection

& ¥

kubernetes fl Ueﬂtd

- splunk>

Kubernetes API kubernetes objects HTTP Event Collector
jq_transformer Event Index

fluentd-hec
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Splunk Kubernetes Metrics
OpenShift Platform Metrics
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D — W

kubernetes fluentd
Kubernetes API kubernetes metrics
Kubelet kubernetes metrics_aggregat

or
record_modifier
fluentd-hec

- splunk>

HTTP Event Collector
Metrics Index
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Splunk Connect for Kubernetes

Business Flow Use

PR

Kubernetes API Audit Kubernetes Events API Microservice Logging
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B Add Data | Splunk App for In X -+

€= C ® Not Secure | i-02782275744fca325.ec2.splunkit.io
SP'UNk B or Inf ucture v Adr trator v S \ y Help

tigate gs ards )\@ Splunk App for Infrastructure

Configure Integrations

Linux/Unix To monitor your OpenShift deployment, follow the instructions below.

AWS o Prepare for deployment

Install the Helm client [Z and OpenShift Container Platform CLI[2 on a local machine you'll use to set up data collection.

Windows

The script runs the helm template command to render manifests locally. The script does not attempt to install Tiller on your cluster to deploy manifests.

0OsX

Download Config (@[
Only

This option generates manifests but does not deploy them, If you enable this option,

Kubernetes

you have to manually deploy the manifests.

OpenShift
e Specify configuration options

[E 2 Objects Customize Objects

Data to be
collected

Monitoring
machine

FQDN or IP (hostname is insufficient)

Specify the FQDN or IP address of the system you want to send data to. Do not enter a

hostname.

HEC token HEC token

Enter the HEC token you configured to send data to the app. The HEC token's

sourcetype must be em_metrics. Global HEC settings must have tokens enabled. [2

HEC port

HEC port

Enter the HEC port of the system you want to send metrics data to. The recommended

port is 8088.

Cluster name Cluster name

o) (11 /& .conf19



L/ Splunk Business Flow

What is Process Mining?
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Splunk Business Flow
enables process mining using
your existing data in Splunk!

because your data can tell stories...
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Splunk Can Mine Your Existing Data to '

Better Understand Your Business

Applications Faster CyC|e ti meS

Telecoms E g .
of critical business
% ) splunk>e App: Splunk Busin... v admin v 2) Messages v Settings ¥ Activity v Help v Find
Web ngctc):;:" Explore: Insurance Claim Process 4QuickMode~ | Edit | Overview | Explore p ro Cesses

Services

@ [~ 3] All time ~ Durations (1) X Start Time (1) x * Demo ~
Start Time clear @  |Miributes . nes

Web
Clickstreams

Networks @
Databases Firewall @
g 0
(— o) Smartphones

Servers and Devices

starts between 6AM and 10PM days Average Duration

Add Reviewer
zoom @ Reset Layout
Adjudication -
3
Benefit Determing © I I I
)
Claim Submission AN SEEREN | |

0:00 400 800 12:00 16:00 20:00
Collect Reviews ==

Denied 37

:
=

Properties

QO))

Higher conversion
rates of critical
customer experiences

P
il
lw)

Fraud Check 25

Funds Disbursed 27

GPS

Location D

Gather Claim Data 36

©

+
.
+
+
+
.
+
+
+
.
+
+
+
+

Initiate Review 64
Social @ Oonlinoe 0 Provider Analysis 28
- . < Provider Profilin 39
Media Shopping Cart m Recommendatioi 56
Storage Containers Update Status 38
v X Duration .
2% ) i, More consistent
Energy onli Messaging .
Sonvoes achievement of
()

service delivery

Security

=

Tracing
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Splunk Business Flow

End-to-end process Investigate Side-by-side Conformance
discovery through drill-down with A/B comparison checking and deviation
event stitching exploration interface of process flows notifications

Splunk Business Flow

splunk >ent . splunk
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Splunk Business Flow

Splunk Business Flow is a fast, flexible, and intuitive process mining solution for
interactive discovery, investigation, and conformance checking of any business process

Premium application on top
of Splunk platform

*Quickly discover and identify
anomalous pathways in any
existing end-to-end business

processes - e —

v>‘aae.\t‘u:-u-e; ° Provider ° Validation System sy‘sl:eri:a(gg{‘dm

*Easily explore the impact of e . l G

planned changes and investigate

the root causes Of unplanned’ z ‘:;:::;mmmange ° Availity ° Adjudication 48.1 hours R

incomplete or delayed processes potcy > _— )
*Determine conformance of actual e - O

processes against reference > gen_name / é) A O -

processes and performance g e |

thresholds (new for October 2019!)
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Process Discovery

Explore: Retail Flow - Online Shop End-to-End =

Quick Mode ~ Edit Overview Explore
Track your online retail orders from e-commerce thru delivery
(73] All time ~ % Special Dut... ~
y List Flowchart Attributes Conversion Metrics
Filters @ <
1,000 of 1,000 Journeys 4.2 days Average Duration Properties © >
v «® Top Clusters
y zoom =@ Reset Layout
s 6% Layout
START
Ty 4% B Circuit % Lanes
il o Flowchart Tab
Noise
o — 2%
o — 2% ° '\;ID:I::‘S:,W .
—_— 2%

o — 2%

- What does my data tell me the actual business process is?

= — 2% (]
C — 2% l
e 2%

[

- Are there unexpected dead ends, delays, loops, variances?

Others 75%

v @ Attributes

o - Are any of the steps or series of steps creating a bottleneck?

'e - Does it validate what | should monitor?

] < How does a case attribute (e.g. age, credit score, geography)

> product_id

e influence a process?

> Transaction Value

v "3 step
Search steps... C ° ?5‘:;2,'.‘;’"""
— <+ Add Product 1,000
— 4  Change Quantity 157
— 4 Check Availability 976 ) & o
— <+  Customer absent 627 .
— 4+  Customer accepts recomm... 54 v
— 4+  Customer awaits fulfilment 39 ° Sk = Cancete " Spl u n k Q> m
— 4+ Login to Web-Shop 1,000 — e —
— 4  Offer Cancelation 94 o . \



© 2019 SPLUNK INC.

Investigation & Troubleshooting

Explore: Retail Flow - Online Shop End-to-End

Quick Mode ¥ Edit = Overview | Explore
Track your online retail orders from e-commerce thru delivery
All time ~ % Special Dut... ~
N List Flowchart Attributes Conv ; .
Filters © < —_ @ session_id: 99784251-58dc-41d6-8bc6-4019aa5de311 X
= 1,000 of 1,000 Journeys 4.2 days Average Dt
~ & TopClusters s h category item Transaction Value Journey Details View Events in Search [2
— 6% eare Sum: 50
- example: orderiD123'a Timeline Steps: 21 session_id
P 6 Dec 30, 2019 o
= e eaits ‘ Login to Web-Shop 99784251-58dc-41d6-8bc6-4019aa5de311
S .
. 99784251-58dc-41d6-8bc6-4019aa5de311 TotalDuration
E— 2% 38.9 hours
T 466 04130781-fd4d-472e-9ebd-0ec760359a 06:38:16 . View Catalog
° | Longest Gap
s - 21ec8fac-c0b0-4913-bf9d-0b09b5beg028
— 2% 8870bf-fcad-4efe-b610-46295ca9526e 06:40:07 ’ Add Product
— 2% 4f5afad3-7e4f-4140-8169-3c4997b7282 Wh t th . f . f. t ?
— I 26405067-9633-4b26-024-34912238387 osaror (@) View catalog O dl was tnhe journey 1or a specirtic case or customer
= 2% 3a522¢56-cdc8-45b8-95e5-8aa8e1d6¢858
Others 75% beecd750-1352-4d13-a04f-7e47195a165e 06:42:19 . Add Product . ?
8 - What steps did they go through*
S Bined Prices 919ea50f-f0e9-4183-8597-bc44582bb504 06:43:19 . View Catalog
s category 2a5b31be-bdB0-4823-8fad-152d32111517 . . ?
iote @ rsapr - How long did it take between steps*
S5 ffom 5ac05c24-6a3d-48d3-bb2b-c4cc8Ic585d6
> price 2bb554fe-6760-4ffc-892e-7c3caed8cdba 06:46:08 . View Catalog Wh t t t o b t o t d o th th o t h
S oroduct 16 cd31033-7842-4919-bace-o1 1676610433 . at attributes were associated wi IS Case at eacC
s City 43116c29-0641-4198-b327-cc483ea5br 1 o ‘ i t = th fl 7
23a5318f-8ad7-46ed-bfeb-7aadabb5eedd s e p In e OW H

Transaction Value

v

> .11 Step 1935f107-545b-437a-addc-202d7d2d20ca 06:46:52 Start Payment Process

Search steps... d5ab320a-8c11-47ba-81e8-82561(5834ed

cObadbc7-e825-4a23-aa25-a30e746f15d1

Gustomer awaits fulfilment 39 97bb7b60-a031-432a-8dca-e0f8b09896aa Spl un k >

Login to Web-Shop 1,000 b366e577-8baa-4fc8-8c1b-ad4ea325ad090

— Add Product 1,000 47"

+ 06:47:02 Pay by Invoice Bags Splunk Picnic Backpack ~50.00
R Change Quantity 157 b5985ac5-7bd0-4b6b-9432-9195bd247038

——— 9276b281-f553-4b82-bb13-a5d60bfbb216

#.. Check Avaliabliity 916 06:47:03 ‘ Order accepted / Order ID created i Splunk Picnic Backpack
- Customer absent 627 fc3c40fc-2¢f3-4e04-8e5b-7ea7c1823b4b
_ 4 CGustomeracceptsrecomm... 54  85918467-3¢13-4dag-8cf6-0c6aab71b90

N 06:47:06 Check Availability Bags Splunk Picnic Backpack

"

o

Offer Cancelation 94  f099b045-4463-4fb5-8193-b4b526739a5¢ 10:47:06 D to Bags Splunk Picnic Backpack
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Segmentation and Analysis

Explore: Retail Flow - Online Shop End-to-End "= QuickMode~ | | Edit

Track your online retail orders from e-commerce thru delivery

Overview | Explore

[~ 33} All time ~ * Special Dut... ~

N List Flowchart Attributes Conversion Metrics
Filters @ <

1,000 of 1,000 Journeys 4.2 days Average Duration
v «® Top Clusters

Binned Prices City Country Transaction Value

= — 6%

400 5 400 800

0-10: 369
o — 4%
United States: 335 -

S 3% . Beijing: 4 Hangzhou: 4 Seattle: 4 rl u es a
——— 2% 00, 300 600
i 2% 5 Athens: Boardman: 3 3

- = - I I | '"‘ ‘ ‘ m What does a chart of this attribute look like?

Others 75% 0 1 2 0 10

© @ s . How does the chart change if | filter the data?

Binned Prices

category

comy How does the chart change if | filter the data by

a particular flow cluster or series of steps?

category item

product_id
400 150 500
City

vV VvV vV vV vV VvV v v

Transaction Value 125 16GB USB Drive: 120

No SPL is required.

Leatherman Tool: 115 400

Outdoor: 291 ketball: 1i Splunk Ponlo ||1
v "4 step 0 Laptop Sticker: 102
Picnic Buclq»cln o1
Search steps... f 300
200 Stickers: 195
- Add Product 1,000
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- Change Quanti 157
9 Yy Apparel: 111 Electronic: 113, "'°""°'°W 120 0
= Check Availability 976 00 .
- Customer absent 627 I I I I I
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0
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Track your online retail orders from e-commerce thru delivery

Filters @

v @ Attributes
> Binned Prices
> category
v Country (2)

Search values...

Australia
Belgium
Brazil
Canada

China

<

France

A

Germany
India

Iran

Italy

Japan
Netherlands
Norway
Russia

South Africa
South Korea
Spain

Taiwan
United Kingdom
United States
item

price
product_id

City

v vV v v v

Transaction Value

v 3, step

,,,,,,,,,,,

Q
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Conversions, Churn & Comparisons

Explore: Retail Flow - Online Shop End-to-End =

clear @

Attributes (1) x

Flowchart Attributes Conversion Metrics

@ 335 of 1,000 Journeys 4.2 days Average Duration

83.28%

Q START

@ 335 Login to Web-Shop

+ Choose a step

‘ 327 Order accepted / Order ID created
85.32%

. 279 Package out for delivery

O END

% Special Dut... ~

© Aitime-

Attributes (2) x

Quick Mode ~ Edit | Overview | Explore

Yrv

Q 44 0f 1,000 Journeys 4.1 days Average Duration

97.73%
Q START

@ 4+ Loginto Web-shop

1nnos

Conversion Tab

What is my conversion funnel?
How does it change based on the mix of steps?
What steps are hurting my conversion rates?

How do conversion rates vary based on different

attributes?
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Infrastructure Journeys

Analyzing the Kubernetes
Object Lifecycles
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I.3 Explore: K8S Infrastructure Lifecycles

e

Quick Mode ~ Edt | Overview = Explore
Last 24 hou Attributes (1) X -
P chart ttribute Metri
Filters © ' - ’ .
® Top Clusters 11201296 Joumeys  43.1 s Average Duration e '
v @ To ter
. Reset Layout
- ayout
- 12% I
B . ﬁ
v @ Atributes

Visualize and et

> object.message

Observe Kubernetes

Object Lifecycles and
Developer Usage of i
the Kubernetes API

Ingress

Node

PersistentVolumeCiaim
v Pod

ReplicaSet

v % Step
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Analyzing User Journeys Using
Application Logging

Analyzing user journeys using Application Logging
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Filters ©

v o® Top Clusters

v @ Aributes

Your App’s

container_id

Journeys! =

cartdb

cartservice

Visualize & Observe your

ordersservice

user journeys present in

productservice

Application Logging

v 3 Journey Duration

BinSze @
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Ust Flowchart Attributes Conversion

6016 Journeys 59 s Average Duration

[ Ya—

Metrics

1 productdb

*  adminfrontend

' ' ordersservice

° cartservice

51815 ms

Quick Mod
Quick Mode ~

Reset Layout

1 ordersdb
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Demo: SBF for k8s

A study of Kubernetes Clusters
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SCK + SBF

Making sense of your

Kubernetes world

SCK to capture

* Audit Events

* Object Events
 Application Log Events

SBF to visualize

« Changes / Updates
* Infrastructure
 Applications
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Q&A

Looking for trouble.
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