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Forward-Looking Statements

During the course of this presentation, we may make forward-looking statements regarding future events or
the expected performance of the company. We caution you that such statements reflect our current
expectations and estimates based on factors currently known to us and that actual events or results could
differ materially. For important factors that may cause actual results to differ from those contained in our
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate
information. We do not assume any obligation to update any forward-looking statements we may make. In
addition, any information about our roadmap outlines our general product direction and is subject to change
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract
or other commitment. Splunk undertakes no obligation either to develop the features or functionality
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2019 Splunk Inc. All rights reserved.
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Challenges

What causes heartburn when developing and managing
Splunk apps

confry
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Developing & Managing Splunk Apps

Doesn’t Come Without It's Challenges

R D

No “Real” Splunk Config Splunk Lacks File No Single Interface or IDE
File Editor Versioning

splunk> E




Impact

Implications of doing it the same old way

confry
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Time Is Valuable, Errors Are Costly, Mistakes
Happen

Syntactical errors cost development cycles

Editing remote files with basic text editors cumbersome and error
prone

One alternative is to transfer files to local environment, edit, and push back

No way to keep track of changes made within your Splunk application
(or environment)

No Single Development Interface or Integrated Development
Environment

splunk> E




Solution

Using GitLab and Visual Studio Code to develop and
manage your Splunk Applications

confry
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GitLab, Visual Studio Code & Splunk

“The Whole is Greater Than The Sum Of Its Parts”?

GitLab
*Online Code Storage

*Collaborative Environment
*Version Control

*Inspect Previous Code
*Roll Back Changes

*Free Hosting and Services

Visual Studio Code

*Source Code Editor
*Cross Platform

*Splunk Code Completion
*Splunk Syntax Correction

* Integrated Terminal
*Free To Download

Splunk

« Structured, Text-Based
Configuration Files

*Structured Configuration
File Storage

«Command Line Interface

splunk> E




How They Work Together

Visual Studio Code Integrates Everything You Need

I
Jo

O
76

Rt
B
&

&

EXPLORER

v OPEN EDITORS
X props.conf apps  ta_combin...
v UNTITLED (WORKSPACE)
> splunk_user_activity M
> SplunkForwarder
> SplunkLightForwarder

v ta_combined_csv_for_splunk

> bin
v default
> data

app.conf
inputs.conf
props.conf

> metadata

> samples

> OUTLINE

Pmasterr S QO0AO

TERMINAL oo 1:zsh

props.conf X

apps > ta_combined_csv_for_splunk > default >

am Fil
CK = true

= archive
= C:\Progra~1\Sp|
custom_csv_source

props.conf

\bin\splunk cmd |

Ln24,Col29 Spaces:2 UTF-8 CRLF Splun (]

 GitLab
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A single Splunk instance can have

bin
copyright.txt
etc

include

lib
license-eula.txt
openssl|
READ...lunk.txt
share
splunk...anifest
var
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Splunk Enterprise

A Great, Structured & Modular File System But Not Without It's Challenges

anonymizer
apps
auth
copyright.txt
datetime.xml
deploy...t-apps
disabled-apps
= findlogs.ini
init.d
M instance.cfg
licenses
M log-bt...bug.cfg
M log-btool.cfg
M log-c...bug.cfg
M log-cmdline.cfg
M log-debug.cfg
M log-se...ess.cfg
M log-utility.cfg
M log.cfg
login-info.cfg
master-apps
modules
myinstall
openldap
Ml passwd
prettyprint.xsl
search...ge.xml
shcluster

alert_logevent
alert_webhook
appsbrowser

audit_tool_poc

Il buttercup_app_for_splunk

framework
gettingstarted

introspection_generator_addon

launcher

learned

legacy

merge_column
opsgenie_custom
sample_app

search

splunk_archiver
splunk_gdi
splunk_httpinput
splunk_instrumentation
splunk_monitoring_console
splunk_user_activity
SplunkForwarder
SplunkLightForwarder
user-prefs

vV vV vV VvV VvV Vv Vv v v v v vy wywwww vwvEg»AaYvw VvV vy

bin
default
local
metadata

Splunk does not have

Automatic file backup
Version control
No “True” File Editor

Splunk does have

A single directory that
contains your apps files
$SPLUNK_HOME/etc/

apps/<your_app>

splunk> E



Visual Studio Code

© 2019 SPLUNK INC.

Light-Weight, Cross Platform, General Source Code Editor
“‘combines the simplicity of a source code editor with powerful developer tooling”

i3

EXPLORER

> OPEN EDITORS
\ UNTITLED (WORKSPACE)
Vv splunk
> bin
v etc
> anonymizer
\ apps
> alert_logevent
> alert_webhook
> appsbrowser
> audit_tool_poc
v buttercup_app_for_splunk
> bin
Vv default
> data
app.conf
Vv local
app.conf
> metadata
> framework
> gettingstarted

> introspection_generator_addon
> OUTLINE

Pmasterr © @0AO0

app.conf — Untitled (Workspace)

app.conf X

B o -

splunk > etc > apps > buttercup_app_for_splunk > default > app.conf

1
2

A
5 [installl

6 is_configured = @
7

[uil]
9 is_visible = 1

10 label = Buttercup App for Splunk

TERMINAL

4: zsh $ 4+ 0 w A~ X

(masters) » I

Ln1,Col1 Spaces:2 UTF-8 LF Splunk.conf @ A

Available for macOS,
Linux, and Windows

Extensible
Hundreds of Extensions
Splunk Config File Editor

Edit, build, and debug
Splunk App Files with
ease

Integrated Terminal

splunk> E
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Getting Started with GitLab

“Single Application For Entire Software Development And Operations Lifecyle”

& GitLab Projects v  Groups v  Activity Milestones Snippets (Dv @ v Search or jump to... Q m O C q.om OO D.H—t.O— ﬂo —t
w\«w@ # buttercup-dev > Details m U— C 3 x >U U m— —mm

o \\nwrmm buttercup-dev @ e T | <m I'S _ on O (0] 3.:.0 _
e Easy Integration
Free

Subgroups and projects Shared projects  Archived projects Last created

> O A apps @ owner (3 o3 0o R1 &1
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GitLab

Structure Overview

https://gitlab.com/Group/Subgroup/Project
https://gitlab.com/buttercup-dev/apps/buttercup app_for splunk

Group(s) = team(s): Could be internal team -> e.g. buttercup-dev
Subgroup(s)= group of projects: Could be Splunk Apps -> e.g. apps
Project(s) = repository(s): individual Splunk app -> buttercup_app_ for splunk

* This is a public repository, seriously! Check it out after this presentation.

splunk> E




How They Work Together

Architecture

||||||||||| _ APP _ '
ﬂ 0 [uil] ;
| Extensions e s o
I ﬂ " Buttercup App Q
— MINAL -+ 4:zsh ¢ + D@ ~ x
_ [.conf] I
|
|
I SFTP Splunk-linter
|

GitLab
" splunk> E
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How They Work Together

Architecture

7 >vvl

= Buttercup App for Splunk

"L Buttercup App Q

$ + 0@ ~ x

TERMINAL

Ln1,Coll Spaces:2 UTF-

splunk> E




Install
VSCode

Add Buttercup
App to your
workspace

Install
extensions

Splunk-linter
Install git

© 2019 SPLUNK INC.

Use Case 1

Required Steps To Take With Local Splunk Instance

Setup Commit &

Create a
GitLab Repo

Buttercup
App
Initialize git
Commit and

push App files
to repo

Buttercup Splunk test Buttercup
App Eventually App
Edit a .conf restart service Commit
file Verify app changes
Comment a behavior Revert
python / js file changes
Splunk

Test changes

splunk> E
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splunk>

= Use Case 2
Required Steps To Take With Remote Splunk Servers
Same as Use Case 1 With Following Exceptions

Setup Commit &

Remote

Install Create a Buttercup Splunk test Buttercup
VSCode GitLab Repo App Eventually App
Install Buttercup Edit a .conf restart service Commit
extensions App file Verify app changes
Splunk-linter Sync Remote Comment a behavior Revert
SFTP > Local python / js file changes
Configure Initialize qit MMFoo_mMom_ > Wwﬂdoo“vom_ g
SFTP Commit and
Test SSH push App files Splunk
connection to repo Test changes

splunk> E
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.conf19.

splunk>

Use Case 1
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Setup Environment
Install VSCode

Download VSCode in

your local
environment

0 code.visualstudio.com
Learn more

(@) his site uses cookies for analytics, personalized content and ads. By continuing to browse this site, you agree to this use.

L Download

vﬁ Visual Studio Code  Docs Updates Blog APl Extensions FAQ

Version 1.37 is now available! Read about the new features and fixes from July.

Download Visual Studio Code

Free and built on open source. Integrated Git, debugging and extensions.

.rpm 4 Mac

4 Windows
macOS 10.10+

7,8,10 Red Hat, Fedora, SUSE

User Installer 64 bit 32 bit 64 bit
System Installer 64 bit 32 bit 64 bit
zip 64 bit 32 bit targz 64 bit

Snap Store




splunk> p

== Setup Environment
Install VSCode Extenstions

Type your extension
o000 Untitled (Workspace) —Jm—):m _3 ._”—Jm mmm—.O—J

EXTENSIONS

bar and select the
v ENABLED 10 Qmmmﬁma o:m Um_OS\

4 Atom Keymap 3.0.6
Popular Atom keybindings for Visual Stud...

A Follow instructions

Atom Material Theme 1.6.0
Atom Material Theme - based on Atom-M... Q 1 _ Q .ﬁ
Tobias Althoff £ — m U m<® o —t

(]
mW_ Bash Beautify 0.1.1

Format / Beautify bash and shell scripts
Ahmed Hamdy i

Bash Debug 0.3.5
A debugger extension for bash scripts (u...
rogalmic .mw

Code Runner 0.9.14
Run C, C++, Java, JS, PHP, Python, Perl, ... room_lﬂmgo.ﬁm Q m._”m

Jun Han Reload Required 5%

< ReEcoMMENDED : synchronization
4 GitLens — Git supercharged 9.9.3

Supercharge the Git capabilities built into... O 3 m Oo 3.: @ C q.m._”_ O 3 ._.-_ _ m

ELCAmocio Install PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL

4 Git Project Manager 1.7:1 Um q. U q.o._ mo._“ \ m U U

Allows you to change easily between git p...

Felipe Caputo Install MU_C—‘-—A > E
4 Git History 0.4.6
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=0

Setup Environment
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Add Splunk App Folder to Workspace

New File
New Window

Open...
Open Workspace...
Open Recent

Add Folder to Workspace...
Save Workspace As...

Save
Save As...
Save All

Auto Save

Revert File

Close Editor

Close Workspace [#K F]
Close Window

E File RSl Selection View Go Debug Terminal Window Help

Untitled (Workspace)

Name

> bin
copyright.txt
v etc

anonymizer

apps
alert_logevent
alert_ webhook
appsbrowser
audit_tool_poc

ection_generator_addon
launcher
learned
legacy
merge_column
opsgenie_custom
sample_app
search

Go to File -> Add Folder
to Workspace

Select

buttercup_app_for_splunk
from your Splunk apps
directory

splunk> E
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Initialize

Essential Files To Your Splunk Application

@ EXPLORER

> OPEN EDITORS
\O \ UNTITLED (WORKSPACE)

Vv buttercup_app_for_splunk

> appserver
H\o > bin
Vv default
.@. > data
app.conf
mnm_ indexes.conf
1 inputs.conf
props.conf
transforms.conf
metadata

samples

VoV

static

gitignore
README.md

)

(® README.md X

README.md — Untitled (Workspace)

£ gitignore 03

]

buttercup_app_for_splunk > ® README.md > abc# Title

PROBLEMS

# Title

Description of the project:
self-explanatory, clearly state the
scope. Re-phrase and summarize JIRA's
threads when necessary.

Provide technical insights by
referencing specific environments,
frameworks, tools, libraries used
(incl. versions).

Provide link to the JIRA ticket
related to this project.

## Features (optional)
What makes your project stand out?
Highlight relevant features.

## Table of Contents (optional)
Only in case of very long READMEs

## Getting Started
### Requirements (optional)

OUTPUT DEBUG CONSOLE TERMINAL

README.md

Add README file

Set expectations and
manage contributions

Title

Description of the project: self-explanatory,
clearly state the scope. Re-phrase and
summarize JIRA's threads when necessary.

Provide technical insights by referencing

Give usage instructions
Add .gitignore file

Tells Git to Ignore
hidden and / or OS

What makes your project stand out? —_—

files

specific environments, frameworks, tools,
libraries used (incl. versions).

Provide link to the JIRA ticket related to this
project.

Features (optional)

Highlight relevant features.
Table of Contents (optional)

2: zsh s

+ 0 @ ~ X

splunk>
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== Setup Environment

Open Terminal Relative to buttercup _app for Splunk

o000 Untitled (Workspace)

@ Code File Edit Selection View Go Debug Terminal Window Help mmmjﬁ O:O—A O: .H—)_m mUU
i directory

\~ OPEN EDITORS

\AU < NTITLED (WORKSPACE) i i B OB =) O__O—A O: mm<mm_ _3

Vv buttercup_app_for

New File
> appserver New Folder I_I . _
Hb > bin Reveal in Finder m—t_ _ __Dm
v default Open in Terminal
‘WWM ZCLE Add Folder to Workspace...
G app.conf Open Folder Settings
mu_u % indexes.conf Remove Folder from Workspace
o M| ts. f
27 (R Find in Folder... XOF
{* props.conf (
& transforms.con RIS 8BV
> metadata Copy Path
> samples Copy Relative Path : T Y 4+ M@ A~ X
> static

splunk> E
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Setup Environment
Prepare Your Local System For Git

Download Git in your
local environment

git-scm.com

ocumentation Uogﬂo mgm .

Downloads Latest source Release

GUI Clients ) N . Nw 0 °
Logos @ MacosSXx a8 Windows Release Notes (2019-08-16) . .
Verify Git Works

ommunity A Linux/Unix Download 2.22.0 for Mac

Install Git

Older releases are available and the Git source @ _.H <m —nm _ O 3
repository is on GitHub.

The entire Pro Git book

written by Scott Chacon and

Ben Straub is available to read

online for free. Dead tree

versions are available on GUI Clients Logos

Amazon.com.
Git comes with built-in GUI tools (git-gui, Various Git logos in PNG (bitmap) and EPS
gitk), but there are several third-party tools for (vector) formats are available for use in
users looking for a platform-specific online and print projects.

experience.
View Logos —

View GUI Clients —
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= Initialize
Getting Started with GitLab

A Free Source Code Repository with Version Control For Your Splunk App Files

& GitLab Projects v  Groups v  Activity Milestones Snippets (Dv @ v Search or jump to... Q

WTE/Q 3 buttercup-dev > Details
il

Choose “Free” Plan

EBAY”  Group ID: 5964374

@ =/ buttercup-dev @ :
e New project v
(1]

n

Subgroups and projects Shared projects  Archived projects Last created

@
> O A apps @ owner (3 .3 0o R1 &1

]
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Initialize
Create Project/Repository for buttercup_app_for_splunk

& GitlLab  Projects v Groups v  Activity Milestones  Snippets (D v @ v Searchorjump to...

& buttercup-dev apps buttercup_app_for_splunk Details

B buttercup_app_for_splunk @ a-~ & Star 0 E
Project ID: 14088464

S Copy or Bookmark
The repository for this project is empty _ 3 m.:.c O._”_ o 3 m ._uo —. “ O _._”
You can create files directly in GitLab using one of the following options. @ _ o Um _ m m.ﬂc U 7 W 11 U C m j m 3

® New file ® Add README ® Add CHANGELOG ® Add CONTRIBUTING

existing folder” on
command line inside
Splunk app directory on
e B L your system.

Create a new repository

Command line instructions

git clone git@gitlab.com:buttercup-dev/apps/buttercup_app_for_splunk.git
cd buttercup_app_for_splunk

touch README.md

git add README.md

git commit -m "add README" —A
git push -u origin master M—Q——\—: V
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= Initialize
Commit Splunk App to Git

Create an empty git

$~ cd $SPLUNK_HOME/etc/apps/buttercup_app_for_splunk .
repository locally

$~ git init

‘c git remote add origin git@gitlab.com:buttercup—dev/apps/buttercup_app_for_splunk.git

Add the remote repository to your current one

$~ git add .
‘: git commit -m "Initial commit"
Add files to the $~ git push -u origin master
repository and save ‘
local changes Push changes to

server

splunk> E




splunk> p
= =

@ EXPLORER

> OPEN EDITORS
v BUTTERCUP (WORKSPACE) T 5 U &
v buttercup_app_for_splunk
Vv .vscode
{} sftp.json
> appserver
> bin
v default
> data
app.conf
indexes.conf
inputs.conf
props.conf
transforms.conf
> metadata
> samples
> static
README.md

Make Changes

Edit inputs.conf and other source files

inputs.conf X = Js buttercup.js

huttercun ann for splunk > default > inputs.conf
[monitor://$SPLUNK_HOME/etc/apps/buttercup_app_for_splunk/samples/w3c_example. log]
disabled = false

sourcetype = buttercup:w3c

index = buttercup

_.lﬁu_ EXPLORER inputs.conf Js buttercup.js @
> OPEN EDITORS 1 UNSAVED buttercup_app_foizepianied appeerver) static > Js buttercup.js > ...
v BUTTERCUP (WORKSPACE) require.config({
v buttercup_app_for_splunk paths: { ) .
d buttercup_view: '../app/' + splunkjs.mvc.Components.getInstance("env").toJSON().app +
NSCOCS 4 '/js/views/ButtercupView'
{} sftp.json }
“ appserver H;
v static )
> contrib _.mncw.ﬂm: .
jquery -,
” css ‘underscore’,
> s 'splunkjs/mvc’,
Js buttercup.js 'buttercup_view',

= buttercup.png 'splunkjs/mvc/simplexml/ready!'], function ($, _, mvc, ButtercupView) {

> bin
> default var buttercupView = new ButtercupView({
> metadata el: $('#placeholder_for_view')
> samples 2k
> static
README.md buttercupView. render();

splunk>
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—>

Reload

|
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Test

Basic workflow for testing operations

Reload app changes Commit
Avoid cache issues

Eventually restart Splunk

. Distribute
Test app behavior

| YES
General behavior \. @

Specific behavior after changes

N
7

a work?

Edit code Make NO

Changes

| splunk> E
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splunk> p

== Commit & Revert
Save changes to repository for version control

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL A
-+ buttercup_app_for_splunk git: ( ) x git commit -a -m "Updated inputs.conf"]}
-+ buttercup_app_for_splunk git: ( ) x git push origin master]]

Automatically stage files that have been modified and

deleted, but new files you have not told Git about are not
affected.

Use the given <msg> as the commit message. If multiple
-m options are given, their values are concatenated as Commit Options
separate paragraphs. [More? ]

splunk> E
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splunk> Q -
== Commit & Revert
Revert changes from previous version

<OC OOBB:H@Q <OC_‘. OOQ@ QDQ ._”—JQD PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL

Ucmjma it to the remote ﬁmbom:OJ\. -» buttercup_app_for_splunk git:( ) x git revert HEADJ}

PROBLEMS OUTPUT DEBUG CONSOLE  TERMINAL

-+ buttercup_app_for_splunk git: ( ) x git revert a3ad82cof]

$ git stash
$ git reset ——hard <hash-or-ref>

$ git stash pop

You haven't published your commits
to a remote repository yet.

splunk> E
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.conf19.

splunk>

Use Case 2
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splunk>

= Use Case 2
Required Steps To Take With Remote Splunk Servers
Same as Use Case 1 With Following Exceptions

Setup Commit &

Remote

Install Create a Buttercup Splunk test Buttercup
VSCode GitLab Repo App Eventually App
Install Buttercup Edit a .conf restart service Commit
extensions App file Verify app changes
Splunk-linter Sync Remote Comment a behavior Revert
SFTP > Local python / js file changes
Configure Initialize qit MMFoo_mMom_ > Wwﬂdoo“vom_ >
SFTP Commit and
Test SSH push App files Splunk
connection to repo Test changes

splunk> E
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Setup Environment
Configure SFTP Extension for VSCode

Ctrl+Shift+P

g

Cmd+Shift+P

_Mu EXPLORER

> OPEN EDITORS
~ UNTITLED (WORKSPACE) 11
v buttercup_app
v .vscode
{} sftp.json
> appserver
> bin
> default
> local
> metadata
README.md

) >SFTP: Config
S =
oL 8

{} sftp.json X

buttercup_app > .vscode > {} sftp.json > ...
i O R 1
"name": "Buttercup @buttercupRemotel”,
"host": "ec2-52-18-254-155.eu-west-1.compute.amazonaws.com",
"protocol": "sftp",
"port": 22,
"privateKeyPath": "/Users/epescio/Downloads/erica-k.pem",
"username": "ec2-user",
"remotePath": "/opt/splunk/etc/apps/buttercup_app",
"uploadOnSave": true,
"ignore": [
".vscode",
".git",
".DS_Store"

Provide host,
username, protocol,
etfc

Careful at:

Corresponding local
and remote files
structure

Permissions of remote
folder

splunk> E
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=

EXPLORER

> OPEN EDITORS

© 2019 SPLUNK INC

Make Changes

Synchronize app remote > local

v BUTTERCUP (WORKSPACE) 1) ™9 O &

v buttercup_app_f
v .vscode
{} sftp.json

New File

New Folder
Reveal in Finder
Open in Terminal

Add Folder to Workspace...
Open Folder Settings
Remove Folder from Workspace

Find in Folder... X OF
Paste

Copy Path
Copy Relative Path

Sync Local -> Remote
Sync Remote -> Local
Sync Both Directions

Upload Folder
Download Folder

PROBLEMS  OUTPUT

1

SFTP: EXPLORER ¢ &9

v Buttercup @buttercupRemote1
appserver

bin

default

local

AARRVARNE " V4

metadata
README.md

DEBUG CONSOLE  TERMINAL

splunk> E
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=

Make Changes

Synchronize app local > remote

EXPLORER

> OPEN EDITORS
v UNTITLED (WORKSPACE) ..,D ._.,u O g

New File

New Folder
Reveal in Finder
Open in Terminal

Add Folder to Workspace...
Open Folder Settings
Remove Folder from Workspace

Find in Folder... X 1{OF
Paste BV

Copy Path X &8C
Copy Relative Path X {3C

Sync Local -> Remote
Sync Remote -> Local
Sync Both Directions

Upload Folder
Download Folder

PROBLEMS  OUTPUT

5

SFTP: EXPLORER ¢ &9

v Buttercup @buttercupRemote1
appserver

bin

default

local

ARV V4

metadata
README.md

DEBUG CONSOLE  TERMINAL

splunk> E
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—>

Upload

|
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Test

Basic workflow for testing operations

Upload app changes Commit

Avoid cache issues

Eventually restart Splunk %
Test app behavior Distribute

General behavior YES @

Specific behavior after changes

V\ Does it
- work?
Edit code Make NO
Changes

| splunk> E







Benefit

What’s The Reason We Want To Do This, Again??

confry

splunk>



© 2019 SPLUNK INC

Recap — What’s the Benefit to You

Integrating

A Psuedo-Splunk Config Editor
Splunk Code Completion and Syntax Highlighting

Less Errors, Reduced Development Cycles
Easily Revert Changes

Version Control and Application Backup
Simple synchronizing for editing remote files
A single interface to do it all!

splunk> E




What You Should Do Next

Go get your hands wet! Try it out!!!

confry
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Q&A

Erica Pescio | Sr. FDSE Engineer
Joe Welsh | Sr. Manager, FDSE |

confry
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