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FO rW ar d 4 During the course of this presentation, we may make forward-looking statements regarding
future events or plans of the company. We caution you that such statements reflect our

L O O k I n g current expectations and estimates based on factors currently known to us and that actual
events or results may differ materially. The forward-looking statements made in the this

St at e rn e n tS !ore.sentation are being made as of th.e time and date of its !ive pregentation. If reviewed after
its live presentation, it may not contain current or accurate information. We do notassume

s any obligation to update any forward-looking statements made herein.

In addition, any information aboutour roadmap outlines our general product directionand is
subjectto change at any time without notice. Itis for informational purposes only, and shall
not be incorporated into any contract or other commitment. Splunk undertakes no obligation

Q either to develop the features or functionalities described or to include any such feature or
functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk
Lightand SPL are trademarks and registered trademarks of Splunk Inc. inthe United States
and other countries. All other brand names, productnames, or trademarks belong to their
respective owners. © 2019 Splunk Inc. All rights reserved.
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Splunk Data Stream Processor

Splunk Data Stream Processor splunk}
E Turn raw datainto high-
Filter Enrich value information
Call Detail
Records
E . Data Warehouse
| . Normalize Transform : : =
Vessaging = o s Take action on data in %
Shopping Car motion
Aggregate Format
Servers e
) N Public Cloud
Cell Phones O Data Mask Sensitive Data Protect sensitive data Y
and Devices
@ RFID .y
Web Services Detect data patterns or conditions ——
Distribute data to
Splunk or other Message Bus
Track and monitor pipeline health destinations i
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Get Data In Splunk
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Get Data Iin Splunk

Get started
Files and HTTP Event Scripts or
Directories Collector TCP/UDP modular inputs
Upload a file or index Configure tokens that Configure the Splunk Get datafrom any
a local file or monitor clientscan useto platformto listenon a API, or database with
an entire directory send dataover HTTP network port a script
or HTTPs
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Get Data into Splunk

Current Tool Kit

Data Source Ingest Methods Deliver

Windows

Linux/ Unix

Applications

Virtual Cloud

Networking

Databases

Universal Forwarder

Heavy Weight Forwarder

Intermediate Forwarder

Technical Add-ons

B @& 0= |
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Get data into Splunk

DSP Ingest Methods
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Get Data into Splunk

Data Stream Processor — Ingest Methods

* Upload a file

* Ingest API

* Forwarder Service
- Message bus
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Sensor Sensel

Use-case
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Persona : IT admin
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Jason

Splunk IT admin
Az company

| want to Monitor
Infrastructure Performance

» Deployed across multiple regions

« Approx. ~50 different services

« Collect metrics for individual services

« Amazon CloudWatch Metrics

« Metrics pulled over very recent time windows, say the
last 30 or 60 min
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3 Key Infrastructure Adaptability Requirements

Scalability

Can the system scale
automatically?

Can it scale to collect data from
multiple regions?

Can | scale up & down?

Can | manage multiple jobs
within a specific time interval?

High Availability

« Can | have maximum resiliency to
meet my business continuity needs?

« Can it recover automatically without
manual intervention?

Performance

Jd

 How fast can | collect the

metrics?

» What throughput will | get?
 Can | collect metrics for

recent time window, say the
last 30 or 60 min?
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Get Data into Splunk

Data Stream Processor — Ingest Methods

* Upload a file Introducing

* Ingest AP + Collect
» Forwarder Service Service

- Message bus
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Collect Service

In a nutshell

 Scalable data collection service to pull large volumes of data from external data sources
* Focus on scheduled data collection at Scale and leverage DSP for data transformation

* Available in Splunk Cloud Services and Splunk Data Stream Processor (DSP) on-prem
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Collect Data: A New Scalable
Ingest Mechanism

A new Ingest Method

Amazon S3 ‘ Splunk

Enterprise

Amazon CloudWatch Metrics ;
Pull DSP

Amazon Metadata % —

Collect Service

Azure Monitor Metrics gi;m

llllll
llllll

Other
Destinations

Google Cloud Platform f)

Database %
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Key Concepts

In Collectservice

Connector Schedule ajob Execution Worker

Extension of the Defines when, what, Oneiteration of a Worker provides the
Collect Service that and how to collect scheduledjob abstraction for
can collecteventsor data underling computing
metrics from a data resources
source
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Avallable

Collect
Service
Connectors
today!

* Amazon S3 Connector

..., Amazon CloudWatch Metrics

Amazon Metadata
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Splunk Enterprise
Connector

Apache Kafka
Connector using SSL

Amazon Kinesis Azure Event Hubs Using
Connector using stati... =~ SAS Key

CCCCCC
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Architecture Overview

Data collection service designed for the “pull” scenario

Streaming Service
Data Pipeline

1] .
== Collect Service

Connectors available
Scheduled Jobs -

Date Source
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How It works?
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1. Connectors (Pull-Based)
« Know how to connectto external systems

. « Scheduledto pullnew data from an external source
HOW |t » Eachtime theyrun, they connect and fetch data
WO r kS 7 « Connectors thenwrite data to the DSP Pipeline

Collect Service In action 2 Connection

A configured instance of a connector

What kind of connector?
Where to connect? (i.e. which AWS account, which region ..)

How to authenticate? (i.e. AWS access keys)
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Connnant @R
Amazon CloudWatch Metrics Connector
INn DSP

Monitor Infrastructure Performance

Pre-requisite Collect Aggregate Search Analyze

Splunk Create

Set : Enterprise Dashboard
o Build a
permissions Create a Or

Amazon connection Jpaline Splunk \WEUE

Account Investigate proactive
decision
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Pre-requisite
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n n
I r ‘ — r ‘ q u I S I t‘ e ows credential : The AWS credentials used to access the Amazon CloudWatch Metrics

o credential type :The AWS credential type (only access key issupported)

o access_key : The AWS access key credential information

® aws_access_key_id :Your AWS access key ID

= Set Permissions for AW S

®m ows_secret_access_key : Your AWS secret access key

- Set PermISSIOnS for the * namespace :Anarray of namespaces
AW S/ECZ nam espace e region :Anarray of regions

e period :Thelength of time associated with a specific Amazon CloudWatch statistic

= Set Param ete rS us ed I n e stats :An array of statistics. Statistics are metric data aggregations over specified periods of time. One statistic can be
Maximum , Sum, Minimum, Average ,or SampleCount .
the Splunk AW S

e delay :(optional) The number of seconds to delay the metrics data collection to compensate for latency in the availability of

C I O u dW atC h Metrl CS Amazon CloudWatch Metrics data points (default is 300 seconds)
Connector
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Create a connection

Collect Service - Connectors
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Create a
connection
using Ul

Connection

A configured instance of a
connector

W hereto connect?

How to authenticate? (i.e.
username/password, AWS
access keys, client
certificates)

Cancel Previous
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Create a Connection Using AP

curl —X POST "https://api.scp.splunk.com/<tenant>/collect/vlbetal/iobs/" \

curl =X POST "https://api.scp.splunk.com/<tenant>/collect/vlbetal/jobs/" \

"name": "your connection name",
"connectorID": "“aws-s3",

"'schedule'": "45 *x *x *x %",
"sqs_queue_url": "http(s)://sqs(-fips).<REGION=>.amazonaws.com/<YOUR_ACCOUNT_NUMBER>/<YOUR_QUEUE_NAME>",
"aws_credential®: {

https://sdc.splunkbeta.co "access_key": {

“"aws_access_key id": "your AWS access key",

r71/r€3f€3r€3r1(363/61[2i/(:()||63(3t/\/]. "aws_secret_access_key": "your AWS secret access key"
betal#endpoint-createJob |

.
"filetype": "json",
"json": {
"field": "Records"
|
"scalePolicy": {
"static": {
"workers'": 2
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https://sdc.splunkbeta.com/reference/api/collect/v1beta1

ﬂ Connections Management

Data Stream Processor
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Splunk>dsp Pipelines Connections Templates D

i Connection Name Connector Name ¥ ¢ Usage = Next Scheduled Time  Last Modified # Last Modified By * Created Date = CreatedBy =

A Home

| ] > Amaz
{{ Build Pipeline 0 active
3LAM Kine Connector using stati Not applicab! Jt th, 201 echeverr plt m 30th, 2019 jecheverria@splunk ul
pipeline
dentiz
Data Management
cloudwatch-conf- Amazon CloudWatch 1 active Oct 17th, 2019

User Management Oct 16th,2019  czhang@splunk.com Oct 16th, 2019  czhang@splunk.com :
When is next job scheduled?

(1]

demo Metrics Connector pipeline 00:00

Create Pipeline

Clone

NN N0 N0 N NN N NN

Create a pipeline

Actions
* Delete
* Edit
* Clone

(?) Help & Feedback

splunk>
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Build a pipeline

DSP
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Create a Pipeline > Preview Results

DSP > Build Pipeline > Preview results

Amazon CloudWatch Metrics unsaveo

(? Amazon CloudWatch Me...

—————

3.B0ms 0.427ms

events
bytes

latency

View Configurations Preview Results

kind = host
Isde 1fdb7daf-3da7-46e0-adcc-5a47417fa2a3-42-15713455w25sx
Isdc-c-cn-1fdb7daf-3da7-46e0-adcc-5a47417fa2a3-42-157134559¢crms
Isdc 1fdb7daf-3da7-46e0-adcc-5a47417fa2a3-42-15713456w25sx
metric Isdc 1fdb7daf-3da7-46e0-adcc-5a47417fa2a3-42-15713455w25sx
1fdb7daf-3da7-46e0-adcc-5a47417fa2a3-42-15713455%¢crns

metric Isdc

1fdhTdaf.Ada7. ARaN.adrr-Rad7A1 72222 A2 171 34AERwm I Bew

(4] mafrie

Table ~ 10 Per Page ~ Q

[ save |

Activate Pipeline

[ Vvalidate [ > Start Preview

h o

Write to Index

0.00ms 0.00ms:

events
bytes

latency

attributes source_type =

{"_splunk_connection_id""1fdb7daf-3da7-46e0-adcc-5a47417fa2a3"} aws:cloudwatch:metrics

{"_splunk_connection_id""1fdb7daf-3da7-46e0-adcc-5a47417fa2a3"} aws:cloudwatch:metrics

{"_splunk_connection_id""1fdb7daf-3da7-46e0-adcc-5a47417fa2a3"} aws:.cloudwatch:metrics

{"_splunk_connection_id""1fdb7daf-3da7-46e0-adcc-5a47417fa2a3"} aws:cloudwatch:metrics

{"_splunk_connection_id""1fdb7daf-3da7-46e0-adcc-5a47417fa2a3"} aws:cloudwatch:metrics

crannactian _id""1fdh7daf.3da7. ARaN.adrnRad7A17f2223"1 awreclaudwatehmatrice

1 2 3 4 5 Next >
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< C' & https://si.scp.splunk.com/dspd ' ww w O (4]

! Apps O Okta Splunk &g service portal Pwny Portal O Splunk Inc - Welc... X LogIn - Confluence k& Splunk Self Servic... x Dashboard - Confl... N Products Glossary » £33 Other Bookmarks

—  splunk >investigate Home Data Workbooks Dashboards PD

Welcome, Poornima Devaraj!

Getting Started Don’t Show This Again
Get Started with Sample Data Invite Other Users Splunk Investigate Beta Slack Channel
Enabling sample data brings up valuable content including Invite other users you want to collaborate with on Join the Splunk Beta Slack Channel.
datasets, searches, and dashboards so that you can learn searches, dashboards, and more.

how to use Splunk Investigate.

S—

Walkthroughs &

Don’t Show This Again
Explore the following topics to learn more about using Splunk Investigate:

Add and connect to Introduction to Visualize your data
your data Workbooks with Dashboards

Discover your data




How Collect Service Meets
Adaptability Requirements

Scalability

Kubernetes

Scale-out Architecture

* Workersto scale

» Load Balance

* Resource pool for multiple jobs

High Availability

Multiple replicas
Kubernetes

» Recoveryfromfailure

* |Isolation of failures/ errors
Avoid single point of failure

Centrally manage the checkpointing
for datadiscovery and collection

© 2019 SPLUNK INC.

Performance

J

Map Reduce Model
* Collectdata in-parallel
Load Balance

Golang-based data collection
engine and connectors
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More Value from Collect Service

Resource
Optimization Extensibility
0-
0-
0-
» Pull data on-demand « Extend by implementing connectors in
- Shared computing resources Go/Java/Python or any other preferred
across jobs/executions languages/framework

« Same connector works on cloud and on pre

« Improved development experience to
test/debug connectors without DSP

Registry service not available

» Considering options

» Let’s talk if you want to build a new connector

© 2019 SPLUNK INC.

Visibility and
Management

* Collect service centrally
manages all inputs

« Admin know where the data
Is coming from and the
throughput/error/warning

« Connections Management
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Sneak Preview: How to Build New Connector

D

* Any chance to reuse current
pull-based or streaming
connectors?

» Does your use case fit the
Collect Service?

2)

* Understand the connector workflow

« Build it with Go/Python/..
» Test/debug locally

3

* Register the new connector
In DSP

» Create data collection job via

REST or web Ul
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Connector Workflow

Data Sources

Discover Phase Collect Phase
Checkpoint Store

Task Queue

Cron
Scheduler Splunk Firehose (Events/Metrics)

REST API Secret
To CRUD Jo Manager
Job Config

DSP Pipeline

Splunk Index
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Next Steps

Sign up today! for Splunk Investigate Free Trial!

Pull data into DSP using connectors available
DSP is also available On-prem

https://www.splunk.com/en_us/software/stream-

processing.html

Let's get connected.
* Need more connectors
 Build your own connector on collect service
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http://dev.splunk.com/scs
https://www.splunk.com/en_us/software/stream-processing.html

Resources & Contacts

Where can | find more information?

Developer Guide:

https://dev.splunk.com/scs/docs/add/collect
https://dev.splunk.com/scs/docs/add/collect/cloudwatchmetrics
https://dev.splunk.com/scs/docs/add/collect/s3
https://dev.splunk.com/scs/docs/add/collect/awsmetadata
https://dev.splunk.com/scs/docs/add/collect/azuremonitormetrics

Information on DSP: https://docs.splunk.com/Documentation/DSP

Poornima Devaraj, Technical Product Manager (pdevaraj@splunk.com)
Thor Taylor, Director Product Management (ttaylor@splunk.com)
Dan McBreen, AVP New Product Sales (dmcbreen@splunk.com)
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https://docs.splunk.com/Documentation/DSP
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Q&A

Poornima Devaraj | Product Manager
pdevaraj@splunk.com

Jove Zhong | Engineering Director
jzhong@splunk.com
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You!

RATE THIS SESSION



