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During the course of this presentation, we may make forward-looking statements regarding 
future events or plans of the company. We caution you that such statements reflect our 
current expectations and estimates based on factors currently known to us and that actual 
events or results may differ materially. The forward-looking statements made in the this 
presentation are being made as of the time and date of its live presentation. If reviewed after 
its live presentation, it may not contain current or accurate information. We do not assume 
any obligation to update any forward-looking statements made herein.

In addition, any information about our roadmap outlines our general product direction and is 
subject to change at any time without notice. It is for informational purposes only, and shall 
not be incorporated into any contract or other commitment. Splunk undertakes no obligation 
either to develop the features or functionalities described or to include any such feature or 
functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk 
Light and SPL are trademarks and registered trademarks of Splunk Inc. in the United States 
and other countries. All other brand names, product names, or trademarks belong to their 
respective owners. © 2019 Splunk Inc. All rights reserved.

Forward-
Looking
Statements
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The information in these materials, and that provided by the presenters, are 
provided for informational purposes only. It should not be considered, nor should 
it substitute for legal, accounting or other professional advice. If you require legal 
advice, or need other professional assistance, you should always consult your 
attorney and/or other professional to discuss your particular facts, 
circumstances, and business needs.

For legal purposes, we know nothing, and shouldn’t be thought of as 
knowledgeable about anything.

Remember this part – it'll be important later on.

Safe Harbor Statement
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How did this get started?
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How did this 
get started?

Yes
Dustin R Marling   //   12:17

You serious?
Eric D Favreau   //   12:17

Dustin R Marling   //   12:17

I think we’ve lost 2 months of knowledge objects

Dustin R Marling   //   12:17

Did you talk to the Splunk admins yet?

Hey Dude
Dustin R Marling   //   12:17

What’s Up?
Eric D Favreau   //   12:17

No. Why?
Eric D Favreau   //   12:17

That’s not funny
Eric D Favreau   //   12:17

Eric D Favreau   //   12:17
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Who are these guys?

Splunk Developer

Splunk Power User – 5 years

Analyzes Client Production Errors, Incidents, 
and Impacts

Works in a high visibility environment

linkedin.com/in/dmarlingsplunk/

Service Health Operations Analyst

Splunk Power User – 6 years

Analyzes Client Experience in Production 
Products

Works in a high visibility environment

linkedin.com/in/efavreau/

Dustin Marling Eric D. Favreau

https://www.linkedin.com/in/dmarlingsplunk/
https://www.linkedin.com/in/efavreau/
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Paychex is a leading provider of integrated human capital 
management solutions for payroll, human resources, retirement, 
and insurance services. By combining its innovative software-as-
a-service technology and mobility platform with dedicated, 
personal service, Paychex empowers small- and medium-sized 
business owners to focus on the growth and management of their 
business. 

Backed by more than 45 years of industry expertise, Paychex 
serves over 670,000 payroll clients as of May 31, 2019, across 
more than 100 locations in the U.S. and Europe, and pays one out 
of every 12 American private sector employees. 

About Paychex



©  2 0 1 9  S P L U N K  I N C .

Paychex Market Leadership

#1 small business

#2 mid-market

~12 million people 
paid

1.5 million worksite 
employees

52,000 clients

Inc.com Best HR 
Outsourcing for SMBs

#1 recordkeeper in 
the U.S. by number of 
plans*

87,000 clients served

1 million participants 

20th largest insurance 
agency in the U.S.**

$2.4+ billion 
in premiums paid

125,000 insurance
clients

Payroll HR Retirement Insurance

* Listing by PLANSPONSOR magazine ** Listing by Business Insurance magazine



©  2 0 1 9  S P L U N K  I N C .

Paychex Awards + Recognition 
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If you don’t know Paychex yet

Remember those 
“Forward looking statements” 
and “Safe Harbor” parts?

Good.
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Splunk @ Paychex

Searches Daily

416k
Daily Ingestion

6TB
Number of 

indexers @ 16 
CPU & 24GB 

RAM

70
Unique Production 

Dashboards

4392
Unique users 

per day

>500

Numbers about our Splunk environment
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How it 
happened.

Here’s the amount of 
updates we thought we lost:

Type Modifications

lookups 141078

views 3066

savedsearches 1644

ui-tour 221

macros 163

extract 136

viewstates 81

eventtypes 75

datamodels 14

models 14

report 11

transforms 10

What happened
What we thought was lost and how we lost it.
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I have so much that I want to do.
I hate wasting time.”

Stephen Hawking
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What can 
I do?
I want to save time and 
effort from loss
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Not in Scope
Things considered 
and ruled out

Enterprise Backups

Apps in Splunkbase

Integration into your favorite 
source control system

Anything involving your admins 
(nice people, we’re sure)
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Hold up…
Knowledge 
Object?
Right. 
So a knowledge object is:

Source: https://docs.splunk.com/Splexicon:Knowledgeobject

Splunk Enterprise knowledge objects include 
saved searches, event types, tags, field 
extractions, lookups, reports, alerts, data 
models, transactions, workflow actions, 
and fields.

For our purposes, we are stretching this definition to include 
anything where you invest time to create/customize items, like 
dashboards and macros. Collectively, we’ll call them Assets.

https://docs.splunk.com/Splexicon:Knowledgeobject
https://docs.splunk.com/Splexicon:Savedsearch
https://docs.splunk.com/Splexicon:Eventtype
https://docs.splunk.com/Splexicon:Tag
https://docs.splunk.com/Splexicon:Fieldextraction
https://docs.splunk.com/Splexicon:Lookup
https://docs.splunk.com/Splexicon:Report
https://docs.splunk.com/Splexicon:Alert
https://docs.splunk.com/Splexicon:Datamodel
https://docs.splunk.com/Splexicon:Transaction
https://docs.splunk.com/Splexicon:Workflowaction
https://docs.splunk.com/Splexicon:Field
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Solution Genesis
Where’s my stuff and how do I get 
it from Splunk?
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How many assets?

Macros

103
Dashboards

298
Reports/

Saved Searches

365
Lookups

200
Field

Extractions

236

Let’s start small; with only the most important assets - MINE
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I can’t do this one by one

Which API Path?

Which format do I want to use?

What tools do I use?

How do I invoke?

Do I want to RTFM?

Which Splunk App & Which User?

JSON, XML, or CSV?

GUI? PowerShell? cURL?

Look for examples in Splunk Docs, 
Splunk Answers, DuckDuckGo?

Not really

Using the API might help – decisions to make
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CYA Master Query
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| union maxtime=300 timeout=300
[| rest splunk_server="local" "/servicesNS/-/-/data/ui/views" | eval Type="view" | fields - type description label]
[| rest splunk_server="local" "/servicesNS/-/-/data/props/calcfields" | eval Type="calculated fields" | fields - type field.* | rex field=title " : [^\-]+-(?<title>[^\e]+)"]
[| rest splunk_server="local" "/servicesNS/-/-/data/props/fieldaliases" | eval Type="field aliases" | fields - type value | rex field=title " : [^\-]+-(?<title>[^\e]+)]
[| rest splunk_server="local" "/servicesNS/-/-/data/transforms/extractions" | eval Type="field transformations" | fields - type]
[| rest splunk_server="local" "/servicesNS/-/-/data/props/extractions" | eval Type="extractions" | rex field=title " : (?<type>(EXTRACT|REPORT))-(?<title>[^\e]+)"]
[| rest splunk_server="local" "/servicesNS/-/-/data/props/sourcetype-rename" | eval Type="sourcetype renaming" | fields - type stanza]
[| rest splunk_server="local" "/servicesNS/-/-/data/ui/workflow-actions" | eval Type="Workflow actions"]
[| rest splunk_server="local" "/servicesNS/-/-/data/ui/times" | eval Type="Time Ranges" | fields - type]
[| rest splunk_server="local" "/servicesNS/-/-/saved/searches" | search NOT search="| noop" | eval Type="Saved Searches/Alerts/Reports" | fields - type]
[| rest splunk_server="local" "/servicesNS/-/-/data/models" | eval Type="Data Models" | fields - type]
[| rest splunk_server="local" "/servicesNS/-/-/saved/eventtypes" | eval Type="Event Types" | fields - type | eval tags=mvjoin(tags, ",")]
[| rest splunk_server="local" "/servicesNS/-/-/saved/fvtags" | eval Type="List by Field value pair" | fields - type]
[| rest splunk_server="local" "/servicesNS/-/-/saved/ntags" | eval Type="List by tag name" | fields - type]
[| rest splunk_server="local" "/servicesNS/-/-/admin/tags" | eval Type="Tags" | rex field=field_name_value "^(?<field_name>[^\=]+)=(?<field_value>[^\e]+)" | fields - tag_name type field_name_value | rex
field=title " : (?<title>[^\e]+)"]
[| rest splunk_server="local" "/servicesNS/-/-/data/lookup-table-files" | eval Type="lookup table files" | fields - type]
[| rest splunk_server="local" "/servicesNS/-/-/data/transforms/lookups" | eval Type="Lookup Definitions" | fields - type fields_array]
[| rest splunk_server="local" "/servicesNS/-/-/data/props/lookups" | eval Type="Automatic lookups" | fields - type value | rex field=title " : [^\-]+-(?<title>[^\e]+)"]
[| rest splunk_server="local" "/servicesNS/-/-/data/ui/nav" | eval Type="App UI" | fields - type]
[| rest splunk_server="local" "/servicesNS/-/-/data/ui/panels" | eval Type="Pre-built panels" | fields - type]
[| rest splunk_server="local" "/servicesNS/-/-/messages" | eval Type="Bulletin Messages" | fields - type]
[| rest splunk_server="local" "/servicesNS/-/-/admin/macros" | eval Type="Search Macros" | fields - type]
| eval updated=round(strptime(updated, "%Y-%m-%dT%H:%M:%S"),0)
| fieldformat updated= strftime(updated, "%x %X")
| eval _time=now()
| search author=[| makeresults count=1 | eval username="$username$" | eval search="\"".mvfilter(NOT match(username,"username"))."\"" | table search | append

[| rest splunk_server=local /services/authentication/current-context | table username | rename username as search | eval search="\"".search."\""]
| stats list(search) as search | eval search=mvindex(search, 0)]

| foreach title "eai:data" "eai:acl.sharing" "eai:acl.perms.read" "eai:acl.perms.write" search definition stanza value transform tag* filename fields_list collection external_type description *cron* 
is_scheduled schedule_window action* alert* args errormsg validation earliest_time latest_time header_label order display_location fields eventtypes REGEX link.* search.* display.*

[ eval "<<FIELD>>"=if(mvcount('<<FIELD>>')>1, mvjoin('<<FIELD>>', ","), '<<FIELD>>')]
| table _time Type title eai:acl.appauthor eai:acl.perms.read eai:acl.perms.write eai:* *

The one query to rule them all
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| union maxtime=300 timeout=300
[| rest splunk_server="local" "/servicesNS/-/-/data/ui/views" | eval Type="view" | fields - type description label]
[| rest splunk_server="local" "/servicesNS/-/-/data/props/calcfields" | eval Type="calculated fields" | fields - type field.* | rex
field=title " : [^\-]+-(?<title>[^\e]+)"]
[| rest splunk_server="local" "/servicesNS/-/-/data/props/fieldaliases" | eval Type="field aliases" | fields – type | rex
field=title " : [^\-]+-(?<title>[^\e]+)]
…

Begin with a union command to allow multiple rest calls to be executed.

Iterate through the different rest end points that contain your assets.
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| union maxtime=300 timeout=300
[| rest splunk_server="local" "/servicesNS/-/-/data/ui/views" | eval Type="view" | fields - type description label]
[| rest splunk_server="local" "/servicesNS/-/-/data/props/calcfields" | eval Type="calculated fields" | fields - type field.* | rex field=title " : [^\-]+-(?<title>[^\e]+)"]
[| rest splunk_server="local" "/servicesNS/-/-/data/props/fieldaliases" | eval Type="field aliases" | fields - type value | rex field=title " : [^\-]+-(?<title>[^\e]+)]
…

| eval updated=round(strptime(updated, "%Y-%m-%dT%H:%M:%S"),0)
| fieldformat updated= strftime(updated, "%x %X")
| eval _time=now()

Format the updated data to an epoch time with strptime

Add a _time field set to now() to know when you extracted the data from Splunk
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| union maxtime=300 timeout=300
[| rest splunk_server="local" "/servicesNS/-/-/data/ui/views" | eval Type="view" | fields - type description label]
[| rest splunk_server="local" "/servicesNS/-/-/data/props/calcfields" | eval Type="calculated fields" | fields - type field.* | rex field=title " : [^\-]+-(?<title>[^\e]+)"]
[| rest splunk_server="local" "/servicesNS/-/-/data/props/fieldaliases" | eval Type="field aliases" | fields - type value | rex field=title " : [^\-]+-(?<title>[^\e]+)]
…
| eval updated=round(strptime(updated, "%Y-%m-%dT%H:%M:%S"),0)
| fieldformat updated= strftime(updated, "%x %X")
| eval _time=now()

| search author=[| makeresults count=1 | eval username="$username$" | eval search="\"".mvfilter(NOT 
match(username,"username"))."\"" | table search | append

[| rest splunk_server=local /services/authentication/current-context | table username | rename username as search | 
eval search="\"".search."\""]

| stats list(search) as search | eval search=mvindex(search, 0)]
| foreach title "eai:data" "eai:acl.sharing" "eai:acl.perms.read" "eai:acl.perms.write" search definition stanza value 
transform tag* filename fields_list collection external_type description *cron* is_scheduled schedule_window action* 
alert* args errormsg validation earliest_time latest_time header_label order display_location fields eventtypes REGEX 
link.* search.* display.* tag.* tagged.*

[ eval "<<FIELD>>"=if(mvcount('<<FIELD>>')>1, mvjoin('<<FIELD>>', ","), '<<FIELD>>')]
| table _time Type title eai:acl.appauthor eai:acl.perms.read eai:acl.perms.write eai:* *

Add a search filter
Format any arrays to comma separated results using foreach.
Add a table command to make the output in a consumable format
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Machine Learning Toolkit 
Assets

A little different than Enterprise Splunk
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| rest splunk_server="local"
[| rest splunk_server=local /services/authentication/current-context
| table username 
| rename username as search 
| eval search="servicesNS/".search."/Splunk_ML_Toolkit/mltk/experiments"]

| eval Type="MLTK experiments"
| eval entry= spath(value, "entry{}")
| mvexpand entry
| table Type entry
| spath input=entry
| search author=[| makeresults count=1 | eval username="$username$" | eval search="\"".mvfilter(NOT 
match(username,"username"))."\"" | table search | append

[| rest splunk_server=local /services/authentication/current-context | table username | rename username as
search | eval search="\"".search."\""]

| stats list(search) as search | eval search=mvindex(search, 0)]
| fields – entry

MLTK Master Query
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IT Service Intelligence
Also a little different than Enterprise Splunk
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| union maxtime=300 timeout=300
[| rest splunk_server=local /servicesNS/-/-/itoa_interface/glass_table | eval Type="ITSI Glass Tables"]
[| rest splunk_server=local /servicesNS/-/-/itoa_interface/home_view | eval Type="ITSI Home View"]
[| rest splunk_server=local /servicesNS/-/-/itoa_interface/deep_dive | eval Type="ITSI Deep Dive"]
[| rest splunk_server=local /servicesNS/nobody/SA-ITOA/itoa_interface/event_management_state | eval 

Type="ITSI Event Management State"]
| fields Type value
| eval value= spath(value, "{}")
| mvexpand value
| table Type value
| spath input=value
| search "acl.owner"=[| makeresults count=1 | eval username="$username$" | eval search="\"".mvfilter(NOT 
match(username,"username"))."\"" | table search | append

[| rest splunk_server=local /services/authentication/current-context | table username | rename username as
search | eval search="\"".search."\""]

| stats list(search) as search | eval search=mvindex(search, 0)]
| eval _time=now()
| fields - value
| table _time Type title acl.appauthor acl.perms.read acl.perms.write *

ITSI Master Query
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I have other stuff
We’ll teach you how to fish
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How to Fish 
for Assets

Finding more API 
endpoints on your own

Identify something missing

Navigate to it in the GUI settings

Observe URI in browser

Use URI segment in REST API call

Profit!
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Let’s find something missing
We left out Scheduled Views

Step 2Step 1 Step 3
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Can we use this URI in a rest call?
It worked! Add this to the CYA query now!
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“If you have two, you have one.
If you have one, you have none.”

Unknown
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Importing Assets
How do we get it back into Splunk?
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Import your CYA file into Splunk
Lots of options – let’s look at the GUI

Step 2Step 1

Step 3



| inputlookup EricsBigAssets.csv
| table id Type title "eai:data" "eai:acl.sharing" "eai:acl.perms.read" "eai:acl.perms.write" search definition stanza value transform tag* filename fields_list collection external_type disabled description *cron* 
is_scheduled schedule_window action* alert* args errormsg validation earliest_time latest_time header_label label order display_location fields eventtypes REGEX FORMAT link.* search.* display.* type alias.* field* 
overwrite lookup.*
| foreach "eai:data" "eai:acl.sharing" "eai:acl.perms.read" "eai:acl.perms.write" search definition stanza value transform tag* filename fields_list collection external_type description *cron* is_scheduled
schedule_window action* alert* args errormsg validation earliest_time latest_time header_label order display_location fields eventtypes REGEX FORMAT link.* search.* display.* type alias.* label field* overwrite 
lookup.*

[ rex field="<<FIELD>>" mode=sed "s:%:%25:g s:\t:%09:g s:\n:%0A:g s: :%20:g s:\ :%C2%A0:g s:\!:%21:g s:\":%22:g s:\#:%23:g s:\$:%24:g s:\&:%26:g s:\':%27:g s:\(:%28:g s:\):%29:g s:\*:%2A:g s:\+:%2B:g 
s:\,:%2C:g s:\-:%2D:g s:\.:%2E:g s:\/:%2F:g s:\::%3A:g s:\;:%3B:g s:\<:%3C:g s:\=:%3D:g s:\>:%3E:g s:\?:%3F:g s:\@:%40:g s:\[:%5B:g s:\\\:%5C:g s:\]:%5D:g s:\^:%5E:g s:\_:%5F:g s:\`:%60:g s:\`:%E2%82%AC:g 
s:\{:%7B:g s:\|:%7C:g s:\}:%7D:g s:\~:%7E:g s:\�:%9D:g s:\¡:%C2%A1:g s:\¢:%C2%A2:g s:\£:%C2%A3:g s:\¤:%C2%A4:g s:\¥:%C2%A5:g s:\¦:%C2%A6:g s:\§:%C2%A7:g s:\¨:%C2%A8:g s:\©:%C2%A9:g 
s:\ª:%C2%AA:g s:\«:%C2%AB:g s:\¬:%C2%AC:g s:\®:%C2%AE:g s:\¯:%C2%AF:g s:\°:%C2%B0:g s:\±:%C2%B1:g s:\²:%C2%B2:g s:\³:%C2%B3:g s:\´:%C2%B4:g s:\µ:%C2%B5:g s:\¶:%C2%B6:g s:\·:%C2%B7:g 
s:\¸:%C2%B8:g s:\¹:%C2%B9:g s:\º:%C2%BA:g s:\»:%C2%BB:g s:\¼:%C2%BC:g s:\½:%C2%BD:g s:\¾:%C2%BE:g s:\¿:%C2%BF:g s:\À:%C3%80:g s:\Á:%C3%81:g s:\Â:%C3%82:g s:\Ã:%C3%83:g s:\Ä:%C3%84:g 
s:\Å:%C3%85:g s:\Æ:%C3%86:g s:\Ç:%C3%87:g s:\È:%C3%88:g s:\É:%C3%89:g s:\Ê:%C3%8A:g s:\Ë:%C3%8B:g s:\Ì:%C3%8C:g s:\Í:%C3%8D:g s:\Î:%C3%8E:g s:\Ï:%C3%8F:g s:\Ð:%C3%90:g s:\Ñ:%C3%91:g 
s:\Ò:%C3%92:g s:\Ó:%C3%93:g s:\Ô:%C3%94:g s:\Õ:%C3%95:g s:\Ö:%C3%96:g s:\×:%C3%97:g s:\Ø:%C3%98:g s:\Ù:%C3%99:g s:\Ú:%C3%9A:g s:\Û:%C3%9B:g s:\Ü:%C3%9C:g s:\Ý:%C3%9D:g s:\Þ:%C3%9E:g 
s:\ß:%C3%9F:g s:\à:%C3%A0:g s:\á:%C3%A1:g s:\â:%C3%A2:g s:\ã:%C3%A3:g s:\ä:%C3%A4:g s:\å:%C3%A5:g s:\æ:%C3%A6:g s:\ç:%C3%A7:g s:\è:%C3%A8:g s:\é:%C3%A9:g s:\ê:%C3%AA:g s:\ë:%C3%AB:g 
s:\ì:%C3%AC:g s:\í:%C3%AD:g s:\î:%C3%AE:g s:\ï:%C3%AF:g s:\ð:%C3%B0:g s:\ñ:%C3%B1:g s:\ò:%C3%B2:g s:\ó:%C3%B3:g s:\ô:%C3%B4:g s:\õ:%C3%B5:g s:\ö:%C3%B6:g s:\÷:%C3%B7:g s:\ø:%C3%B8:g 
s:\ù:%C3%B9:g s:\ú:%C3%BA:g s:\û:%C3%BB:g s:\ü:%C3%BC:g s:\ý:%C3%BD:g s:\þ:%C3%BE:g s:\ÿ:%C3%BF:g s:\Œ:%C5%92:g s:\œ:%C5%93:g s:\Š:%C5%A0:g s:\š:%C5%A1:g s:\Ÿ:%C5%B8:g 
s:\Ž:%C5%BD:g s:\ž:%C5%BE:g s:\ƒ:%C6%92:g s:\ˆ:%CB%86:g s:\˜:%CB%9C:g s:\–:%E2%80%93:g s:\—:%E2%80%94:g s:\‘:%E2%80%98:g s:\’:%E2%80%99:g s:\‚:%E2%80%9A:g s:\“:%E2%80%9C:g 
s:\”:%E2%80%9D:g s:\„:%E2%80%9E:g s:\†:%E2%80%A0:g s:\‡:%E2%80%A1:g s:\•:%E2%80%A2:g s:\…:%E2%80%A6:g s:\‰:%E2%80%B0:g s:\‹:%E2%80%B9:g s:\›:%E2%80:g s:\™:%E2%84:g"]
| rex field=id mode=sed "(https?:\/\/)[^\/]+/\1localhost:8089/g"
| eval Workflowtype=if(Type="Workflow actions", type, null())
| foreach "eai:data" search definition stanza value transform tag* filename fields_list collection external_type description *cron* is_scheduled schedule_window action* alert* args errormsg validation earliest_time
latest_time header_label order display_location fields eventtypes REGEX FORMAT link.* search.* display.* type alias.* label overwrite lookup.*

[ eval restoreparametercreate=if(match("<<FIELD>>", "lookup\.field") AND Type="Automatic lookups", mvjoin(mvappend(restoreparametercreate, "-d <<FIELD>>=\"".coalesce('<<FIELD>>',"")."\""), " 
"),mvjoin(mvappend(restoreparametercreate, "-d <<FIELD>>=\"".'<<FIELD>>'."\""), " "))]
| foreach "eai:data" search definition value transform tag* filename fields_list collection external_type description *cron* is_scheduled schedule_window action* alert* args errormsg validation earliest_time latest_time
header_label order display_location fields eventtypes REGEX FORMAT link.* search.* display.* alias.* label overwrite lookup.* Workflowtype

[ eval restoreparameterupdate=if(match("<<FIELD>>", "lookup\.field") AND Type="Automatic lookups", mvjoin(mvappend(restoreparameterupdate, "-d <<FIELD>>=\"".coalesce('<<FIELD>>',"")."\""), " 
"),mvjoin(mvappend(restoreparameterupdate, "-d <<FIELD>>=\"".'<<FIELD>>'."\""), " "))]
| rex field=restoreparameterupdate mode=sed "s/-d Workflowtype=/-d type=/g"
| eval AuthToken="PUT AUTH TOKEN HERE"
| eval createid=id
| rex mode=sed field=createid "s/(.*)\/[^\/]+$/\1/g"
| eval curlpowershellupdate="curl.exe -k -H \"Authorization: Splunk ".AuthToken."\" -X POST ".id." ".restoreparameterupdate
| eval curlpowershellupdate=if(len(curlpowershellupdate)>32766, "TOO BIG FOR CURL", curlpowershellupdate)
| eval curlpowershellcreate="curl.exe -k -H \"Authorization: Splunk ".AuthToken."\" -X POST ".createid." -d name=\"".title."\" ".restoreparametercreate
| eval curlpowershellcreate=if(len(curlpowershellcreate)>32766, "TOO BIG FOR CURL", curlpowershellcreate)
| eval curllinuxupdate="curl -k -H \"Authorization: Splunk ".AuthToken."\" -X POST ".id." ".restoreparameterupdate
| eval curllinuxupdate=if(len(curllinuxupdate)>32766, "TOO BIG FOR CURL", curllinuxupdate)
| eval curllinuxcreate="curl -k -H \"Authorization: Splunk ".AuthToken."\" -X POST ".createid." -d name=\"".title."\" ".restoreparametercreate
| eval curllinuxcreate=if(len(curllinuxcreate)>32766, "TOO BIG FOR CURL", curllinuxcreate) | fields curl*

CYA Import cURL generator query
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| inputlookup EricsBigAssets.csv
| table id Type title "eai:data" "eai:acl.sharing" "eai:acl.perms.read" "eai:acl.perms.write" search definition stanza value transform 
tag* filename fields_list collection external_type disabled description *cron* is_scheduled schedule_window action* alert* args
errormsg validation earliest_time latest_time header_label label order display_location fields eventtypes REGEX FORMAT link.* 
search.* display.* type alias.* field* overwrite lookup.*
| foreach "eai:data" "eai:acl.sharing" "eai:acl.perms.read" "eai:acl.perms.write" search definition stanza value transform tag* 
filename fields_list collection external_type description *cron* is_scheduled schedule_window action* alert* args errormsg
validation earliest_time latest_time header_label order display_location fields eventtypes REGEX FORMAT link.* search.* 
display.* type alias.* label field* overwrite lookup.*

[ rex field="<<FIELD>>" mode=sed “…”]

Inputlookup or search the summary indexed data to retrieve the Assets you 
want to import

Table a list of fields you want to include in your import command

Foreach the same field list except id, type, and title to url encode the contents
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| inputlookup EricsBigAssets.csv
| table id Type title "eai:data" "eai:acl.sharing" "eai:acl.perms.read" "eai:acl.perms.write" search definition stanza value transform tag* filename fields_list collection 
external_type disabled description *cron* is_scheduled schedule_window action* alert* args errormsg validation earliest_time latest_time header_label label order 
display_location fields eventtypes REGEX FORMAT link.* search.* display.* type alias.* field* overwrite lookup.*
| foreach "eai:data" "eai:acl.sharing" "eai:acl.perms.read" "eai:acl.perms.write" search definition stanza value transform tag* filename fields_list collection external_type
description *cron* is_scheduled schedule_window action* alert* args errormsg validation earliest_time latest_time header_label order display_location fields eventtypes
REGEX FORMAT link.* search.* display.* type alias.* label field* overwrite lookup.*

[ rex field="<<FIELD>>" mode=sed “…"]

| rex field=id mode=sed "s/(https?:\/\/)[^\/]+/\1localhost:8089/g"
| eval Workflowtype=if(Type="Workflow actions", type, null())
| foreach "eai:data" search definition stanza value transform tag* filename fields_list collection external_type description *cron* is_scheduled schedule_window action* 
alert* args errormsg validation earliest_time latest_time header_label order display_location fields eventtypes REGEX FORMAT link.* search.* display.* type alias.* label 
field* overwrite lookup.*

[ eval restoreparametercreate=if(match("<<FIELD>>", "lookup\.field") AND Type="Automatic lookups", mvjoin(mvappend(restoreparametercreate, "-d 
<<FIELD>>=\"".coalesce('<<FIELD>>',"")."\""), ""),mvjoin(mvappend(restoreparametercreate, "-d <<FIELD>>=\"".'<<FIELD>>'."\""), " "))]
| foreach "eai:data" search definition value transform tag* filename fields_list collection external_type description *cron* is_scheduled schedule_window action* alert* 
args errormsg validation earliest_time latest_time header_label order display_location fields eventtypes REGEX FORMAT link.* search.* display.* alias.* label overwrite 
lookup.*
[ eval restoreparameterupdate=if(match("<<FIELD>>", "lookup\.field") AND Type="Automatic lookups", mvjoin(mvappend(restoreparameterupdate, "-d 

<<FIELD>>=\"".coalesce('<<FIELD>>',"")."\""), ""), mvjoin(mvappend(restoreparameterupdate, "-d <<FIELD>>=\"".'<<FIELD>>'."\""), " "))]
| eval AuthToken="PUT AUTH TOKEN HERE"
| rex field=restoreparameterupdate mode=sed "s/-d Workflowtype=/-d type=/g"

rex sed statement for the “id” field to insert the domain/splunk server name you will be importing to

foreach a list of fields you want to include in your import command

eval is used to insert your auth token
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| inputlookup EricsBigAssets.csv
| table id Type title "eai:data" "eai:acl.sharing" "eai:acl.perms.read" "eai:acl.perms.write" search definition stanza value transform tag* filename fields_list collection external_type
disabled description *cron* is_scheduled schedule_window action* alert* args errormsg validation earliest_time latest_time header_label label order display_location fields eventtypes
REGEX FORMAT link.* search.* display.* type alias.* field* overwrite lookup.*
| foreach "eai:data" "eai:acl.sharing" "eai:acl.perms.read" "eai:acl.perms.write" search definition stanza value transform tag* filename fields_list collection external_type description 
*cron* is_scheduled schedule_window action* alert* args errormsg validation earliest_time latest_time header_label order display_location fields eventtypes REGEX FORMAT link.* 
search.* display.* type alias.* label field* overwrite lookup.*

[ rex field="<<FIELD>>" mode=sed “…"]
| rex field=id mode=sed "s/(https?:\/\/)[^\/]+/\1localhost:8089/g"
| foreach "eai:data" search definition stanza value transform tag* filename fields_list collection external_type description *cron* is_scheduled schedule_window action* alert* args
errormsg validation earliest_time latest_time header_label order display_location fields eventtypes REGEX FORMAT link.* search.* display.* type alias.* label field* overwrite lookup.*

[ eval restoreparametercreate=if(match("<<FIELD>>", "lookup\.field") AND Type="Automatic lookups", mvjoin(mvappend(restoreparametercreate, "-d 
<<FIELD>>=\"".coalesce('<<FIELD>>',"")."\""), " "),mvjoin(mvappend(restoreparametercreate, "-d <<FIELD>>=\"".'<<FIELD>>'."\""), " "))]
| foreach "eai:data" search definition value transform tag* filename fields_list collection external_type description *cron* is_scheduled schedule_window action* alert* args errormsg
validation earliest_time latest_time header_label order display_location fields eventtypes REGEX FORMAT link.* search.* display.* alias.* label overwrite lookup.*

[ eval restoreparameterupdate=if(match("<<FIELD>>", "lookup\.field") AND Type="Automatic lookups", mvjoin(mvappend(restoreparameterupdate, "-d 
<<FIELD>>=\"".coalesce('<<FIELD>>',"")."\""), " "),mvjoin(mvappend(restoreparameterupdate, "-d <<FIELD>>=\"".'<<FIELD>>'."\""), " "))] 
| eval Workflowtype=if(Type="Workflow actions", type, null())

| eval AuthToken="PUT AUTH TOKEN HERE"| eval createid=id
| rex mode=sed field=createid "s/(.*)\/[^\/]+$/\1/g"
| eval curlpowershellupdate="curl.exe -k -H \"Authorization: Splunk ".AuthToken."\" -X POST ".id." ".restoreparameterupdate
| eval curlpowershellupdate=if(len(curlpowershellupdate)>32766, "TOO BIG FOR CURL", curlpowershellupdate)
| eval curlpowershellcreate="curl.exe -k -H \"Authorization: Splunk ".AuthToken."\" -X POST ".createid." -d name=\"".title."\" ".restoreparametercreate
| eval curlpowershellcreate=if(len(curlpowershellcreate)>32766, "TOO BIG FOR CURL", curlpowershellcreate)
| eval curllinuxupdate="curl -k -H \"Authorization: Splunk ".AuthToken."\" -X POST ".id." ".restoreparameterupdate
| eval curllinuxupdate=if(len(curllinuxupdate)>32766, "TOO BIG FOR CURL", curllinuxupdate)
| eval curllinuxcreate="curl -k -H \"Authorization: Splunk ".AuthToken."\" -X POST ".createid." -d name=\"".title."\" ".restoreparametercreate
| eval curllinuxcreate=if(len(curllinuxcreate)>32766, "TOO BIG FOR CURL", curllinuxcreate) | fields curl*

Eval and then rex statement create a “create” version of the id

eval is used to create two different versions of cURL commands.
One to create and one to update.
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Putting things back where they were

Make importing 
simple
Season CYA import query to 
taste

Get the cURL commands 
automagically (you’re welcome)

Import 1 or more Assets as 
needed
– In case of disaster 
– Move it to other systems

(HUGE BONUS!)

Importing many 
Assets
Making it easy to restore in a 
batch is more than a little 
difficult

Escaping issues
– Think rex

How do we reduce the number 
of steps needed?

Importing one 
Asset
Use the GUI (easiest)

Context is key for restoration
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Cover Your Assets from 
Yourself

Self-inflicted losses are WAY more likely
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Cover Your 
Assets from 

Yourself
Self-Inflicted losses

Output to a Lookup file / KV Store

Collect into a Summary Index

DIY Version Control

Weekend brain drain protection

Easier than using cURL every time

You can NOT email it!
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What’s that look like?

Searching 
your CYA 
lookup file
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Auditing
OK... Who touched my stuff?
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CYA Audit Query
(index=_internal (sourcetype="splunkd_ui_access" OR sourcetype="splunkd_access") (method="POST" OR method="DELETE") (uri_path="*/servicesNS/*" uri_path!="*/user-prefs/*" 
uri_path!="*/servicesNS/*/*/*/jobs/*/control" uri_path!="*/servicesNS/*/mobile_access*" uri_path!="*search/jobs*" uri_path!="*ui/prefs*" uri_path!="*search/parser" 
uri_path!="*search/intentionsparser") (user!="splunk-system-user" user!="-" user!="admin") status<300) OR (index=_audit "|*outputlookup" search=* NOT "index=_audit \"|" NOT "index=_*" NOT 
user=splunk-system-user)
| replace "*/ui/views*" WITH "*/ui_views*", "*/props*" WITH "**", "*/distributed/peers*" WITH "*/distributed_peers*", "*/server/serverclasses*" WITH "*/server_class*" IN uri_path
| where mvcount(split(uri_path, "/")) > 6
| eval activity = case(

method=="POST“
AND like(uri_path, "%/acl"), "Permissions Update", method=="POST“
AND like(uri, "%trigger.condition_state%"), "Scheduled Search", method=="POST“
AND like(uri_path, "%/dispatch"), "Dispatch", method=="POST“
AND NOT like(uri_path , "%/acl"), "Edited", method="DELETE", "Deleted“, index="_audit", "Edited"
)

| rex field=uri_path "/servicesNS(/[̂ \/]+){3}/(?<object_type>[̂ \/]+)/(?<object_name>[̂ \/]+)" 
| rex field=uri_path "/servicesNS(/[̂ \/]+)\/(?<app>[̂ \/]+)"
| rex max_match=0 "\|\s*(outputlookup\s+append=[̂ \s]+\s*|outputlookup\s+)(?<modfile>[̂ \s\n\|\']+)"
| rex field=search_id "scheduler__[̂ \_]+__(?<app2>[̂ \_]+)"
| eval object_name=coalesce(object_name, modfile)
| eval object_type=if(NOT index="_audit", object_type, "lookup-table-files")
| eval app=coalesce(app, app2)
| eval joiner=app.object_name
| eval author=if(index="_audit", null(), author)
| join joiner type=left

[| inputlookup EricsBigAssets.csv | eval joiner=coalesce('eai:acl.app','acl.app').title | table joiner author]
| join object_name type=left

[| inputlookup EricsBigAssets.csv | eval object_name=title | table object_name author2]
| eval author=coalesce(author, author2)
| eval object_name = urldecode(object_name) 
| where isnotnull(object_name) 
| table _time, user, app, object_name, object_type, activity 
| sort - _time
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CYA Audit Query

(index=_internal (sourcetype="splunkd_ui_access" OR sourcetype="splunkd_access") (method="POST" OR method="DELETE") (uri_path="*/servicesNS/*" uri_path!="*/user-prefs/*" 
uri_path!="*/servicesNS/*/*/*/jobs/*/control" uri_path!="*/servicesNS/*/mobile_access*" uri_path!="*search/jobs*" uri_path!="*ui/prefs*" uri_path!="*search/parser" 
uri_path!="*search/intentionsparser") (user!="splunk-system-user" user!="-" user!="admin") status<300) OR (index=_audit "|*outputlookup" search=* NOT "index=_audit \"|" NOT 
"index=_*" NOT user=splunk-system-user)
| replace "*/ui/views*" WITH "*/ui_views*", "*/props*" WITH "**", "*/distributed/peers*" WITH "*/distributed_peers*", "*/server/serverclasses*" WITH "*/server_class*" IN uri_path
| where mvcount(split(uri_path, "/")) > 6]

search the _internal and _audit index in both the splunkd_ui_access and splunkd_access sourcetypes.

filter the results to only include POST or DELETE methods on uri’s containing servicesNS

Modify parts of the uri_path to make it consumable
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CYA Audit Query
index=_internal (sourcetype="splunkd_ui_access" OR sourcetype="splunkd_access") (method="POST" OR method="DELETE") (uri_path="*/servicesNS/*" uri_path!="*/user-prefs/*" 
uri_path!="*/servicesNS/*/*/*/jobs/*/control" uri_path!="*/servicesNS/*/mobile_access*" uri_path!="*search/jobs*" uri_path!="*ui/prefs*" uri_path!="*search/parser" uri_path!="*search/intentionsparser") (user!="splunk-
system-user" user!="-" user!="admin") status<300
| replace "*/ui/views*" WITH "*/ui_views*", "*/props*" WITH "**", "*/distributed/peers*" WITH "*/distributed_peers*", "*/server/serverclasses*" WITH "*/server_class*" IN uri_path
| where mvcount(split(uri_path, "/")) > 6

| eval activity = case(
method=="POST“
AND like(uri_path, "%/acl"), "Permissions Update", method=="POST“
AND like(uri, "%trigger.condition_state%"), "Scheduled Search", method=="POST“
AND like(uri_path, "%/dispatch"), "Dispatch", method=="POST“
AND NOT like(uri_path , "%/acl"), "Edited", method="DELETE", "Deleted“, index="_audit", "Edited"
)

| rex field=uri_path "/servicesNS(/[^\/]+){3}/(?<object_type>[^\/]+)/(?<object_name>[^\/]+)" 
| rex field=uri_path "/servicesNS(/[^\/]+)\/(?<app>[^\/]+)"
| rex max_match=0 "\|\s*(outputlookup\s+append=[^\s]+\s*|outputlookup\s+)(?<modfile>[^\s\n\|\']+)"
| rex field=search_id "scheduler__[^\_]+__(?<app2>[^\_]+)"
| eval object_name=coalesce(object_name, modfile)
| eval object_type=if(NOT index="_audit", object_type, "lookup-table-files")
| eval app=coalesce(app, app2)
| eval joiner=app.object_name
| eval author=if(index="_audit", null(), author)
| join joiner type=left

[| inputlookup EricsBigAssets.csv | eval joiner=coalesce('eai:acl.app','acl.app').title | table joiner author]
| join object_name type=left

[| inputlookup EricsBigAssets.csv | eval object_name=title | table object_name author2]
| eval author=coalesce(author, author2)
| eval object_name = urldecode(object_name) 
| where isnotnull(object_name) 
| table _time, user, app, object_name, object_type, activity 
| sort - _time

Create an activity field with eval to translate uri’s to actions
Join in your assets lookup file so it only looks are assets in your lookup file
List the results in a table format
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As a single user, with no special permissions,
using native tools, you can use:

1. CYA Master Query for Splunk Enterprise
(export the Assets to a file or lookup)

• CYAMLTK query
• CYAITSI query

2. CYA Import Query
(to get the curl commands for importing Assets)

3. CYA Audit Query
(to see what’s been touched and when)

Key Takeaways

Putting it 
all together
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Demo
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Summary and Conclusion

Cover Your Assets before you go home!

Have a user-level CYA plan. At least for you.

You can save your own time and effort. Be the hero in your story. Be empowered!

These queries can provide benefits right now.
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Making it even simpler

https://github.com/paychex/splunk.conf19

https://github.com/paychex/splunk.conf19
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You!
Thank
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Q&A
Dustin Marling  | Splunk Developer 
Eric D. Favreau  |  Service Health Operations 
Analyst
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Demo
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Demo
Let’s follow Eric who is going to Cover His Assets on an important dashboard

Also note Dustin’s contribution
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End of Demo


