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Show and Tell:
Prescriptive Use Cases
for Azure and Office 365
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Fo rwa r’d - During the course of this presentation, we may make forward-looking statements regarding
future events or plans of the company. We caution you that such statements reflect our
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functionality in a future release.
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Show and Tell: Prescriptive Use Cases
for Azure and Office 365

Jason Conger Ryan Lait
Staff Solutions Architect | Splunk Senior Sales Engineer | Splunk
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Am | In The Right Place?

Target Audience: Splunk Power User and Azure/O365 Exposure

You should be familiar with:
* Basic Splunk Searching

* Splunk Add-ons

* Azure

* Office 365

You will learn:
* Azure and Office 365 Data Types
* Azure and Office 365 Plumbing

* Targeted Splunk Searches
* How to be an Azure/O365 + Splunk hero
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Presentation Synopsis

Mostly Demo, with a Sprinkle of Slideware
Use Case

Security

« Abnormal File Access
* Login for former employee
 PST Export
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Presentation Synopsis

Mostly Demo, with a Sprinkle of Slideware

Use Case

Security

« Abnormal File Access
Login for former employee
PST Export

Fulfill the Use Case in Splunk

Searches

* Visualizations
Integration

© 2019 SPLUNK INC.
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Presentation Synopsis

Mostly Demo, with a Sprinkle of Slideware

Use Case Fulfill the Use Case in Splunk Data Collection
Security . Add-ons
- Abnormal File Access * Searches . Configuration
Login for former employee * Visualizations + Pro tips
PST Export * Integration
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@

Security IT Ops Billing Migration

Synopsis

Rinse and Repeat
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o Microsoft Cloud Services

Distinct, yet related
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“@

Azure AD

Extend Active Directory Domain Services (AD DS) to Azure

[ 11/28/2016 « ® 7 minutes to read + Contributors @ & @& & @ all

This reference architecture shows how to extend your Active Directory environment to Azure to provide distributed authentication services using
Active Directory Domain Services (AD DS). Deploy.this solution.

On-premises network Gateway private DMZ Web tier Business tier Datatier

- -

AD Server  AD Server

Gateway
AN
L)
contoso.com

[ 2 | Authenticaton

Jumpbox request

Authentication

| AD DS servers |
i ! request

Intemet & TR
|
h’i i
request R

Public DMZ AD DS subnet

Virtual network
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Before we get started...let’s talk
about data types and plumbing.
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ﬁ 3 Log Types in Azure
)

Control/Management, 2) Data Plane, 3) Processed Events

Control: System Configuration and Management

Data Plane: Provisioned Service and Diagnostic Data

S @

Processed Events: Alerts & Recommendations
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3 Main Azure Data Access Methods

Storage Accounts
Storage Accounts REST APIs Event Hubs

i |

T
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2 Log Types in Office 365

1)Act|V|ty Data, 2) State Data

Activity: Who Did What and When

State Data: Mailboxes, Files, Collaboration, etc.

3 &

s
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1 Main Office 365 Data Access Method

But 3 Main Sources

1. Office 365 Management
Activity API

2. Graph API

3. Office 365 Reporting Web

Services

REST APIs
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3 Log Types in Azure Active Directory

&

1) Users, 2) Sign-ins, 3) Directory Audits

Q0
L2
SRS

Users Sign-ins Directory Audits
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2 Main Azure Data Access Methods

O

) REST, 2) Event Hubs

REST APIs Event Hubs

T
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DEMO Time!
Let's see this in action
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Sensor sensel
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Splunk Add-on for Microsoft Office 365

Management API Data

https://splunkbase.splunk.com/app/4055/

> Splunk Add-on for Service Status
Microsoft Office 365

Delete the leftover placeholder box

* * * 5 ratings

# Splunk Built Reset the slide to bring boxes back
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Splunk Add-on for Microsoft Cloud Services
Azure Audit Logs

https://splunkbase.splunk.com/app/3110/

Splunk Add-on for

addons Microsoft Cloud Storage Blog & Table
Services

* * * * 19 ratings

/# Splunk Built
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Microsoft Office 365 Reporting Add-on for
Splunk

Management API Data

https://splunkbase.splunk.com/app/3720/

Microsoft Office 365
& Reporting Add-on for Service Status

Splunk
* * * * 8 ratings @ Splunk Applnspect Passed

Delete the leftover placeholder box

Reset the slide to bring boxes back
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Microsoft Azure Add-on for Splunk

Azure AD sign-ins, audits, users

https://splunkbase.splunk.com/app/4648/

A Microsoft Azure Add-on Consumption and cost
A for Splunk

Inventory

Event Hubs & Metrics

Security Center
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Get the Most from Your

\
N
W

/ Data
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Splunk App for Infrastructure

Infrastructure Metrics

https://splunkbase.splunk.com/app/3975/

© Splunk App for
Y Infrastructure Data onboarding Wizard

W & Kk K K 1 ratings Multi-Cloud Correlation

# Splunk Built
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Microsoft Office 365 App for Splunk

Pre-built Dashboards

https://splunkbase.splunk.com/app/3786/

Microsoft Office 365 .
App for Splunk Office 365
* * * * * 3 ratings M Splunk Applnspect Passed ClOUd Ser'ViceS

Message Tracking logs
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Microsoft Azure App Template for Splunk

Pre-built Dashboards

https://splunkbase.splunk.com/app/3564/

&b Microsoft Azure App
Template for Splunk

Subscription Operations

* * * * * 1 rating M Splunk Applnspect Passed VM Overview

Performance Monitoring
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1. Add-on Landscape ->
Key http://bit.ly/Splunk_Azure Add-ons
LELCEVEVE .

e wherc the 2. Add-on Permissions ->

subtitle goes http://bit.ly/Splunk _Azure Permissions

3. GitHub Link
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http://bit.ly/Splunk_Azure_Permissions
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Q&A

Jason Conger | Staff Solutions Architect
Ryan Lait | Senior Sales Engineer

Looking for trouble.
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You! —

RATE THIS SESSION



