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FO rW ar d 4 During the course of this presentation, we may make forward-looking statements regarding
future events or plans of the company. We caution you that such statements reflect our

L O O k I n g current expectations and estimates based on factors currently known to us and that actual
events or results may differ materially. The forward-looking statements made in the this

St at e rn e n tS !ore.sentation are being made as of th.e time and date of its !ive pregentation. If reviewed after
its live presentation, it may not contain current or accurate information. We do notassume

s any obligation to update any forward-looking statements made herein.

In addition, any information aboutour roadmap outlines our general product directionand is
subjectto change at any time without notice. Itis for informational purposes only, and shall
not be incorporated into any contract or other commitment. Splunk undertakes no obligation

Q either to develop the features or functionalities described or to include any such feature or
functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk
Lightand SPL are trademarks and registered trademarks of Splunk Inc. inthe United States
and other countries. All other brand names, productnames, or trademarks belong to their
respective owners. © 2019 Splunk Inc. All rights reserved.
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Want to use ML with your Splunk’d

Data?
Spoller Alert: Use MLTK!
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Agenda 1) What is MLTK?

W hat are we going to
cover today?

2) Prerequisites and MLTK installation
3) Using built-in MLTK models

4) Creating your own custom models
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Let’s get the
prerequisites
out of the way!
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A quick introductionto MLTK
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Machine Learning Toolkit

Introduction

The Splunk Machine Learning Toolkit helps you apply a
variety of machine-learning technigues and methods, such as
classification (predicting a yay or nay), regression, anomaly
detection, and outlier detection against your data.

splunk> m



S t a I g splunk lunk Machine Lear
Showcase Experimet Y v s @ Splunk Machine Learning Toolkit
Showcase
Welcome to the Showcase, which exhibits some of the analytics enabled by this app.

Click on one of the examples to see that Assistant applied to a real dataset.
Please see the video tutorials [2 for more information.

0 ------>100%]

All Examples -

Predict Numeric Fields ey we=== | Predict Categorical Fields Detect Numeric Outliers

Predict the value of a numeric field using a weighted Predict the value of a categorical field using the values Find values that differ significantly from previous

combination of the values of other fields in that event. of other fields in that event. A common use of these values.

: A common use of these predictions is to identify ictions is to identify i ictions that RN
I n S tal I P h O n fO r anomalies: predictions that differ significantly from the differ significantly from the actual value may be o e e
actual value may be considered anomalous. = considered anomalous. S DRERCEOusioes 61 Sanvmr Respionas Thoe
. . > o Detect Outliers in Number of Logins (vs. Predicted
Value)
- ~L: - Predict Server Power Consumption Predict Hard Drive Failure Detect Outliers in Supermarket Purchases
Predict Median House Value Predict Telecom Customer Churn Detect Cyclical Outiiers in Call Center Dat
Predict Power Plant Energy Output Predict the Presence of Diabetes Detect Cyclical Outfiers in Logins
Predict Future Logins Predict Vehicle Make and Mode
Predict Future VPN Usage (sinusoidal time) Predict External Anomalies
rom SplunkBase
2 Detect Categorical Outliers — Forecast Time Series o Smart Forecasting
outier(s)
Find events that contain unusual combinations of Forecast future values given past values of a metric Forecast future numeric time series data using a step-
: values. (numeric time series). by-step guided workflow with the option to bring in
= = T b data from different sources and account for calendar
Install Machine Learnin DL
o Detect Outliers in Disk Fallures o Forecast Internet Traffic y &
g o Detect Outliers In Bitcoin Transactions o Forecast the Number of Employee Logins Speciic avent deye
o Detect Outliers in Supermarket Purchases o Forecast Monthly Sales

o Detect Outliers In Mortgage Contracts Forecast the Number of Bluetooth Devices Forecast the Number of Calls to a Call Cent

.
o Detect Outliers in Diabetes Patient Records Forecast Exchange Rate TWI using ARIMA Forecast App Logons with Special Days
Detect Outliers in Mobile Phone Activity Forecast App Expenses

Forecast App Expenses from Multiple Variables

Cluster Numeric Events

Partition events with multiple numeric fields into
clusters.

Restart the instance once :
applications are installed

Follow the above order
for expected results
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How to use MLTK?

Two common ways

#H2

Use the built-in Use other custom
algorithms from the algorithms and add them
MLTK library to your MLTK library

splunk> m



NNNNNNNNNNNNNNN

“‘22\\
\ Using built-in MLTK \
ﬂ models

The easier part
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MLTK

Homepage

Assistantand Examples
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splunk

Showcase periments Search Models

Showcase

Welcome to the Showcase, which exhibits some of the analytics enabled by this app.

Click on one of the examples to see that Assistant applied to a real dataset
Please see the video tutorials 2 for more information.

Select which examples to show

All Examples

Predict Numeric Fields

Predict the value of a numeric field using a weighted
combination of the values of other fields in that event.
A common use of these predictions is to identify

predictions that differ signi from the
actual value may be considered anomalous.

Predict Server Power Consumption
Predict VPN Usage

Predict Median House Value

Predict Power Plant Energy Output

Predict Future Logins

Predict Future VPN Usage (sinusoidal time)
Predict Future VPN Usage (categorical time)

Detect Categorical Outliers
Find events that contain unusual combinations of

values.

Examples
Detect Outliers in Disk Fallures

Detect Outliers in Bitcoin Transactions

Detect Outllers in Supermarket Purchases
Detect Outiiers in Mortgage Contracts
Detect Outllers in Diabetes Patient Records
Detect Outliers in Mobile Phone Activity

Cluster Numeric Events

Partition events with multiple numeric fields into
clusters.

Predict Categorical Fields

Predict the value of a categorical field using the values
of other fields in that event. A common use of these

is to identify i that
differ significantly from the actual value may be
considered anomalous.

Predict Hard Drive Failure
Predict the Presence of Malware
Predict Telecom Customer Churn
Predict the Presence of Diabetes
Predict Vehicle Make and Model
Predict External Anomalies

Forecast Time Series

Forecast future values given past values of a metric
(numeric time series).

Examples
o Forecast Internet Traffic
Forecast the Number of Employee Logins
st Monthly Sales
Forecast the Number of Bluetooth Devices
Forecast Exchange Rate TWI using ARIMA

ALY

W

@ Splunk Machine Learning Toolkit

Detect Numeric Outliers

Find values that differ significantly from previous
values,

Examples

o Detect Outliers in Server Response Time

o Detect Outliers in Number of Logins (vs. Predicted
Value)
Detect Outliers in Supermarket Purchases
Detect Outliers in Power Plant Humidity
Detect Cyclical Outiiers in Call Center Data
Detect Cyclical Outliers in Logins

Smart Forecasting

Forecast future numeric time series data using a step-
by-step guided workflow with the option to bring in
data from different sources and account for calendar
specific "special days" such as holidays, company-
specific event days.

o Forecast the Number of Calls to a Call Center
o Forecast App Logons with Special Days
o Forecast App Expenses
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Forecast Time Series

Enter a search (should contain "_time" field with UNIX timestamp values)
Assistant Settings

Enter a search

| inputlockup souvenir_sales.csv | eval _time=strptime(Month, "XY-%m-%d") | timechart span=imon values(sales) ~ All time ~ n

84 results (12/31/69 4:00:00.000 PM to 9/2/19 4:41:42.000 PM) * Smart Mode *

Algerithm Field to forecast

Kalman Filter sales

Method Future Timespan Holdback Confidence Interval Period

LLP (seasonal local level) - 24 o 95 (optional)

Forecast [2

Experiments

Deploying ML models
with a click of a few
buttons

ul 88 Jan ‘89 Jul ‘89 Jul"90 Jan 91 ul 91 Jan 92 ul Jul"a4

—sales - forecast @ Confidence Interval

Open in Search Show SPL Schedule Alert
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\

. ﬂ Welcome to the Jungle

Deploying custom ML algorithms from Scikit-
Learn

- | splunk> <N



Adding a custom algorithm to MLTK

Steps to create an algorithm using your library.

OO @O O O

Registering
the algorithm
inthe MLTK

application

Getting
familiar with
method
conventions

Writing a

Python class
to implement
the algorithm

Using codecs
to savethe
model

Packagingthe
algorithm to
add itto the
GitHub repo
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Register and Implement the algorithm.

The algorithms can inherit Registering an algorithm Remember to follow best

the methods from makes the algorithm practices when

BaseAlgo, which defines visible to the Splunk Implementing the

the interface for ML-SPL Platform. algorithm:

algorithms. - Assume invalid inputs
Register your algorithm - Check for validity of a

Methods are entry point using 2 different ways: parameter passed

to a custom algorithm: + Manual File Update * Ensure required parameters

__init__, fit, apply, * RESTAPI

register_codecs, partial_fit,

summary
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I\/I et h O d . def fit(self, df, options):
conventions e

X, _, self.columns = df_util.prepare_features(

FlOWChartS for Work|ng Of : X=X, variables=self.feature_variables, mlspl_limits=options.get('mlspl_limits"')
dlﬂ:erent fu nCt|OnS self.estimator.fit(X.values)

« Fit Command

load DataFrame

NN N0 N0 N NN N NN

¢ returns DataFrame?

return DataFrame

save model (register_codecs)
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© 2019 SPLUNK INC.



Method
conventions

Flowcharts for working of
different functions

« Partial Fit
(partial fit =t)

load DataFrame

partial_fit

return DataFrame

<_more data?

save model (register_codecs)

© 2019 SPLUNK INC.

def partial_fit(self, df, options):

df.copy()

algo_util.assert_estimator_supports_partial_ fit(self.estimator)
X, _, columns
X=X, variables=self.feature_variables, mlspl_limits=options.get('mlspl_limits')

df_util.prepare_features(

getattr(self, 'columns', None):
df_util.handle_new_categorical_values(X, None, options, self.columns)
X.empty:

self.columns columns

self.estimator.partial_fit(X)
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Method
conventions

Flowcharts for working of
different functions

< Apply
Command

deserialize model

load DataFrame

return DataFrame

< more data?

© 2019 SPLUNK INC.

def apply(self, df, options):
X = df.copy()

X, nans, _ = df_util.prepare_features(
X=X,
variables=self.feature_variables,
final_columns=self.columns,
mlspl_limits=options.get('mlspl_limits'),
)

y_hat = self.estimator.predict(X.values)

y_hat = y_hat.astype('str')

default_name 'cluster’
new_name - options.get('output_name', None)

output_name = self.rename_output(default_names=default_name, new_names=new_name)

output = df _util.create_output_dataframe(
y_hat=y_hat, nans=nans, output_names=output_name
)

output = df_util.merge_predictions(df, output)
output
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Method
conventions

Flowcharts for working of
different functions

<4 Summary
Command

summa

NN N0 N0 N NN N NN

msg = 'The {} algorithm does not support summary.'
msg = msg.format(self.__class__._ _name_)
MLSPLNotImplementedError(msg)
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Saving Models & Packaging for GitHub!

Let's make it official.

MLTK uses codecs to serialize and
deserialize algorithm models.

« Uses a stringrepresentationof  dict  or
__getstate  and _ setstate .

* Implementregister codecs() methodto save the
model.

* There are a set of classes already loaded into the
codec manager.

* For most of the other objects, SimpleObjectCodec
can be used to represent any dictionary or list.

* If the object doesn’t have a built-in codec support,
a custom codec can be written.

Create a fork of the mitk-algo-contrib
repository on GitHub.

Add your algorithmto the src folder and
register the algorithm by adding it’'s
stanza to algos.conf.

Don'’t forget to add test cases to the tests

folder
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Ch ea’[sheet / ML-SPL Guide to add a custom algorithm
ReSOurCES Command Guides and Flowcharts

Sample Example for a Correlation Matrix

MLTK Algorithms Contribution Repository

MLTK Algorithms Application on Splunkbase
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https://docs.splunk.com/Documentation/MLApp/4.3.0/API/Overview
https://docs.splunk.com/Documentation/MLApp/4.3.0/API/Methodcallingconvention
https://docs.splunk.com/Documentation/MLApp/4.3.0/API/CorrelationMatrix
https://github.com/splunk/mltk-algo-contrib
https://splunkbase.splunk.com/app/4403/
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