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Splunk Ingestion Pipeline Queues

Queue

» Queue size bounded by memory
» Holds variable sized Pipeline Data
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Forwarder Ingestion Pipeline

Forwarder ingestion pipeline queues
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Typical Problems
Associated with Queues

Problems with ingestion pipeline queues
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Typical Problems Associated with Queues

Problems with queues

Blocked queue
Low ingestion thruput

Missing Broken/Orphaned Events
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How to Find Problematic Queue With

|dentifying the queue responsible for blocked ingestion pipeline

Administrator -« 1) Messages «~

Settings « Activity -

» Click on o -mEm
>Monitoring =

Console(MC)
t4%

Monitoring
Console

Explore Data

» Remember MC.

KNOWLEDGE

Searches, reports, and alerts
Data models

Event types

Tags

Fields

Lookups

User interface

Alert actions

Advanced search

All configurations

SYSTEM

Server settings

Server controls

Health report manager
Instrumentation
Licensing

Workload management

DATA >

Data inputs

Forwarding and receiving
Indexes

Report acceleration summaries
Virtual indexes

Source types

DISTRIBUTED ENVIRONMENT
Indexer clustering
Forwarder management
Data Fabric

Distributed search

USERS AND AUTHENTICATION
Roles

Users

Access controls

Tokens

Password Management
Authentication Methods
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How to Find Problematic Queue

|dentifying the queue responsible for blocked ingestion pipeline

» Click on >(MC)Indexing->Performance->Indexing Performance : Instance.

=
=
=
£ 2.000 | = ] —] — B .
= EE — . .-—- = - B
£ - _— - . — = [ | |
B HEERESN a EEEERENE RSl -I
[T = SN = L] L[] - HENE
3:30 PM 3:35 PM 3:40 PM 3:45 PM 3:50 PM 3:55 PM 4:00 PM 4:05 PM 4:10 PM 4:15 PM PM
t Aug =
19
Time

Median Fill Ratio of Data Processing Queues
Queues to Measure: Aggregation

Event-Processing Queues - Median =

=
2
£
=

1
=
=
=
i

1
_ Hl 1 - Parsing Queue
= 2 - Aggregation Queue
= 3 - Typing Queue
kS 4 - Indexing Queue
=

1
=
=
=
==
= . /\

N —
230 PM PM ™M V] PM ™M ™M 4:10 PM ™M V] PM ~M ~M ™M
Sat Au
2019

»  Remember the order of queues in the pipeline
» Parsing/Aggregation queues are blocked due to Typing queue

» Typing Queue is the bottleneck splunk> m
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How to Find Problematic Queue

|dentifying the queue responsible for blocked ingestion pipeline

» Click on >(MC)Indexing->Performance->Indexing Performance : Advanced.

Estimated CPU Usage per Splunk Processor
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CPU Usage (%)
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2219 ug = Lct?éoutput-generlc-processor
* In limits.conf add » How to enable identify CPU usage using MC

[default] » How to enable regex cpu profiling

regex_cpu_profiling = true

splunk> EEI)

* Restart splunk



Debugging Blocked Queue

Troubleshooating typing queue
Click on >(MC)Indexing->Performance->Indexing Performance : Advanced.

» Syslog responsible for blocked queue

Split by Aggregation
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* Take away> Use MC to find offending source/sourcetype causing blocked typing queue. splunk>
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How to Find Problematic Queue

|dentifying the queue responsible for blocked ingestion pipeline
Using “grep” cli command

ingest_pipe=1, name=aggqueue, blocked=true

>grep blocked metrics.log

02-28-2017 23:42:46.890 +0000 INFO Metrics - group=queue, ingest_pipe=1, nane=aggqueue, blocked=true, max_size_kb=1024, current_size_kb=1023, current_size=2768, largest size=2972, smallest_size=605
02-28-2017 23:42:46.890 +0000 INFO Metrics - qroup=queue, ingest_pipe=1, name=typingaueue, blocked=true, max_size_kb=308, current_size_kb=499, current_size=1487, largest size=1569, smallest size=d
02-28-2017 23:43:17.891 +0000 INFO Metrics - group=queue, ingest_pipe=1, name=typingouelEWkecked=true, max_size_kb=308, current_size_kb=499, current size=1948, largest size=1546, smallest size=d
02-28-2017 23:44:20,893 +0000 INFO Metrics - group=queue, ingest_pipe=1, namg=aggqueue, blocket nay siz0 kb=1026, current_size_kb=1023, current_size=2610, largest size=3025, smallest_size=185
02-28-2017 23:44:52,893 +0000 INFO Metrics - group=queue, ingest_pipe=1, nane=aggqueue, blocked=trye 621024, current_size_kb=1023, current_size=2915, largest_size=2935, smallest_size=590

I

I

I

02-28-2017 23:44:52.893 +0000 INFO Metrics - group=queue, ingest pipe=1, name=splunktcpin, blocked=true, rent_size_kb=499, current_size=111, largest size=187, smallest size=0
02-28-2017 23:44:52,893 +0000 INFO Metrics - group=queue, ingest_pipe=1, name=typingqueue, blocked=trug e kh=499, current size=1213, laraest size=1485, spallest size=d

02-28-2017 23:48:07.898 +0000 INFO Metrics - group=queue, ingest_pipe=1, nang=aggqueue, blocked=t1 ingest_pipe=1, name=typingqueue, blocked=true est_size=378

» Parsing/Aggregation queues are blocked due to Typing queue.
» Typing Queue is the bottleneck

» Using ‘grep’ cli find blocked queues. splunk> €I
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How to Find Problematic Queue

ldentifying the queue responsible for blocked ingestion pipeline
>grep ‘02-28-2017 23:44:20" metrics.log| grep ingest_pipe=1|grep group=queue

s wmmMmmmnm%%&mmHm%&memw1manM7mMﬂmM
02-26-2017 23:42:46,890 +0000 INFO Metrics - qroup=queue, ingest pipe=l, name=parsingoueus, max_size_kb=614k, current size kb=4353, current size=362, largest size=715, smallest size=252
02-28-2017 23:42:46.890 +0000 INFO Metrics - group=queue, ingest_pipe=1, name=splunktcpin, max_size_kb=500, current_size kb=476, current_size=37, largest size=112, snallest_size=0
02-28-2017 23:42:46,890 +0000 INFO Metrics - qroup=queue, ingest_pipest, name=typingqueue, blocked=true, max_size kb=500, current_size_kb=499, current_size=1467, largest_size=1569, smallest size=
M%MHHHM%%%WOWMSmmwmgmﬂmﬂnmmw~ ks JMMmeMHMMJWMHnMOMMHMMHMMMHRM

02-28-2017 23:44:20.893 +0000 INFO Notiammiiaiangais oy it . " “ e
0-08-0007 75:46120.893 49000 INFO Ingest_pipe=1, name=typingqueue, blocked true max_size kb 500 current size _kb=499

mmmnuumwm%mommsmmwmum ur

02-28-2017 23:44:20.893 +0000 INFO Metrics - group=queue, ingest_pipe=1, name=splunktcpin, max_size_kb=500, current_size_kb=458, current_size=28, largest size=15, snallest_size=0
02-28-2017 23:44:20.893 +0000 INFO Metrics - qroup=queue, inqest pipe=1, name=tyinqueue, max size kb=508, current size kb=k77, current size=1282, largest size=1515, smallest size=0

» Remember the order of queues in the pipeline.

» Parsing/Aggregation queues are blocked due to Typing queue.

» Using ‘grep’ cli find blocked queues for a specific time range. Find the @
queues that are not blocked. splunk> €I
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Finding processor causing blocked queue
Troubleshooting typing queue

grep name=typing metrics.log [grep’

Processor=reegexreeplacement, cpu_seconds=30.134015

02-28-2017 23:44:20.850 +0000 INFO Metrics - group=pipeline, ingest_pipe=0,
02-28-2017 23:44:20.850 +0000 INFO Metrics - group=pipeline, ingest_pipe=0,
02-28-2017 23:44:20.850 +0000 INFO Metrics - group=pipeline, ingest_pipe=0, name=typing,
02-28-2017 23:44:20.850 +0000 INFO Metrics - group=pipeline, ingest_pipe=0, name=typing,
02-28-2017 23:44:20.850 +0000 INFO Metrics - group=pipeline, ingest_pipe=0, name=typing,
02-28-2017 23:44:20.892 +0000 INFO Metrics - group=pipeline, ingest_pipe=1, name=typing,
02-28-2017 23:44:20.892 +0000 INFO Metrics - group=pipeline, ingest_pipe=1, name=typing, 3

02-28-2017 23:44:20.892 +0000 INFO Metrics - group=pipeline, ingest_pipe=1, name=typing, processor=readerin, cpu_Stegnds=0.000000, executes=211706, cumulative_hits=239451893
02-28-2017 23:44:20.892 +0000 INFO Metrics - group=pipeline, ingest_pipe=1, name=typing, processor=regexreplacement, cpu_seconds=30.134015, executes=211706, cumulative_hits=239451892
02-28-2017 23:44:20.892 +0000 INFO Metrics - group=pipeline, ingest_pipe=1, name=typing, processor=sendout, cpu_seconds=0.744062, executes=211706, cumulative_hits=239451892

cpu_seconds=0.000000, executes=22236, cumulative_hits=243695806
cpu_seconds=0.000000, executes=22236, cumulative_hits=243695806
_seconds=0.000000, executes=22236, cumulative_hits=243695806

ent, cpu_seconds=0,000000, executes=22236, cumulative_hits=243695806
oconds=0.000000, executes=22236, cumulative_hits=243695806
econds=0.000000, executes=211706, cumulative_hits=239451892

v

Remember the processors of typing queue.
Search cpu usage(cpu_seconds) in metrics.log for name=typing.
Typing Queue is blocked due to regexreplacement

v

v

v

Using ‘grep name=typing metrics.log |grep "02-28-2017 23:44:20™ find
all processors associated with typing queue.

v

Find the processor consuming most of the cpu seconds. splunk> (I
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Finding sourcetype causing blocked queue
Using regexreplacement processor cpu profiling

* |In limits.conf add following and Restart splunk

* [default]
regex_cpu_profiling = true

grep group=per_SOourcCpiiitanittstantihnit i eSSt ‘
T - group=per_sourceetype regex cpu, ingest pipee=1, series="syslog”, cpu=116709.000000

02-28-2017 23:44:20.851 +0000 Metrics - group=per_sour® eries="wineventlog:security", cpu=879.000000, cpupe=0.824578, bytes=758519, ev=1066
02-28-2017 23:44:20.851 +0000 INFO Metrics - group=per_sourcetypes ries="wineventlog:system", cpu=8.000000, cpupe=0.800000, bytes=1954, ev=10
02-28-2017 23:44:20.851 +0000 INFO Metrics - group=per_sourcetype_regex_cp ies="splunk_audit", cpu=21.000000, cpupe=1.000000, bytes=5451, ev=21

02-28-2017 23:44:20.892 +0000 INFO Metrics - group=per_sourcetype_regex_cpu, . es="wineventlog:application", cpu=1.000000, cpupe=0.500000, bytes=489, ev=2
02-28-2017 23:44:20.892 +0000 INFO Metrics - group=per_sourcetype_regex_cpu, ingest_pIp® ="wineventlog:security", cpu=114.000000, cpupe=0.640449, bytes=159756, ev=178
02-28-2017 23:44:20.892 +0000 INFO Metrics - group=per_sourcetype_regex_cpu, ingest_pipe=1, SE ="wineventlog:system", cpu=5.000000, cpupe=0.500000, bytes=2919, ev=10
02-28-2017 23:44:20.892 +0000 INFO Metrics - group=per_sourcetype_regex_cpu, ingest_pipe=1, series="syslog", cpu=116709.000000, cpupe=1.000214, bytes=22292721, ev=116684

7

axd

» Breakdown total time spent by regexreplacement processor.
» Search ‘per_sourcetype regex_cpu’ in metrics.log

» ‘syslog’ is the reason typing Queue is blocked.

» Using ‘grep group=per_sourcetype regex_cpu metrics.log |grep "02-28-2017 23:44:20™
find total regex cpu usage for each sourcetype for a given time range.

» Find the sourcetype consuming most of the cpu in milliseconds. splunk> m
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TcpoutQ to TcpinQ

Troubleshooting Blocked Tcpout queue

|1 » netstat
tcpout_queue '
( (per group) > > ping
........... » metrics.log

Network/LAN/WAN

* Splunktep - persuste-nt
Queue _.°

tcpin_cooked_pqueue *

tcp

» Tools/log possibly needed to narrow down the cause of TcpoutQ blockage splunk> m
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Check TcpoutQ status on Monitoring Console
Troubleshooting Blocked Tcpout queue

» Click on >(MC)Indexing->Performance->Indexing Performance : Instance.
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Queues to Measure: Aggregation
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» Monitoring console indicates TcpoutQ is blocked. splunk> m

» There is missina metrics.loa data due to indexina latencv caused bv blocked TcooutQ
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er buffers are low
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Live troubleshooting Tcpin queue
VVith metr

i e —— E— » tcp recv buffer is
tcp 0 0 16¢S - ABLISHED

e -y netstat —an |grep “:9997” s empty.

tCp 0 o= . o . 4 FSTARLISHED

-y . Splunk tcpin
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:;E: ) 0 169.112.125.57:999 169 .99 .85 2
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Debugging blocked \\
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Troubleshoot blocked ingestion pipeline
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Live troubleshooting Tcpout queue

| Troubleshooting Blocked Tcpout queue
>grep name=tcpout_ metrics.log

03-15-2019 00:32:34.597 -0400 INFO Metrics - group=queue, name=tcpout_default-autolb-group, max_size=512000, cuzza
03-15-2019 00:33:08.597 -0400 INFO Metrics - group=queue, name=tcpout_default-autolb-group, max_size=512000, current_size=
03-15-2019 00:33:40.597 -0400 INFO Metrics - group=queue, name=tcpout_default-autolb-group, max_size=512000, current_size=5

_size= 511834 largest 51ze 511998, smallest_size=494391
e , smallest_size=494332

est size= 486268
03-15-2019 00:34:18.596 -0400 INFO Metrics - group=queue, name=tcpout_default-autolb-group, max_size=51200 argest size= 511987

smallest_size=ny® 1
03-15-2019 00:34:53.597 -04A0 INFO Metrics - group= =aurie, mrra‘*upr‘ut defaul‘r autolh-g 51 1998 ¢ largest 51ze=511991, smallest_size= 493677 ﬂCpOUt queue IS
= J _SlZze= i smallest_size=493514 fu ”
1ze=511991, smallest_size=492505 .
Sma”eSt SIZG—494391 'ze=511993: smallest_size=489582

current_size=511939, largest_size=511983, el | ) netstat —an |grep

smallest size=494332 ize- stalessizet925
- i e _:1ze 483555 9997

03-15-2019 00:39:57.608 -0400 INFO Metrics - roup queue, name=tcpout_default-autolb- roup, max_size=512000, current_size=495409, smallest:size=481835

03-15-2019 00:40:30.597 -0400 INFO Metrics - group=queue, name=tcpout_default-autolb-group, max_size=512000, current_si argest_size=511999, smallest_size=246711 t I d
03-15-2019 00:41:06.597 -0400 INFO Metrics - group=queue, name=tcpout_default-autolb-group, max_size=51 _size= 510962 largest_size=511988, smallest_size=410219 > Cp ayer Sen

12.48:9997 ESTABLISHED 30401/splunkd buffer iS a|SO fU”

169.122.212.48:9997 ESTABLISHED 30401/splunkd

@ 2758563 147.107.156.15:45944
@ 2758563 147.107.156.15:

@ 2759612 T15: 45944 169.122.212.48:9997 ESTABLISHED 30401/splunkd
@ 275961 .107.156.15: 45944 HED 30401/splunkd
@ 2759321 147.107.156.15:45944 HED 30401/splunkd
@ 2759321 147.107.156.15:45944 : HED 30401/splunkd
@ 2759321 WA- Tep send-Q is full HED 30401/splunkd
@ 2759321 = 150 HED 30401/splunkd
@ 2759321 147.107.156.15:45944 HED 30401/splunkd
@ 2759319 147.107.156.15:45944 169.122.212.48:9997 ESTABLISHED 30401/splunkd
@ 2759319 147.107.156.15:45944 169.122.212.48:9997 ESTABLISHED 30401/splunkd
@ 2759319 147.107.156.15:45944 169.122.212.48:9997 ESTABLISHED 30401/splunkd

» If TcpoutputQ is blocked. It's very likely tcp send-Q is also full( netstat output) splunk> m
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Live troubleshooting Tcpin queue
Troubleshooting Blocked Tcpout queue

grep tcpin metrics.log | grep group=queue

03-15-2019 00:46:52.310 +0000 INFO Metrics - group=queue, name=splunktcpin, max_size_kb=500, current_size_kb=0, current_size=0, largest_size=438, smallest_ 51ze 0 . .
03-15-2019 00:47:23.309 +0000 INFO Metrics - group=queue, name=splunktcpin, max_size_kb=500, current_size_kb=@, current_size=0, largest_ 51ze 4, smal thln queue |S
03-15-2019 00:47:54.191 +0000 INFO Metrics - group=queue, name=splunktcpin, max_size_kb=500, current_size_kb=0, current_size=0, lar T smallest_size=0

03-15-2019 00:48:25.331 +0000 INFO Metrics - group=queue, name=splunktcpin, max_size_kb=500, current_size_khz =5 , largest_size=166, smallest_size=0 em pty

03-15-2019 00:48:56.311 +0000 INFO Metrics - group=queue, name=splunktcpin, max_size_kb=500, current_size* , current_size=0, largest_size=1403, smallest_size=0 .
03-15-2019 00:49:27.310 +0000 INFO Metrics - group=queue, name=splunktcpin, max_size_kb=500, current_size_kbh=AgseliTrent_size=0, largest_size=538, smallest_size=0

03-15-2019 00:49:58.308 +0000 INFO Metrics - group=queue, name=splunktcpin, max_size_kb=500, currenias =0, current_size=0, largest_size=3, smallest_size=0 1
03-15-2019 00:50:29.306 +0000 INFO Metrics - group=queue, name=splunktcpin, max_size_kbh=528 e_kb=0, current_size=0, largest_size=3, smallest_size=0 > th |ayer recelve

03-15-2019 00:51:00.307 +0000 INFO Metrics - group=queue, name=splunktcpin, max.Sé ent_size_kb=0, current_size=0, largest_size=103, smallest_size=0 ff . f
current_size=0, largest_size=3, smallest_size=9 lbu er |S UIl

03-15-2019 00:51:31.308 +0000

03-15-2019 00:52:02.305 +0000 current_size=0, largest_size=259, smad#eST s1ze=0

03-15-2019 00:52:33.302 +0000 1 — I e current_size=0, largees=sT7e=3, smallest_size=0

03-15-2019 0:53:04.303 +0000 Current—SIZe—kb 0, current_size 0 pne=STTE=0, largest_s;ze=4: smallest_size=@ = TCplﬂpUtPfOCGSSOF

03-15-2019 00:53:35.308 +0000 current_size=0, largest_size=13, smallest_size=0

169.122.212.48:9997 07 .156.15:45944 ESTABLISHED 29265/splunkd ) busy.

tcp 675170
tcp 5761
tcp 895074

169.122.212 Rt T 147 .107.156.15:45944 ESTABLISHED 29265/splunkd
69 — 2. 48 9997 147. 167 156.15: 45944 ESTABLISHED 29265/splunkd

» OO

tcp 425356 o J218 e REABLISHED 29265/splunjs
tcp 845184 0 169 tcp 675170 0 ABLISHED 29265/splufikd

tcp 911648 @ 169.122. ABLISHED 29265 ef1lunkd

tcp 381748 @ 169.122.2 (e]0) 576132 0 ABLISHED 2924%7/splunkd > Tune

tcp 271486 @ 169.122.2 tco 895074 0 RS

tcp 574264 0 169.122.2 ABLIS 29265/splun

e ool A o e th o B Naisaftn soses/cniunma | AUtOLBFrequency
grep name=pipelineinputchannel metrics.log on forwarder to
03-15-1019 00:40:19,560 +0008 INFO Metries - qroup=nap, nanespipelineinputchamel, current sizes131, incctive, channels 9, new_channels=6A2008Bnoved_channels=61712, reclained_channels=463, tinedout_channels=78h, reduce Channels_

03-15-2019 00:41:00.673 +0000 INFO Metrics - qroup=map, nang=pipelineinputchannel, current size anngLs=51826, removed_channe

_channels=50250, removed_channels=4345, reclained_channels=982, timedout_channels=118,

_ _ _channels=60298, removed_channels=62720, reclaimed_channels=462, timedout_channels=787,
neW_ChannelS—60290’ removed_channels—6271 2 _channels=51820, renoved_channels=37315, reclained_channels=256, timedout_channels=56, : splunk">

_channels=40240, renoved_channels=33435, reclained_channels=972, timedout_channels=126,

l
_channel
l
l

h

$=37321, reclained_channels=152, timedout_channels=h2,
h
h




Debugging blocked
queue/missing broken
events

Troubleshoot blocked ingestion pipeline
queues

splunk> m



Debugging blocked queue

Troubleshooting Blocked Tcpout queue/Orphaned Broken events

Universal
Forwarder
(useACK=true)

Load Balancing

| ] .
» Connection goes away
» Teared down instance

Universal » UF crashed
Forwarders tier

\
T

Indexers

il

Broken'connection results
in Broken orphaned
missing pData stuck in
TcpoutQ.
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splunk> EEI)



EENNNANE —
Detect broken missing events

Troubleshooting Blocked Tcpout queue/Orphaned Broken events
Query to detect brpken events stuck in tcpoutQ

index=_internal source=*xspglunkd.log "Possible duplication of events with channel” All time ~ n

+ 211 events (before 9/11/19 2:26:28.000 PM) No Event Sampling +¥ Job = ~ (-] £ ® Smart Mode =

Events (211) Patterns Statistic

Format Timeline = — Zoom Qut 1 hour per column

< Hide Fields i= All Fields 1630

SELECTED FIELDS uplication of € ps/logs/error_log|host: :aaphost2|apache_error|15426, str

A ST channel x
a source 1 loer/splunk/var/log/spl d

1 1 1 Value, 100% of events Selected Yes No
a sourcetype uplication of events wit pps/logs/error_log|lhost: :aaphost2|apache_error|15426, str
INTERESTING FIELDS Reports
a channel Top values Top values by time Rare values loer/splunk/var/log/splunk/splunki d
a component Events with this field uplication of events with channe pps/logs/error_log|host: :aaphost2|apache_error|15426, str
# date_hour 7

Val C t %

# dategm.day 1 alues oun loer/splunk/var/log/splunk/splunkd.l... d
# date_minute 60 source: :/usr/local/apps/logs/error_log|host: :aaphost2|apa 211 100%
a date_month 1 che_error|15426 uplication of events with channel=source:?’ pps/logs/error_log|host: :aaphost2|apache_error|15426, str
# date_second 59
a date_wday 1 host = wimpy source = /home/hrawat/git/current/main/out_dev/deploer/splunk/var/log/splunk/splunkd.l... sourcetype kd
# date_year 1
# date_zone 1 > 8/1719 08-01-2019 17:39:29.250 -870@ WARN TcpOutputProc - Possible duplication of events with channel=source::/usr/loc apps/logs/error_log|host: :aaphost2|apache_error|15426, str
a event_message 16 5:39:29.250 PM eamId=0, offset=0 on host=192.106.194.56:9997
a index 1 host = wimpy source = /home/hrawat/git/current/main/out_dev/deploer/splunk/var/log/splunk/splunkd.l... sourcetype = splunkd
# linecount 1
a log_level 1 > 8/1719 08-81-2019 17:38:085.897 -870@ WARN TcpOutputProc - Possible duplication of events with channel=source::/usr/local/apps/logs/error_log|host::aaphost2|apache_error|15426, str
# offset 2 5:38:05.897 PM eamld=0, offset=0 on host=192.106.194.57:9997
a punct 1 host = wimpy source = /home/hrawat/git/current/main/out_dev/deploer/splunk/var/log/splunk/splunkd.l... sourcetype = splunkd

Solution - use Heavy Forwarder (useACK=true) as intermediate forwarder(Load

Balancing) splunk>



splunk> T h a n k

You
!

RATE THIS SESSION




