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Splunk Like Your Life 
Depends on it



During the course of this presentation, we may make forward‐lookingstatements regarding 

future events or plans of the company. We caution you that such statements reflect our 

current expectations and estimates based on factors currently known to us and that actual 

events or results may differ materially. The forward-lookingstatements made in the this 

presentation are being made as of the time and date of its live presentation. If reviewed after 

its live presentation, it may not contain current or accurate information. We do not assume 

any obligation to update any forward‐lookingstatements made herein.

In addition, any information about our roadmap outlines our general product direction and is 

subject to change at any time without notice. It is for informational purposes only, and shall 

not be incorporated into any contract or other commitment.Splunk undertakes no obligation 

either to develop the features or functionalities described or to include any such feature or 

functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk 

Light and SPL are trademarks and registered trademarks of Splunk Inc. in the United States 

and other countries. All other brand names, product names, or trademarks belong to their 

respective owners. © 2019 Splunk Inc. All rights reserved.
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#whoami

• Solutions Engineer @ Splunk

• Customer for ~4 years

• Managed AR team 

• SOC Analyst

• Blue Team FTW!

• GOT, video games, dachshunds
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1. OT Terminology

2. Security in the ICS Realm

3. A look into ICS specific malware

4. Malware commonalities 

5. Detecting with Splunk

6. Customer success story

Or so I hope…

Agenda
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OT > ICS > SCADA

• OT – management of industrial 

operations vs administrative

• ICS – systems used to 

monitor/control processes

Let’s get our terminology straight!

DPC

ICS

OT

PLC

SCADA
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It’s natural to 
think in traditional 

terms:
a hacker sitting 
at a computer 

keyboard trying 
to worm his way 

into a web 
server 
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1. Lack of visibility

2. Reliance on insecure communication 
processes & outdated protocols

3. Slow/delayed/NO patch 
management

4. Limited OT security products

If it’s so 
important
…why 
isn’t 
everyone 
doing it?
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A look at ICS 
malware…
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ICS SPECIFIC MALWARE
A look at past incidents

▶ STUXNET 

▶ BLACK ENERGY

▶ INDUSTROYER

▶ TRISIS

▶ HAVEX
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Malware Commonalities 

Removable
Media

Password 
Spraying C2 

Process start 
Anomalies

Firmware 
Changes 

Lateral
movement
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Detection 
Capabilities 
with Splunk
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Detection with Splunk: Removable Media

1) Configure your audit policy

2) ….Splunk it! 

index=wineventlog EventCode=2003 USBSTOR

index=wineventlog EventCode=2102 USBSTOR
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Detection with Splunk: Password Spraying

• index=win_sec EventCode=4625 
AND NOT [ |inputlookup
DomainControllers.csv]

•| bin _time span=1d

•| stats values(user) dc(user) 
AS num_users count span=1d BY 
dest _time

•| search count>15 AND 
num_users>1
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Detection with Splunk: C2 Activity

•sourcetype=bluecoat_proxy

•| streamstats current=f last(_time) as next_time
by dest

•| eval gap = next_time - _time 

•| stats count avg(gap) as avg_gap, var(gap) as 
var_gap by dest src

•| search avg_gap<50 count>500 

•| sort avg_gap
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Detection with Splunk:
Process Start Anomalies
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Detection with Splunk: Lateral Movement
SMB

• | search (dest_port=139 OR dest_port=445) 

• bucket _time span=1d

• | stats dc(dest_ip) as count by src_ip, _time

• | eventstats max(_time) as maxtime | stats count as 
num_data_samples max(eval(if(_time >= relative_time(maxtime, "-
1d@d"), 'count',null))) as "count" 
avg(eval(if(_time<relative_time(maxtime,"-1d@d"),'count',null))) 
as avg stdev(eval(if(_time<relative_time(maxtime,"-
1d@d"),'count',null))) as stdev by "src_ip”

• | eval isOutlier=if(('count' < lowerBound OR 'count' > 
upperBound) AND num_data_samples >=7, 1, 0)
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btdubz, 
there’s an

for that
ICS Security Essentials App
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Customer 
Success Story

Splunk at an Energy Company



©  2 0 1 9  S P L U N K  I N C .

Energy Company

“We discovered that we could accomplish the same tasks 

as four different applications with a single instance of 

Splunk Enterprise. The TCO of Splunk is approximately 

400 percent less. We are very pleased with our 

investment and the capabilities of Splunk software.”
company’s supervisor of SCADA infrastructure and cybersecurity 

▪ 1 solution instead of 4+

▪ Improved visibility, reliability 

▪ Cut security investigation time from 12 hours to 1

▪ TCO reduced by 400%

Supporting SCADA Systems to Secure Pipeline
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1. Importance of OT Security

2. Common ICS malware TTPs

3. How to Detect with Splunk Enterprise

4. ….btw we have an app for that!

• https://splunkbase.splunk.com/app/4150/

5. People use Splunk and stuff….

Key
Takeaways

https://splunkbase.splunk.com/app/4150/


RATE THIS SESSION

Go to the .conf19 mobile app to
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You!

Thank


