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About Me

… and Pacific Northwest National Laboratory
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About Pacific Northwest National Laboratory
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The Problem

An overview of the issues we were trying to solve
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Hundreds of sites not 
being monitored

Almost zero root cause 
data from existing 

monitoring

Configuration for alerts 
was all manual

The Problem(s)
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We know first Better data for 
investigating root cause

Automated testing

Desired Outcomes
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Why Selenium?
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What is Selenium?

▶ Selenium – Web Browser Automation

• http://www.seleniumhq.org

▶ Python Bindings for Selenium WebDriver

• http://selenium-python.readthedocs.io

http://www.seleniumhq.org/
http://selenium-python.readthedocs.io/
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Demo

bash$

Python 2.7.10 (default, Feb 22 2019, 21:55:15)
from selenium import webdriver

python

>>> ff = webdriver.Firefox()
>>> ff.get("https://www.duckduckgo.com")
>>>

>>>
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There’s was an app for that…

▶ Splunk App for Synthetic Transaction Monitoring

• http://apps.splunk.com/app/1880

• By: Elias Haddad

http://apps.splunk.com/app/1880
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Splunk App for Synthetic Transaction Monitoring

Time Event

10/24/19 

10:16:12 AM
2019-10-24 10:16:12 app_name="External Sites" 

transaction_name=”www.google.com" event_type="end" 

transaction_end="2019-10-24 10:16:12" 

transaction_end_epoch="1439831772.32" execution_id="a30fd38f-4503-

11e5-a699-0050568542ad" transaction_duration=”1.56299996376" 

browser="Firefox" browser_version="40" os="Windows 7" os_version="" 

ip="173.194.123.72”

10/24/19 

10:16:02 AM
2019-10-24 10:16:02 app_name="External Sites" 

transaction_name=”www.google.com" event_type="start" 

transaction_start="2019-10-24 10:16:02" 

transaction_start_epoch="1439831762.76" execution_id="a30fd38f-4503-

11e5-a699-0050568542ad" browser="Firefox" browser_version="40" 

os="Windows 7" os_version="" ip="173.194.123.72”
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Splunk App for Synthetic Transaction Monitoring
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Evolution at PNNL

Because science
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▶ Two events per test

• Needed to use a TRANSACTION command

• Status had to be interpreted

• False positives 

▶ Missing data

• No server info

• No context for failures

▶ Building tests was manual

• Slow to build

• Difficult to maintain

Filling the Gaps
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▶ Single event per test

▶ Capture error information

• Add Passed / Warning / Failed status

• Capture error messages

▶ Collect server information

▶ Build tests dynamically given an array of info

• URL

• App Name

• Transaction Name

• Expected title

• Server

Round One Goals
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Workflow of v1

▶ Report of top sites

▶ Windows VM with UF

• Scripted input that reads from saved search

• Sends results to indexers

▶ Dashboards

▶ Alerts
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Future Plans

• User Interface for 
adding monitoring 

• Better root cause 
analysis

• Screenshots!

• More browsers 
supported

• More testing options

• Dependency checking
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Current State Demo
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Root Cause 
Analysis



© 2019 SPLUNK INC.

Root Cause 
Analysis
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Implementation 
Details
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Selenium 

Command

Components

Monitoring App

KV Store Scripted Input

Selenium Hub

Selenium Node

Selenium Node
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Monitoring Tips & 
Tricks
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1. Create “Health Check” pages for 
dependency checking

2. Create ties to your CMDB

3. Simplify alerts

Best Practices
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Simplify Alerts

• Single alert for all

• Trigger “For each result”

• Use lookup for email 
recipients



© 2019 SPLUNK INC.

Basic web 
monitoring app

Custom Splunk 
selenium command

Sample scripted 
input

Selenium helper 
scripts & docs

Get the bits…

https://github.com/justinatpnnl
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Questions?
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You!
Thank
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